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PREFACE and ACKNOWLEDGEMENTS

This book is a light technical introduction to the three technical foundations for
multimedia applications across the Internet: communications (principles,
technologies and networking), compressive encoding of digital media, and Internet
protocols and services. The QoS (Quality of Service) required for audio, image and
video media comes from communication networks with high capacity and
provisions for multiple user access, from the compressive encodings that hold
information rates to levels consistent with current storage media and communication
networks, and from the packet servicing and media stream control capabilities
specified in Internet protocols and services.

All of these contributing systems elements are explained in this book through
descriptive text and numerous illustrative figures. The result is a book pitched
toward non-specialists, preferably with technical background, who want descriptive
tutorial introductions to the three foundation areas. Much of the book is accessible
to the non-technical reader as well. Some sections are more technical than others
and it was my original intention to flag them, but they, too, contain introductory and
explanatory materials and I decided to let the reader decide what she or he wants to
read, glance at, or skip altogether.

The book should be especially useful to individuals active in one or another
foundation area, or in industries that rely on electronic media, who are curious about
the whole range of Internet-oriented technologies supporting multimedia
applications. Those who wish to go beyond the contents here can consult the
references, including many Internet RFCs (requests for comments) and useful Web
sites.

"Multimedia", already a shaky noun as well as an adjective, can be broadly
defined as electronically augmented or generated objects and experiences that
appeal to the senses. "Media" can be single or multiple in a communication session
and should not be confused with transmission media such as optical fiber, coaxial
cable, radio, and copper wire. There are plenty of electronic media products and
services, some long established such as broadcast, cable, satellite television; audio
and video recordings; and computer games. There are others relatively new such as
retrieval, exchange, and streaming of media objects on the World Wide Web;
Internet radio and television; and VoIP (Voice over Internet Protocol) with its
generalization into multimedia conferencing. Multimedia has connotations of
computer processing and is now firmly rooted in IP internetworking, but there is no
clear line dividing current concepts from past examples of electrically-supported
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sensory experiences. The Multimedia Internet is simply a continuation of the past
125 years of technology development for communications and entertainment,
relying now on cheap and powerful computer processing, broadband networking,
packet communication using IP, and techniques for media QoS across the Internet.

Although QoS capabilities have so far been talked about more than built into
the Internet, and some people doubt that IP networks will ever provide the level of
QoS associated with circuit-switched networks such as the PSTN (Public Switched
Telephone Network), multimedia applications are already flourishing on the
Internet. They will go much farther as broadband access, wired and wireless,
becomes widely available to users wherever they are. This will be encouraged by a
proliferation of Internet appliances in which the multimedia Internet is imbedded
rather than being consciously utilized. A good example is a wireless Internet radio -
hopefully with earphones - able to select from thousands of stations from around the
world. Barring further delays from the intellectual property disputes that were a
significant impediment at the time of writing, we may soon see these carried by
teenagers around shopping centers, schools, and city streets.

Significant advances in digital audio/video encoding, optical and wireless
communications technologies, high-speed access networks, and IP-based media
streaming have made the multimedia Internet feasible. These technologies,
described in this book, are among the most important foundations for the present
and near-future Multimedia Internet, but the book does not claim to provide a
comprehensive examination of all relevant technologies. A number of important
areas are largely or entirely outside the scope of this book, including systems for
media program composition and production; media synchronization, storage, and
search; user interfaces; "groupware" for collaborations across the Internet; new
media such as virtual reality environments and personalities, gestures, facial
expressions, touch, and smell; caching and proxy server techniques; routing
protocols; authentication and security systems; and communication coding
techniques, network design, traffic engineering, and network management. Despite
these omissions, the book answers the question, from the author's personal
perspective, of "What are the important technical concepts for delivery of
audio/visual and other media through the Internet?" It should meet the needs of
most readers in content and technology industries who want to know more about
aspects of media delivery outside of their own specialties, and are willing to consult
the references for additional technical details.

Some notes on notation:

-Block diagrams indicate a processing sequence. In the example here, signals a(t)
and b(t) enter a processing unit, a "black box" that yields a signal m(t), which is
multiplied by a signal c(t) to generate s(t), to which n(t) is added to yield y(t). Most
implementation details of black boxes are left to specialized textbooks.

@_’processor m(t) & SO —> y
by} o) n(t)

-The letter "t" represents time, with typical units of sec, ms (millisecond=10" sec),
us (microsecond=10" sec), ns (nanosecond=10" sec, and ps (picosecond=10"" sec).
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-The letter "f" represents frequency, with typical units of Hz (Hertz or cycles/sec),
KHz (kiloHertz=10° Hz), MHz (megaHertz=10° Hz), and GHz (gigaHertz=109 Hz).
Bandwidth, too, is measured in Hertz, ¢.g. "the 300Hz-3KHz band".
-The Greek letter "A" represents wavelength, which 1s convertible to frequency as
described in Chapter 3, and comes in typical units of nm (nanometer=10" meter).
-Data rate is designated in bps (bits per second), kbps, mbps, gbps, and tbps
(terabits/sec= 10'* bps). It may also be expressed in Bps (bytes per second), where
a byte is 8 bits. I may forget and use "Kbps" with a capital K.
-Computer memory is measured in power of two multiples of Bytes, e.g., KB = 2'°
= 1024 bytes, MB = 2% = 1,048,576 bytes, with capital K or B.
-Web addresses (URLs) are presented without the http:// prefix, e.g.,
www.whitehouse.gov.
- References are enclosed in brackets. For example, [RFC3550] refers to an entry in
the alphabetical reference list. When a Web address is bracketed as a reference,
e.g., [www.ieee.org], there is no entry in the Index. Two or more references may be
enclosed within the same brackets, e.g., [RFC3550, www.ieee.org).

The contents of the five chapters are briefly summarized below, with most
acronyms left for definition in the chapters:

Chapter 1: A BACKGROUND FOR NETWORKED DIGITAL MEDIA

Media applications and an overview of basic concepts including protocol layering, client-server and peer-
to-peer systems, media computing and devices, media communication, A/D conversion, digital data
communication, and QoS.

Chapter 2: DIGITAL AUDIO AND VIDEO

Digital encoding techniques and systems, in particular lossless and lossy compressive image coding, the
discrete cosine transform, JPEG image compression, H.261/263 and MPEG 1, 2 and 4 video, MP-3 and
AAC audio coding, wavelet image compression, and HDTV.

Chapter 3: COMMUNICATION TECHNOLOGIES AND NETWORKS
Circuit, packet, and cell-switched communication (connection-oriented and connectionless); computer
communication; the optical core network; modulation and MIMO (multiple antenna) techniques; and
wired and wireless local and access networks (xDSL, cable data, cellular mobile, WiMax, WiFi, switched
Ethernet) with attention to medium access control and QoS prioritizations.

Chapter 4: INTERNET FOUNDATIONS

History and architecture; IPv4 and IPv6; TCP and UDP transport protocols; HTTP and MIME for the
Web; QoS through Service Level Agreements, DiffServ traffic distinctions and MPLS traffic engineering;
HTML and XML markup languages.

Chapter 5: MEDIA SYSTEMS AND PROTOCOLS
VoIP and H.323 systems; SIP signaling and RSVP reservation protocols; RTP media streaming and RTSP
media stream control protocols; implementations of media streaming in the Internet.

I regret that many of the illustrative topics and current standards described in
this book will quickly become obsolete in the fast-moving multimedia field.
However, the basic concepts that are the core content of the book should have a
much longer shelf life, and the more transient material helps explain the current and
near-future state of the art. I thank the many colleagues who have commented on
sections of this book, especially Shih-Fu Chang, Jerry Hayes, Aleksandar Kolarov,
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Thomas Kuehnel, Joseph Lechleider, Michael Luby, Johannes Peek,
Jens-Peter Redlich, Donald Schilling, Mischa Schwartz and Henning Schulzrinne,
and take full responsibility for the errors that remain. I appreciate also Syed Ali's
help with my personal computing problems. I am very grateful for the patience,
support, and good advice of my wife, Judith and my editor at Springer, Ana
Bozacevic, and for the support of Ana's colleague and my friend Alex Greene.

It may seem ironic that this book is not a multimedia document, but its subject
is the supporting technologies rather than multimedia content or experiences
themselves. My hope is that the multimedia Internet will be partly demystified by
this book’s explanation of how things work.

Stephen Weinstein
Summit, New Jersey, December, 2004
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1

A BACKGROUND FOR NETWORKED DIGITAL
MEDIA

This book provides a tutorial introduction to the three main technical founda-
tions supporting audio/image/video media in the Internet: Data communication
technologies and networks, digital media compression, and Internet protocols and
services (Figure 1.1). It presumes the power of IP (Internet Protocol, Chapter 4) to
transfer packets of information across interconnected networks of differing types
while recognizing that the capacity and services of the participating networks, and
the gains from media coding and compression, are just as important to the transport
of media with a high QoS (Quality of Service). Bringing these topics together, and
illustrating how QoS is addressed at different but interrelated levels, provides a
comprehensive view that should be useful to people in computer, communications,
and media-related industries with at least minimal technical backgrounds. The book
is made up largely of descriptive, light-technical explanations that should be acces-
sible to the non-specialist reader. However, as noted in the Preface, some sections
contain a higher proportion of material for those with technical backgrounds.

y 4 |

[ Data communication Digital media and Internet protocols and
technologies & networks compressive coding services
Protocol stack, switching & A/D conversion, JPEG, | IP, TCP, UDP, DiffServ,
routing, data trains and MPEG, ... I MPLS, H.323, RSVP, SIP,

modulation, optical core, RTP, RTSP, ...
xDSL, cable data, Ethernet, | /
cellular mobile, WLAN, ...

Figure 1.1. The foundations of media QoS in the Internet.

This first chapter motivates the remainder of the book with discussion of a
number of media applications, description of consumer-oriented media devices, and
explanation of concepts that the reader should know before exploring the three main
topics. The concepts include protocol layering, media delivery models, frequency
and bandwidth, analog to digital conversion, digital data signals, and media quality.
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Some software-related background topics, in particular multimedia document
markup in HTML (HyperText Markup Language) and various applications of XML
(eXtensible Markup Language), plus Java and CORBA "middleware" and the con-
cept of net services, are included in Chapter 4 together with Internet technologies
and protocols. These software technologies facilitate information retrieval and ex-
change and enhance the business and professional value of the World Wide Web.

Chapters 2-5 are focused on specific foundation topics. It is presumed
throughout that media are digitized and that it is the bizs of digital files and streams
that must be delivered through networks, where a bit represents a quantity of infor-
mation equivalent to the result of a fair coin toss (head or tail). A byte is eight bits.
Digital image, video, and audio coding are presented in Chapter 2, communication
technologies and networking in Chapter 3, Internet protocols and services in Chap-
ter 4, and media-oriented Internet protocols and systems in Chapter 5.

1.1 PROTOCOL LAYERING AND AN INTRODUCTION TO NETWORK
ADDRESSES AND PORTS

Although Figure 1.1 shows three parallel foundations, the relationships among
networking and communications functions are usually illustrated in a layered func-
tionality model. Each layer is a client for services provided by lower layers. In a
given network, a functionality layer, if present, may be represented by one or more
protocols. A protocol is simply an operational procedure facilitating interactions
between comparable entities across a network and providing services to higher-level
entities, as will be illustrated by many examples throughout this book. Figure 1.2
shows protocol layers relevant to the topics covered in this book, organized ac-
cording to the seven-layered OSI (Open Systems Interconnection) reference model
[GHW] of the International Standards Organization. Internet-related protocols are
at the network layer and above. We will return to this diagram in later chapters as
topics are introduced.

Figure 1.3 illustrates the two-dimensional relationships of a protocol stack, with
each layer requesting services from lower layers and communicating with its peer
layer across the network. The peer interactions indicated by dashed lines are im-
plemented by a protocol information unit going down through the protocol stack on
one side and up on the other, as will be illustrated in later chapters.

A combination of network address and port defines the end points for the ap-
plication-to-application logical information unit transfer shown in Figure 1.3. In the
Internet and other networks based on IP (Internet Protocol, Chapter 4), the network
address of a host device i1s its IP address. But a given device may simultaneously
support several information flows for different applications, so an additional port
address identifies a particular communicating process. The port address tells a
transport processor to place data into a transfer register assigned to a specific appli-
cation. As the email example of Figure 1.4 illustrates, the typical port number for
SMTP (Simple Mail Transfer Protocol) is 25, so that the content of each incoming
transport packet with that port number is transferred to the register used by the
SMTP application to retrieve messages. An application program wishing to use this
kind of communication connection generally establishes an abstracted connection
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called a socket, with read/write operations to send and receive data. The application
does not have to know the actual communication layers supporting the socket, but it
does need to know the destination IP address and port number.

Application level: What people and machines want to do
(Web client/server, media create/play/exchange, VoIP, MM conferencing, ..)
Supporting applications: Digital media compression

Supporting protocols: Real-time media flows, media f Signaling
stream control :

Presentation level: Data formats for presentation and display
(Web retrievals, multimedia document markup languages)

Session level: Dialog between processes
Internet < (Open and close sessions, object exchange and retrieval)
protocols

& services

Transport level: Application to application data unit transfer
(Connections, reliable transport, end-to-end rate control)

Network level: Network ingress node to network egress node
(Internetworking [IP], routing, QoS services, traffic policing)

: Path setup t

[ Link (or Medium Access Control) level: Node-to-node operation
(Framing, switching, contention resolution, QoS priorities & bandwidth

Data com—< allocations)

munication
networks Physical: Wired/wireless networks
(Signaling and modulation formats, facitities and bandwidth provisioning)

Figure 1.2. The Open Systems Interconnection protocol layering model, illustrated with topics addressed
in this book.

— Information unit transfer —
[ Application I- -------------------------------- '>| Application |

Uses transport service

[ Tramsport  }--- Transport data package transfer __, o l
Uses internetworking service
Network packet transfer
| Network |' -------------------------------- '>| Network [
Uses link access & physical signaling services
v

| Link, Phys I: line signals

£ Link, Phys |

Physical network
physical interface

Figure 1.3. The two dimensions of protocol layering: Logical communication between peer layers across
a network, and services of lower layers offered to higher layers.
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Destination .
P packet port number Destination host computer

— - Email application

Destin MTP recei -
\ Transport

IP processor |
Transport (TCP or UDP) packet /1 processor
/ \

“Transfers data on the
Email content . basis of port number

Figure 1.4. Use of a network address and a port number, illustrated for email delivery.

Accepts Destination IP address

The quality of audio/image/video communication in the Internet depends on all
of the implemented layers of the protocol stack. Digital media compression (Chap-
ter 2) may or may not be considered part of the networking protocol stack, but it is
critical for networks with limited capacities to transfer high-quality media.

In the physical communication layer at the bottom, the main issues are having
enough bandwidth and using it efficiently, avoiding excessive transmission delays,
and limiting data errors or losses en route. In the link or MAC (medium access
control) layer, the QoS issues are carrying data safely across a link and through
switches between links, and resolving contention among users and traffic types for
resources in a way that is fair, facilitates QoS priorities, and is most efficient for the
network. Chapter 3 describes these layers for several widely-used networks.

Chapter 4, addressing the Internet network and transport layers, describes
the all-important internetworking capability provided by IP and end-to-end transport
provided by UDP (User Datagram Protocol) or TCP (Transport Control Protocol).
It also includes DiffServ (Differentiated Services) for distinctive treatments of dif-
ferent classes of traffic, and path setup using MPLS (Multi-Protocol Label Switch-
ing), which can be used for traffic engineering by creating paths in a network with
capabilities adequate for aggregated traffic of each type. The direction of IP net-
work architecture appears to be seeking adequate QoS for media applications
through a combination of DiffServ, MPLS traffic engineering, and traffic policing
to enforce SLAs (Service Level Agreements) that customers sign with their ISPs
(Internet Service Providers) and ISPs with each other.

Chapter 5 concerns the highest levels of the protocol layering diagram. It de-
scribes multimedia conferencing, of which the most familiar example is IP teleph-
ony; signaling to make connections and reserve resources; real-time data transfers;
and media streaming.

1.2 WHAT IS MULTIMEDIA?

Electronic information and communication systems have become an intimate
part of daily existence. Multimedia computing and communications enlarge our
interactions, with computers and each other, through the use of sensory media such
as audio (speech, music, soundtrack), image, fax and video, with touch and smell as
future possibilities. Virtual realities (computer-generated environments and beings)
also define media, and human qualities such as facial expressions can be synthe-
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sized [CNIHB]. Strictly speaking, "multimedia" implies simultaneous use of more
than one medium, so that a telephone conversation would not qualify while a video-
phone conversation (which includes audio), an e-mail text message with an attached
image, or an electronic game (with animated graphics and sound) would. This book
presumes a broader definition encompassing single-medium examples such as a
telephone conversation, with the understanding that the multimedia Internet can
handle other media, or combinations of media, as well.

By including interpersonal communication as well as interaction with a com-
puting system, this book differs from most presentations of multimedia computing
in which multimedia documents or files are created and manipulated
[STEINMETZ]. In fact this book does not provide much material on multimedia
computing, and important related areas such as representation of knowledge and
information retrieval based on natural-language queries [CROFT] are entirely be-
yond its scope. Multimedia sessions as envisioned in this book are electronically
augmented or generated experiences that appeal to the senses. A picture, especially
with a little speech or music, sometimes is worth at least a thousand words. This is
not meant to exclude machines also exchanging and using multimedia information
without the direct participation of human beings.

This book stresses networked multimedia in which communications supports
interaction at a distance. Applications on the World Wide Web, Internet to PSTN
(Public Switched Telephone Network) telephony, electronic publishing, medical
image transfers, work at home, exchange of music or video files, Internet radio and
television, and "distance learning” are all examples of networked multimedia. The
World Wide Web user interface is so pervasive and dominant that almost all net-
worked applications are delivered, in some sense, "through the Web", although the
Web's HTTP (HyperText Transfer Protocol, Chapter 4) is only one of many higher-
layer protocols that may be used in a multimedia session.

The term "application” that appears from time to time in this book is more or
less synonymous with a high-level computer program. It is used colloquially here to
mean any end-user communication-oriented process. An Internet telephony appli-
cation, for example, generates a real-time interactive audio session using both com-
munication networking and local resources.

The phenomenon of digital audio and video, made possible by rapid advances
in coding techniques and storage and computing technologies, is a principal techni-
cal foundation of multimedia activity now and in the future. Digital media offer
great flexibility in the manipulation of sound, pictures and motion video. This in-
cludes many generations of editing with no quality degradation and, with the help of
digital compression, relatively efficient use of bandwidth in broadcast or wired sys-
tems. Rather than the roughly 140 Mbps (megabits per second) presumed necessary
for broadcast-quality digital television in the early 1980s, the 4 Mbps of typical
MPEG-2 compressed digital video is a high quality consumer standard today, deliv-
ered through cable, satellite, and microwave systems and on DVD recordings.
Even 1.5 Mbps MPEG-1 yields video quality at least as good as that from a VHS
VCR, and very low rate digital video such as that defined in the MPEG-4 standard
offers usable, even good quality through dial-up and cellular mobile access net-
works.
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"Interactive multimedia" refers to those experiences, or manipulations of mul-
timedia objects such as images, movies, songs, or multimedia documents, in which
the human participants have to take an active role. Proponents of interactive multi-
media have for decades predicted programming where the viewer can choose differ-
ent courses for the story or access related information by clicking on actors, but for
the time being, the reality for interactive networked applications is information re-
trieval from Web servers and relatively prosaic service controls similar to those of a
telephone or a VCR. The systems and technologies that this book describes are
mostly for this stili-limited interactive multimedia. The boundary between active
and passive is sometimes difficult to define, since even passive entertainment may
be shared by communicating individuals actively coordinating their viewing at geo-
graphically separate locations.

In the future, there will be more highly interactive applications such as
distributed games and collaborative creativity. The Web will someday fully realize
its original purpose of facilitating shared thinking and actions among members of a
distributed community.

1.3 MULTIMEDIA EXCHANGES

Networked multimedia exchanges have some generic models. These relate to
how many recipients, to the definition of who can be a server, and to the choice
between bulk download and streaming. These models occur in both content deliv-
ery networks that provide storage and transfer, QoS, and play control; and by inter-
personal communication networks that facilitate communication and information-
sharing among individuals. Content delivery and interpersonal communication net-
works overlap in the growing area of consumer exchanges of information objects.
The service and protocol structures of Internet telephony and media streaming are
described in Chapter 5.

Content delivery and interpersonal communication networks do not have to be
realized in the Internet context, and were operated by local telephone companies and
cable systems long before the Internet existed. However, the Internet model of open
access to a universe of content providers, rather than to a narrow selection deter-
mined by the access network operator, seems likely to prevail and is a basic pre-
sumption of this book.

The number of recipients is reflected in the choice of wunicast, multicast or
broadcast. Figure 1.5 illustrates these three alternatives of one recipient, a specified
group of recipients, or delivery to all users. Multicast has been extensively pursued
in Internet standards because it facilitates shared services to multiple users while
avoiding, through a carefully selected distribution "tree", replicating streams from
the server.
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Broadcast

Figure 1.5. Unicast, multicast, and broadcast delivery modes.

The definition of who can be a server is usually reflected in the choice between
client-server and peer to peer models. If one entity is designated a server control-
ling access to the media objects, live or stored, and serves them to clients across the
network, that is the client-server model, as illustrated by a media server and set-top
box media client in Figure 1.6. This is the conventional model for information re-
trieval such as VoD (video on demand).

The peer-to-peer model has become more prominent in recent years, particu-
larly for decentralized exchanges of media objects. Figure 1.7 shows one approach
with a centralized index of media objects and their locations. A requester consults
this index to determine the address of a desired media object. A request for the ob-
ject is then made peer to peer. This was implemented in the original Napster service
that foundered on intellectual property issues.

Medi Broadband Media
Seiv e&; Distribution Set-Top Bo Client
Network
Disk v
Array
000
Figure 1.6. Client-server model as applied to a media object request.
Browse index for
a particular object
. Object address Requesting peer
Serving peer at a peer host | p
Appli- | g ltemrequest Appli-
cation | —— | cation
Media object transfer

Figure 1.7. Peer to peer media object exchange with a centralized index of sources for particular media
objects.

A second approach (Figure 1.8) has no centralized index of media objects but
may possibly maintain a directory of "index peer" members of the exchange club
who gather information about the contents of other members in their vicinity. A
new peer consults this directory, provides information on its own shared folder to
the nearest index peer, and queries that index peer for any desired media object. If
this index peer knows a local peer with the requested object, it tells the requester
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who then requests the object from that source. If the index peer does not know a
local source, it refers the request to another index peer, illustrated in Figure 1.8 by
the referral from index peer 1 to index peer 2. A request could be passed among a
number of index peers before locating a source. A decentralized model of this kind
was implemented in the Kazaa and eDonkey systems, among others.

An even more decentralized approach, in which a registrar (if it exists) knows
only who is interested in this kind of exchange, is illustrated in Figure 1.9. A user
desiring a media object "floods" the members, or some subset of members, with an
item request, and makes a choice among positive responses. A request for the ob-
ject is then made peer to peer. Many variations of these three approaches are possi-
ble, but it is doubtful that any of them will withstand legal challenges to free
exchange of copyrighted intellectual property.

Index peer 1

F R el [T
:l index e '\‘ + index folder |
i ,,: i Referral H
5 shared shared | Media 6bject request Query for source of object
N, | folder folder ~ - e 5] shared Ly Dfi(efjtory
s Mt oL B L

Figure 1.8. Distributed peer to peer media object exchange, with some peers acting as local index serv-
ers.

Selected responder tem request multicast ]
S . —s| Requesting I\flgmber
Availability responses peer address
Media object request to \ registrar
selected responder N Member addresses
Media object transfer retrieval

Figure 1.9. Distributed peer to peer media object exchange, with no media object index servers at all.

Another already cited aspect of content-delivery networks is the choice between
streaming and bulk file download, illustrated in Figures 1.10 and 1.11 respectively.
Streaming (Chapter 5) is transmission through the network in real time, at the play-
ing rate, and is an appropriate mechanism when the intention is one-time viewing.
A small smoothing buffer is provided at the receiving point, and play can begin as
soon as a few seconds of material are accumulated.

Bulk file download originally meant transferring a file in its entirety, at any data
rate, to the recipient's storage system, from which it can subsequently be played or
transferred to others. The newer concept of bulk file download shown in Figure
1.11 assumes download at a data rate faster than the playout rate. Play can com-
mence anytime, e.g. soon after the beginning of the download, with incoming data
piling up in the client's storage system. When a sufficient quantity of material has
accumulated, full VCR-like play control, including fast-forward bypassing of ad-
vertisements, are possible. This combines the best features of streaming and file
transfer, although not in the eyes of some information providers who do not like the
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file to be available in the user's own storage system for sharing with others or for
bypassing advertisements.

Small smoothin
Media stream
Server or proxy Rate Play begins E
Internet Download and pla; itr;g;n;lfdznds
i Time

Figure 1.10. Streaming from a server to a client with a small smoothing buffer.
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Figure 1.11. Fast bulk download to a client with a large buffer.

Several proprietary players for streamed media have emerged in recent years,
including RealNetwork's PlayerOne®, part of the Helix platform for digital media
delivery [wwws.realnetworks.com]; Apple's QuickTime® player [www.apple.com/
quicktime/}, also part of a comprehensive system accepting third-party components;
and the Windows Media player [www.microsoft.com/windows/windowsmedia],
similarly part of a larger media delivery system. These players focus on proprietary
media formats but also support generic standard formats such as MPEG. Neverthe-
less, it may take some time for true interoperability to exist among diverse consumer
media delivery systems, including the players. Chapter 5 describes some of these
systems.

Early versions of the bulk downloading concept existed in personal digital
video recorders such as TIVO® [www.tivo.com], that evolved into a service for
machines manufactured by others; Ultimate TV® [www.ultimatetv.com], a Micro-
soft system that digitally recorded satellite-delivered programming; and Replay
TV® [www.replaytv.com], whose machine was manufactured, at the time of writ-
ing, by Panasonic. All recorded digital programs and allowed the user to pause and
resume play at will, during live broadcasts as well as with previously stored pro-
grams. Downloads were, however, at playing-rate speed, requiring a long accumu-
lation period in order to be able to use fast-forward control. On-line services
included scheduling support and downloading of new software releases. At least
one of these systems at one time facilitated, in a simple user interface, transfer of
recorded files over the Internet to others, a capability that will develop slowly be-
cause of copyright concerns.

Note that in either streaming or bulk download, a storage buffer is required in
the consumer device. For streaming, the buffer only needs to be large enough -
typically equivalent to a few seconds playing time - to avoid overflow or underflow
due to coding-rate variations and the arrival-time jitter of data packets. High-rate
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bulk file download, which requires much larger buffers in the consumer device,
avoids the tight synchronization problems of media streaming, and could make me-
dia streaming obsolete in the future when truly broadband access, at multi-megabit
rates, becomes available to consumers at a reasonable price.

Because of the multiple users retrieving popular materials, the network load can
be greatly reduced by distributing such media objects from the source repository to
a number of proxy servers where the materials are cached for retrieval by users. By
locating the proxy servers close to population centers and matching cached collec-
tions to user interests in each geographical region, the proxy servers can accommo-
date local demand and cross-network traffic can be greatly reduced. There is, in
fact, a caching hierarchy, illustrated in Figure 1.12, of source server, proxy server
and the user cache implemented in Web browsers. When a Web surfer returns to a
page seen before that has been locally cached, it can be instantly displayed without
the need for a network transfer. Of course, the currency of a cached page will dis-
appear over time, so a reasonable compromise must be made between caching dura-
tion and currency of the information. Even proxy servers might not have the most
current files, and some users object to requesting a particular page from a source
server address and having their request automatically rerouted to a closer proxy
server.

Recently accessed
materials

Source server

Distribution of frequently
accessed materials

Internet

Proxy server
Figure 1.12. Caching hierarchy in the Internet.

The large variations in access network speeds, and in media processing and
display capabilities of user devices, calls for clever strategies to deliver digitally
encoded media streams at different rates. Figure 1.13 illustrates alternatives of sin-
gle-layer and multilayer encodings.

Each single-layer bitstream is a complete digitally-encoded signal representa-
tion. For example, looking ahead to Chapter 2, the lowest-rate bitstream, appropri-
ate for small wireless devices, might be an MPEG-4/H.26L encoding at 50Kbps
(kilobits per second), while the highest-rate bitstream may be MPEG-2 at SMbps.
(High-Definition Television at 20Mbps is also described in Chapter 2.) The user
device tunes in to the bitstream that its access network can carry and the device can
process and display.

Multi-layer coding offers the alternative of a complete base layer at a modest
rate, augmented by incremental bit streams each of which adds to the display qual-
ity. The lowest-rate device tunes in to the base layer only, while the highest-rate
device tunes in to all of the layers. However, multi-layer coding is less bandwidth
efficient and for this reason less likely to be used.
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Figure 1.13. Alternative ways to serve media at different rates. (a) Multiple single-layer bitstreams. (b)
Layered encoding with incremental bitstreams adding additional quality..

An industry for content delivery was developing at the time of writing. The
delivery of high-quality video and interactive television services, however, depends
very much on the implementation of broadband access systems, defined in this
chapter and described in Chapter 3, and very low communication costs. For a two-
hour SMbps MPEG-2 VoD movie delivered as a unicast service to a single viewer,
an acceptable communication cost of about one dollar (only one of several costs to
the service provider) translates to only $0.00023 per megabyte transferred, unlikely
to appeal to wide-area network operators. On the other hand, a local system
streaming VoD from the proxy server of Figure 1.12 might be feasible if the server's
per-user cost is low and the access facility (e.g. digital cable) is already paid for by
other services. Overall network traffic is much reduced by use of local proxies, and
a proxy server can be loaded in off hours from the various entertainment sources.

This section has focused on entertainment video and transfer of media objects,
but the reader should not forget the important real-time interpersonal media appli-
cations, such as telephony and collaborative conferencing. Many of the same con-
siderations apply, with the added stringent requirement of timely delivery of speech
bits since a delay of more than about 100ms is disturbing to normal conversation.

1.4 CONSUMER-ORIENTED APPLICATIONS

With the preceding background on networked media concepts, we can intro-
duce a number of applications expected to become important in the multimedia
Internet. DAVIC (Digital Audio-Video Interaction Consortium) [www.davic.org]
from 1994 to 1999 made one of the more serious efforts to categorize them. Al-
though DAVIC's participants did not necessarily have the Internet in mind, which
was one reason for DAVIC's eventual disappearance [www.chiariglione.org/ride/
beyond MPEG-2 DAV/beyond MPEG-2 DAV .htm], their concepts are being gradually
realized in somewhat modified forms on the Internet. DAVIC's web site still, at the
time of writing, offered a large set of specifications, including Davic 1.2 Specifica-
tion Part 1: Description of DAVIC Functionalities (1997), from which the
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applications described here are mainly derived. This specification lists the follow-
ing applications:

Movies on Demand Teleshopping Broadcast Content Production
Near Video on demand Delayed Broadcast Games Transaction Service
Telework Karaoke on Demand Internet Access Videoconferencing
News on Demand TV Listings Distance Learning ~ Virtual CD-ROM
Videotelephony Home Banking Telemedicine

The early focus of DAVIC’s interest was a server, analogous to a networked
video store, delivering a video or multimedia program on demand to a set-top unit in
someone’s home (Figure 1.6), with the user having play control comparable to a
local VCR or DVD player. The set-top box of the cable television industry has been
generalized, in some current thinking, into a home entertainment and communica-
tion center that is essentially a very powerful, specialized computer, as suggested in
Figure 1.14. It might include a cable or DSL (digital subscriber line) modem and
packet router (all introduced in Chapter 3), secure program delivery control, an
MPEG decoder, a large video storage capability, a "game box" capability, digital
video coder/decoder, an Internet access and browsing client, and appropriate control
functions. This concept conflicts with a consumer electronics perspective, de-
scribed in Section 1.5, of autonomous "cable-ready” appliances such as digital tele-
vision sets incorporating the necessary decoders and secure program delivery
control.

Games control

MPEG
Cable chan. | |coder/
"""" m decoder Y
[ ¥
—

access

i Wired home
Security (authentication, [ ] networking [:

program delivery control) Games/display processor i

Figure 1.14. A prototypical home entertainment and communication center.

Game electronics existing at the time of writing, such as Microsoft's Xbox®
[www.microsoft.com/xbox/] and Sony's PlayStation® 3 [www.us.playstation.com/],
not only have large computational capacities but also envision distributed comput-
ing that shares processing loads among multiple devices across the Internet or in the
user's own residence.

It is interesting to review some of the media applications in more detail:

Video (especially movies) on Demand (or more generally Multimedia on Demand)

This was the "killer application" of the 1980s and early 1990s that proved to be
too expensive for a commercial service. It promised a private media stream for an
individual user from a huge database of available movies. With advances in digital
video coding, broadband access networks and caching strategies, real-time streamed
video and bulk downloaded video will surely succeed some day. Chapter 5 de-
scribes the streaming technologies.
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The essence of VoD (Video on Demand) is spontaneity and interactive control.
Capabilities include select/cancel, start, stop, pause (with or without freeze frame),
fast forward, reverse, scan forward and scan reverse (with images), setting memory
markers (and jumping to them at a later time), and jumping to different scenes.
There might be choices of level of quality at different prices, or a choice of ad-free
at one price vs. advertiser-supported at a lower price.

Figure 1.15 illustrates a local server system, e.g. in a cable data headend or a
digital subscriber line serving office, in which a movie is "striped" across many
smaller disk servers in order to spread demand across all of the disk servers and so
maximize the number of simultaneous VoD clients. For example, the grey movie is
segmented into the outer stripe on the top disk, the middle stripe on the middle disk,
and the inner strip on the lower disk. If a popular movie were concentrated on one
disk server, with streamed VoD clients accessing differing time segments of the
movie, the number of supported clients would be limited by the number of simulta-
neous streams that could be served from a single disk server. Media servers are
discussed in Chapter 5. A local server receives high-speed bulk transfers from
source servers, using dedicated facilities such as communication satellites.

4 ~ Multiple clients on
access network

Internet

Figure 1.15. A local video server implementing striping across multiple disk servers.

An alternative approach, described in more detail in Chapter 5, does not cache
movies in their entirety at a local server but streams at high speed across the core
network to a local server with minimal buffering requirements. This is appropriate
when user requests are spread over a very large number of different video objects.

Multimedia on demand takes in a much broader spectrum of media objects, in-
cluding, for example, musical works; still or moving works of art; high-resolution
medical images and medical records in multiple media; educational materials (dis-
cussed below); and published works going well beyond the text and pictures of
printed books. One of the challenges of retrieving such objects is making available
metadata (information about information) describing these objects and elements
within them for easy, high-level retrieval by human beings [NACK]. Some aspects
of metadata are addressed in Chapters 2 and 5.
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Near Video on Demand

In the original concept (Figure 1.16), each of a number of popular titles is
broadcast over and over on several time-shifted channels, staggered perhaps at 30
minutes intervals. The user can, within the 30 minute granularity, get a movie on
demand. During the playing session, the user can pause for any period of time and,
by selecting a delayed adjacent channel, return to viewing without missing any
segment, although some material would be viewed over again.

Channel
1 | ‘ ] A
2 [ [ ] C
3| Fi ] [ ]
2 Film #1 l ] C
5 ] ]
6 [ I 1C
7 . L I
8 Film #2 [ I

7PM 9PM 11PM

Figure 1.16. Near video on demand (NVoD) using staggered channels.
ITV (Interactive Television)

Interactive television implies interaction of the user with the content delivery
network. ITV generally falls into categories of Web-style information retrieval,
programmatic interactivity, and enhanced content for television programs, illus-
trated in Figure 1.17. Programmatic interactivity is remote control across the net-
work, such as remote VCR-like control of play or selection of alternative story lines.
Enhanced content is adding to the viewing experience by acquiring additional in-
formation, such as background statistics during a game, or by sharing a viewing
experience with others. Enhanced content may be requested for the residential
viewer by the program server, as shown in Figure 1.17.

Web info retrieval @
Program source or proxy L. L
%‘ Programmatic interactivity control

Figure 1.17. Illustrative activities for three categories of interactive television.

Internet

News clips server
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Although trials over several decades of various forms of ITV have not achieved
any significant success, aside from a modest level of video news clip retrieval, a
fortunate convergence of improving technologies and increased public interest may
yet result in a new interactive media industry.
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Broadcasting

Internet broadcasting, illustrated in Figure 1.18, is already well developed with
thousands of radio stations in many different countries making their programming
available in highly compressed streamed formats. At present Internet broadcasting
is done in parallel with normal over-the-air and CATV broadcasting, as the figure
shows. Note that Internet broadcasting is digital, while over-the-air and CATV
broadcasting can be analog, digital, or both. The United States is committed to
elimination of analog over-the-air broadcasting, possibly around 2010. The figure
shows broadcast delivery through data access networks or cable entertainment
services.

Analog and digital DO_U_ Satellite Cable headend
over-the-air broadcastmg P > E i
—— —— decoder !
4 Y - ! '
_EI!J_L! 1 Digital Analog E
! transmitters i transmitters !
s Hybrid fiber/coax J E
Q/Iodulators Internet | Internet broadcasting LS cable network !
analog server | (digital media streams) 0T E """""""""""
Digital i set-top box
encoder Local access @
Ra gi}) or TV network L] i
studio Computer with media player

Figure 1.18. Broadcasting through the Internet in parallel with over-the-air and CATV broadcasting.

If intellectual property disputes do not prevent it, it is not unreasonable to fore-
cast that, as broadband access develops, virtually all radio and television stations
will be available on the Internet in high quality. This will be helped by the expected
implementation of multicasting in the Internet. It is conceivable that one day many
"radio" and "television" stations will broadcast exclusively through the Internet. An
Internet video broadcast service might include some of the interactive aspects al-
luded to earlier, such as choices of camera views at sports events or alternate out-
comes of entertainment programs.

Delayed Broadcast

On a user’s request, a particular broadcast program is stored in network or
content provider facilities and delivered at a specified later time. VoD play control
features might be provided, unlike the original broadcast. Also, targeted advertising
might be attached to the delivery to help pay the cost.

The digital video recorders mentioned in Section 1.3 are effectively home-
based systems implementing delayed broadcasts. It remains for future technology
and business developments to determine whether caching movies in a home-based
system will be as economical and effective as a nearby network-based cache that
can benefit from economies of scale. Perhaps a caching hierarchy, as already illus-
trated in Figure 1.12 for Web-based information, will develop for streaming media
as well.
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Teleshopping

Teleshopping includes searching for vendors, comparing prices, browsing ven-
dor Web sites or electronic shopping malls with multimedia displays of products,
and selecting and ordering products. Sophisticated but simple information naviga-
tion is required. Much of this is already provided on the Web. The future possibility
of a virtual reality information environment in which information is arranged in an
intuitive, associative format and a user can move about freely is attractive. Exten-
sions of the teleshopping environment include voice conversation with a real sales-
person. Relatively secure credit card payment systems have encouraged widespread
consumer use.
Games

At a minimum, software for a locally-run game can be downloaded through a
network to the user’s personal computer or game box, possibly as a subscription
service. Alternatively, the game software can be run on the platform of a service
provider, with interaction from the user via the network. Also, multiplayer games
could be run from either location or in a distributed fashion with parallel software
packages running on the machines of all participants. There are interesting techni-
cal tradeoffs, here and in other multiparty applications, between centralized execu-
tion, which simplifies concurrency (correct ordering of events) among participants,
and distributed execution, which minimizes the delays and communication costs of
large display file transfers among the participants but makes it more difficult to
maintain concurrency.

Telework, Telecommuting

Implementing group telework is not very different from implementing distrib-
uted games. Telework or telecommuting helps an individual to work "away from
the office" with something close to the full capabilities of on-site activity, or any
group of individuals to coliaborate as they might on a local office network.

The major innovation of recent years in support of telework and indeed of use
of the Internet for business communication generally is the VPN (Virtual Private
Network). The VPN conceals the traffic to and from a remote employee by encap-
sulating encrypted data packets within "tunnel” packets addressed to the corporate
firewall, avoiding the security vulnerabilities of sending traffic through an Internet
that can be tapped at any of many nodes that the traffic may traverse.

Collaborative systems are often grouped under "conferencing" may operate un-
der the H.323 family of standards, described in Chapter 5. These standards support
media applications including Internet telephony and shared workspaces. Commer-
cial versions are built into standard computer operating systems.

For multiple participants, there are, as with games, centralized and distributed
alternatives, suggested in Figure 1.19. The more centralized approach composes
combined media streams from the different participants, so that each participant
receives only one video stream, one audio stream, and one graphics stream. The
more distributed approach delivers all streams to all users for each to compose lo-
cally, at the expense of increased access network data rate but giving each user more
flexibility.



A Background for Networked Digital Media 17

The MCU (Multipoint Control Unit) has functions such as allocating floor con-
trol, combining media streams (as in a voice or video "bridge" for a centralized sys-
tem), and providing appropriate multicasting and communications control functions.
In a distributed system, the MCU might be associated with any participant.

A simple voice bridge combines the active voices, usually with a restriction on
the maximum number that can be simultaneously combined. More sophisticated
audio bridges might provide for voice placement in a virtual space by specifying the
relative amplitudes of signals from that speaker delivered to the stereo speakers at a
listener’s location. For video, there are many more possibilities for composing col-
lages of views of participating parties. Different, personalized views can be com-
posed for the different participants in a conference.

Includes MCU Individual signals

fromlan(22
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Figure 1.19. Alternative centralized and distributed multiparty sessions.

News on Demand

For interactive retrieval of news items, plus summaries and headlines, a user
can select the range of media depending on needs and equipment. An electronic
newspaper can have moving pictures and audio as well as text, hypermedia links
among items in the newspaper and to other information sources, active advertise-
ments which spring to life with animation and audio/video, and "live news" includ-
ing pictures from a news scene arriving in real time. Figure 1.20 illustrates live (and
stored) content delivered under editorial (News Services control, but without pass-
ing all of the content through the bottleneck of an editorial node. This separation of
control from content paths is helpful in many applications to improve service and
network efficiency.

Crude versions of electronic publications are already available as articles and
streaming audio/video on the Web sites of news organizations. Personalized news-
papers will provide news items according to a personal information filter configured
by the user, with summaries and headlines of important other items delivered also.
This personalized newspaper can be aggregated from materials coming from differ-
ent editorial sources, including automated sensors at places where news is happen-
ing.
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Figure 1.20. An electronic news service under indirect editorial control. The WAP (Wireless Applica-
tion Protocol) server converts high-resolution images to a smaller format appropriate for a hand-held
wireless device.

TV Listings

This application offers the scrolling display of broadcast programs and sched-
ules that is familiar to CATV subscribers. Additional information can be behind the
listings, such as information on actors or athletes and news and historical notes rele-
vant to some programming. TV Listings can be linked to other, related applications
such as Delayed Broadcast and digital video recording.

Telephony, Videotelephony, Videoconferencing

Internet telephony, or more generally VoIP (Voice over the Internet Protocot),
would probably have been a major item in the DAVIC applications portfolio had the
work been done more recently. Chapter 5 covers VoIP (Internet and Internet-PSTN
telephony) and multimedia conferencing. Telephony and conferencing in the Inter-
net does not usually enjoy the dedicated connection resources of such services in the
PSTN (Public Switched Telephone Network), but has considerable flexibility in
quality level appropriate for the user device, which can be an analog phone plus
adaptor, a wireless phone or PDA (Personal Digital Appliance) or a desktop com-
puter. For example, voice can be digitized and transported at widely varying rates,
from sub-telephone quality to high fidelity stereo. Internet telephony also makes it
easy to couple voice and data messaging, media streaming from Web servers, and
other integrated services with normal voice conversation.

Videoconferencing, or more generally multimedia conferencing, is the use of
audio/video communication and application sharing among multiple users. Shared
applications may include group collaboration tools such as whiteboard and shared
authoring. Many Internet-based packages and bridging services were available at
the time of writing. Videoconferencing can also refer to multimedia conferencing
with a conference room ambience and large screens.

Home Banking

Transactional business with retail banks, including reviewing balances and
clearing of checks, making electronic payments and deposits, exploring financial
services, and applying for loans, is already well developed on the Web.
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Karaoke on Demand

Sing-along with recorded orchestral backup, remotely accessed and played un-
der user control. The user(s) can be one person or several, including a distributed
group. There is even a standard file suffix, .kar, for karaoke music and text files
used in a MIDI synthesis system (Section 1.7).

Transaction Services

These services, already ubiquitous on the Web, include consumer-oriented in-
formation querying, reservations, and payments, as well as commercial database
interactions of many kinds.

Internet Access

High-speed access to Internet services providers, while in the DAVIC list, is
actually a service rather than an application. It is the enabler for virtually all high-
quality media applications. Asymmetric access with downstream (toward the user)
data rates of up to several Mbps are widely available in a number of countries
through DSL (Digital Subscriber Line) and cable data systems, both described in
Chapter 3, and to a limited extent through communication satellite systems and
fixed terrestrial microwave systems such as the wireless MAN (metropolitan area
network) [IEEE802.16]. Much of the future economic promise of the Internet de-
pends on greater deployment of high-speed access, which may have to become more
symmetric in recognition of consumer data sources such as cell phones with image
or video cameras.

Virtual CD-ROM (or DVD)

The user can retrieve, observe, and interact with a large body of structured data
of various types located in remote places but accessible as if they were files on a
local drive.

Distance Education

This very important application is surprisingly absent from the DAVIC list. It
is already widely used by universities, secondary schools, and industrial training
programs.

The simplest form of distance education is making instructional modules, such
as slide presentations and computer-based interactive instruction, available on Web
sites. The most media-intensive format is instruction in real time, with students able
not only to view lecture slides and hear and see the instructor, but also to respond
and ask questions in text, voice, or video modes. Distance learning also includes
bulletin boards, e-mail exchanges, electronic submission of homework and exams,
and other non-real-time information exchanges. High-quality distance education is
easy to describe but expensive to implement, because of the large amount of human
effort required to compose quality presentations and mediate educational sessions
with a large number of participants.
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Digital Libraries

As reference materials are increasingly in electronic, and often multimedia,
formats, the technologies and systems designs of digital libraries are becoming is-
sues for both public and private libraries and archives. This application, too, was
absent from the DAVIC list. The issues include content-based retrieval, such as
finding music using a brief musical phrase to search on, and managing QoS in digi-
tal library environments [BHARGAVA].

1.5 MULTIMEDIA COMPUTING AND DEVICES

The discussion so far has defined uses of the multimedia Internet and some of
the basic concepts of media transfers in the Internet. This section offers a perspec-
tive on the end-user devices, present and future, that will support the applications
and carry out the digital media processing and communication functions.

Figure 1.21 illustrates typical elements of a networked multimedia personal
computer, shown here expanded into a home communications/media center. Media
players and media coders/decoders (such as JPEG and MPEG) can be realized either
in hardware or as software programs. Media applications across the Internet can
include telephony (VoIP) and audio/video program control with the feel and func-
tionality of a locally-controlled television or audio appliance, facilitated by proto-
cols such as the Real-Time Protocol and Real-Time Streaming Protocol described in
Chapter 5.

The integration of computers with consumer electronics such as television sets,
video cameras and high-speed home networking is a major trend. One concept is
the home media center computer acting as a relay node and a media server. The
computer incorporates a high-speed microprocessor designed for media processing
and content production, large RAM, very large digital media store, sound cards,
video capture and output cards, a TV/cable tuner, audio tuner/amplifier, digital
video/audio decoders (e.g. MPEG), media players, media content production soft-
ware, media applications including streaming, VoIP, and sharing across the Internet,
high-speed graphics, a router/Etherswitch, and programmable authentication and
service subscription functions. Devices may be wireless, such as the “Location free
TV” introduced by Sony in 2004.

Figure 1.21 illustrates some of the devices and home media networks (but not
the computer internal elements described above). These home networks are likely
to include the already familiar USB (Universal Serial Bus), IEEE 1394 ("Fire-
Wire"), IEEE 802.11 WLAN (wireless local area network), and Bluetooth WPAN
(wireless personal area network), all described in Chapter 3). Even faster wireless
home networking based on UWB (Ultra Wideband) technology may be added in the
future. IEEE 1394 networking for communication among audio/video devices need
not be wired; it can be built upon a wireless LAN system such as UWB (Chapter 3).
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Figure 1.21. Elements of a networked multimedia or media center personal computer.

The centralized home media center is not the only possible approach. Agree-
ment is likely between services providers (such as cable operators) and the con-
sumer electronics industry on open standards, such as the "open cable" initiative. Open
Cable will allow direct attachment of ordinary electronic devices, such as cable-
ready TVs, without separate set-top boxes or media center computers. These direct-
attachment consumer devices will include the capability for service providers to
program the authentication and subscription fulfillment functions that they require.

Multimedia computers and digital media consumer appliances require powerful
microprocessors for media processing. Since the late 1990s, microprocessors in-
corporate new instructions for media processing, e.g. for the transforms used in
digital video processing, that combine a number of usual instructions to reduce the
number of time-consuming interactions between random-access memory (RAM)
and the microprocessor. For example, the MMX enhancement of Intel's processors
in late 1996 introduced 57 new instructions [CH] and there have been many en-
hancements since.

The speed of a processor is measured in millions of instructions per second
(MIPS) or in the roughly equivalent millions of cycles per second (MHz). A cycle
is the time required to fetch a value from a location in core memory, do some op-
eration on it from the processor’s instruction set, and return the result to a memory
location. Consumer-oriented personal computers that in the early 1990s were run-
ning at no more than a few tens of MHz had been superceded by machines running
at more than 3GHz at the time of writing. Figure 1.22 illustrates the extraordinary
increases in processing power, doubling approximately every 18 months ("Moore's
Law"), in the processors used in personal computers. Moore's Law holds also for
the capacity of memory chips.

The future, however, may focus on consumer-oriented capabilities rather than
raw speed. In mid-2004 Intel indicated a shift toward chip sets "to view high-
definition video, listen to higher-quality digital audio, serve as a WiFi base station
and support a storage standard that protects against disk failure [Grantsdale]".
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Figure 1.22. History of increasing computing power of processors produced by Intel Corporation.
Source: Red Herring, September, 2002, crediting Semico Research [www.semico.com].

There are many possible physical realizations of multimedia computers. The
desktop, laptop, and notebook computer are familiar to everyone, but other realiza-
tions (Figure 1.23) such as pads, PDAs (personal digital appliances), and even
wearable computers have appeared. Newer ideas include foldable writing and dis-
play surfaces, a scanning bar to capture documents, speech control, built-in video
cameras, a "heads up", see-through display in the user’s eyeglasses (or projected
directly on the user's retina [LEWIS]), and even a virtual keyboard and sketching
pad relying on light data gloves and finger movements on any flat surface.

Some of these more specialized and display-oriented devices are peripheral de-
vices of more powerful computers. More exciting is the prospect for autonomous
appliances, running IP protocol stacks, gaining network access at ubiquitous wire-
less access points, as shown in Figure 1.24. Internet appliances include cell phones,
digital cameras and camcorders, interactive toys, digital picture frames, automobiles
on intelligent highway systems, and others still to be imagined. Wired and wireless
access networks supporting this vision are outlined in Chapter 3.

Figure 1.25 shows the software architecture of a multimedia computing device,
providing "logical services" to applications through APIs (Application Program-
ming Interfaces) which are the instruction sets that computer applications use to
request services. The kernel (key processing elements outside of the user's discre-
tionary control that provide a stable platform for applications) may include a win-
dowing system and other elements of the user interface.
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Figure 1.23. Personal multimedia computers in new configurations.
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Figure 1.25. Basic multimedia computing software architecture.

All of the necessary operations, including creating and moving media files and
streams, compressing and decompressing pictures and sound, device drivers, gener-
ating (possibly multiple) window displays on computer screens, synchronizing me-
dia elements, and interacting with a user are computing operations handled by the
operating system, middleware, and associated drivers. Middleware (Chapter 4) is
software that is intermediate between applications and entities providing services to
them, facilitating use of services across networks and the abstract representation of
communications channels. Service entities such as middleware and the Operating
System offer APIs to the service clients above.

A computer program, e.g. for running a media application, is a set of specified
operations that a computer is to carry out. In the original 1945 conception by John
von Neumann, programs, stored in memory, are executed in sequential order. Data
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used by or produced by the program execution are also stored and transferred to the
outside world, including human users, through I/O (input/output) facilities such as
keyboards, display screens, and data ports. Figure 1.26 shows this classical com-
puting model.

Executable machine code ~ Memory

P .
(Operating System) o .
- 1/0 data — /O devices
f—

Figure 1.26. The classical computing model.

Programs are written in programming languages that in most cases are high
level, meaning they use structures and terms for arithmetic and logical operations
that are convenient for human beings. Common examples include C [Kemighan],
C++ [STROUSTRUP], Java [FLANAGAN] and C# [MSCH#], the latter three being
object-oriented. As explained in Section 4.10, an object is an abstraction of soft-
ware representing any service-providing or information entity, such as an executable
program, a document, or some kind of device.

The term source code is frequently used for these high-level programs. But a
computer's operating system cannot execute source code, so it must be compiled
into the less transparent string of bits constituting machine code. This is sometimes
done in two steps, the first compilation into some intermediate format such as "as-
sembly language" or "intermediate byte code" that may be more convenient for stor-
age or transmission, and the second compilation into machine code after storage or
transmission.

In modern computing it is expected that several operations are executed simul-
taneously, causing contention for computing resources. Some operations are only
single-threaded, handling one chain of computations at a time, while others are
multi-threaded, allowing several simultaneous chains of computations by careful
scheduling of processor resources. The old MS-DOS (Microsoft Disk Operating
System) is a single-threaded operating system, but almost all modern operating sys-
tems are multi-threaded. Even in some multi-threaded operating systems, interfer-
ence may be observed between simultaneous multimedia computing applications.

The term "device driver" can be applied to both a software module used by an
application to interact with the appropriate device controller and the hardware fol-
lowing that controller that enables it to transfer information to disk drives, speakers,
microphones, image displays, and other peripheral devices, as shown in Figure 1.27
for driving a video display. A video controller formats screen pixel (picture ele-
ment) information with the desired dimensions, raster size, frame rate, and other
parameters. Software drivers are a source of much confusion and of compatibility
problems in matching a new application with the drivers already installed in the
computer. One way around this problem is to include the appropriate drivers with
each program, but the size of software drivers has been increasing at least as fast as
applications themselves so that this redundant solution may not always be practical.

The interaction with outside media source devices can be managed in other
hardware such as the video capture board also shown in Figure 1.27. A video cap-
ture board accepts an analog video signal such as NTSC (the U.S. standard formu-
lated by the National Television Systems Committee) from an analog VCR or video
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camera and digitizes it. A video card conversely translates digital video into one or
another analog format, such as RGB (separate color signals) or NTSC.
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Figure 1.27. Video driver and capture cards, and the role of buses.

Inside the multimedia computer, the Front-Side Bus, a small internal network
joining the CPU, RAM, and other major systems components, is converted into one
or more additional buses, usually at slower clock speeds, connecting peripherals.
Figure 1.28 refers to PCI (Peripheral Component Interconnection) and the older ISA
(Industry Standard Architecture [www.techfest.com/hardware/bus/isa.htm]). "To-
day, heavily loaded systems move about 90 MB [megabyte]/sec of data on the 133-
MB /sec PCI bus ... The majority of system vendors have implemented a 32-bit
[wires] PCI bus at 33 MHz. " [www.adaptec.com]. The newer 64-bit, 66 MHz PCI
bus provides a peak transfer rate of 532 MBps and permits a much larger memory
space to be addressed by the 64-bit digital word. This contributes significantly to
heavy media processing.

AGP (Accelerated Graphics Port) is a newer and faster 64-wire bus family ori-
ented to computationally-intensive graphics such as those of realistic action games.
AGP-2 typically offers 500MBytes/sec (4Gbps) total data transfer rate, and AGP-4
promises 1GBps (8Gbps). Performance will probably increase rapidly in the fu-
ture. Video and graphics accelerator cards that speed graphics presentation can be
coupled with the AGP bus, as suggested in Figure 1.28.

64 wires
CPU T ' Clock = Video
(microproc.) o speed o accelerator
o convert i
Front-Side Bus AGP bus

Figure 1.28. A video accelerator card and AGP bus configuration.

For interactions with outside digital media devices such as digital video record-
ers and camcorders the USB (Universal Serial Bus) and Firewire (IEEE 1394) net-
works are used, together with the traditional Ethernet for data connection to the
Internet. Figure 1.21 showed these wired interfaces plus two alternative wireless
ones, Bluetooth and IEEE 802.11. IEEE 1394 and Ethernet are described in
Chapter 3. Serial data interfaces convey digital words in series on a pair of wires
rather than in parallel on many wires, more convenient for external connections but
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requiring proportionately higher transmission rates. Common interfaces are de-
scribed in references such as [STALLINGS1].

Chapters 2-5 cover many of the media compression, communications, net-
working, and media transfer capabilities of these devices, but other aspects are be-
yond the scope of this book. These include "plug and play" (Figure 1.29) allowing
visiting devices to automatically interact with local networks and computing de-
vices. The Internet appliance and local devices carry out mutual recognition, trans-
parent admission, identification of mutual capabilities and resources, access to local
servers and display devices, and registration with a local VLR (visiting location
register). It should be possible, for example, to print to a local printer with no man-
ual reconfiguration of the visiting device.

Internet Print to local printer —
apphanﬁ'e' "
£ New networking
oo > . environment
Plug and play (e.g. wireless LAN
Mobility VLR (visiting
location register)

Figure 1.29. Plug and play, transparent communications, and localization services for a device entering a
network.

1.5.1 Digital Video Display Formats

Operations between media devices and personal computers are complicated by
the different scan rates, number of display lines, interleaving strategies, and pixel
shapes used in the media and computing worlds. The approximately 30 frames per
second of commercial NTSC television, with up to 520 display lines, is realized in
60 field displays each of which has half the lines of a complete frame, while a com-
puter display will sequentially scan another number of lines, e.g. 480 for a VGA
display, at a different rate, such as 66 frames per second. Figure 1.30 illustrates the
two interleaved fields of a frame, compared with the sequential scan of a computer.

Even for analog television systems, it is possible to transmit data during the
flyback interval between the completion of a field and return to the beginning pixel.
This service, known as "teletext”" [WEINSTEIN], is used for information services in
many countries. In the United States, it is used mostly for closed captioning, which
is text display for hearing-impaired viewers.
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Figure 1.30. (a) Interleaved vs. sequential scan. (b) Rectangular vs. square pixels.

The essence of digital video is the sampling and coding of pixel/ maps of suc-
cessive images. A pixel (picture element) is the smallest discernable picture ele-
ment to be represented in digital video by a digital word. A picture raster is
essentially the same as the pixel map, designating an array of horizontal scan lines
that in digital video are lines of pixels.

Pixels can be rendered in various qualities of luminance (gray scale) and color.
The most common standard is for a 24-bit pixel, in which the intensities of Red,
Green, and Blue colors are each represented by 8 bits, corresponding to 2°=256 in-
tensity levels. But 30 bit pixels are also used in some devices, such as high-quality
scanners, and many children's games with no need for fine color and intensity
variations use only 256 colors (8 bit pixels).

The elementary display mechanism, usually a trio of spots displaying red,
green, and blue components of a pixel, is excited, pixel by pixel, with some kind of
electrical signal. The visual display used in consumer applications is usually either
a CRT (cathode ray tube), with pixels excited by an electron beam, or an LCD (lig-
uid crystal display), in which crystalline elements are individually addressed with
electrical signals. The LCD is described in the next subsection. Flat, large-screen
television displays use LCD or plasma technologies. Projection systems with liquid
crystal-based video projectors are also available.

A raster or pixel map can be all or part of a video frame. A sequential-scanned
frame, commonly used in computer displays, has one raster field as shown in Figure
1.30, while a frame in an interlaced scanning system has two fields displayed one
after the other in a frame interval, with one containing the even scan lines and the
other the odd scan lines. Thus a field interval is half a frame interval. One advan-
tage of an interlaced system is that fields appear fast enough to avoid flicker while
retaining a frame rate low enough to meet bandwidth constraints. A second advan-
tage is that fast motion is less jerky than with snapshots at frame intervals. The dis-
advantage is a loss of sharpness in moving objects. Computer displays, originally
not concerned with signal transmission, opted for the higher resolution sequential
scan.

Because entertainment television has a stable display format, the pixels are
rectangular, as shown in Figure 1.30. A picture displayed with rectangular pixels is
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not convenient for rotated or otherwise transformed displays as sometimes required
in computer applications, which is why computers use square pixels. Efforts to re-
solve the differences between the computer and television industries on display pa-
rameters for the new digital video standards (Chapter 2) have generally resulted in
inclusion of both perspectives in the new standards.

From the point of view of a device driver in the multimedia computer, there are
several display graphic standards, relating particularly to the size (number of pixels
horizontally and vertically) and depth (mostly the number of possible colors for
each pixel) of the pixel (picture element) map displayed on the screen. VGA (Video
Graphics Array) is a standard originated by IBM. The numbers of pixels and colors
it can support depends on the amount of memory on the video board, ranging from a
640x480 display with only 16 colors if the memory board has 256K memory, to
1280x1024 pixel map with millions of colors with an 8 MByte accelerator board
[PCVIDEO]. In character display mode, VGA accommodates 80x40 characters.
XGA and extensions such as WSXGA (Wide Super XGA) and WUXGA (Wide
Ultra XGA), also from an IBM standard, have considerably higher minimal re-
quirements, except for the 44 KHz minimum vertical refresh rate which was postu-
lated on an interlaced display with each of the two fields in a frame refreshed at that
rate. At higher resolutions, a relatively high refresh rate is desirable to minimize
flicker and eyestrain.

Table 1.1 lists computer, not television, display standards. Conversions must
be made to display normal television on a computer screen, but VGA's 4:3 aspect
ratio is the same as ordinary television. Of the several computer-related display
standards of HDTV (High-Definition TeleVision) described in Chapter 2, one is
consistent with the XGA, using 576 of the available 768 lines. Table 1.2 compares
dimensions, raster sizes, and pixel shapes of broadcast and computer video.

TABLE 1.1. Computer Display Standards (From [PCVIDEO], [WALKHOFF] and Additional
Sources).

Standard in. pixel map  Horiz. scan rate Vert. refresh rate
CGA 640x200 15.75KHz 60Hz
EGA 640x350 215 60
VGA 640x480-1280x1024 31.5 60
VESA 640 640x480 375 75
VESA 800 800x600 48 72
XGA 1024x768 56.6 44
WXGA 1280x800

WSXGA 1680x1050

WUXGA 1920x1200

SXGA 1400x1050

UXGA 1600x1200

Standard 1024 1024x768 48.3 60
VESA 1024 1024x768 60 75

VESA 1280 1280x1024 80 75
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TABLE 1.2. Dimensions, Raster Sizes, and Pixel Shapes of Several Common Video Systems.

Relative Dim.  Raster Size Pixel shape
Broadcast NTSC TV 4x3 525x480 1.21x1
Broadcast HDTV 16x9 1440x960 1.18x1
Computer display 4x3 640x480-1280x960 1x1

Rectangular vs. square pixels is only one of the obstacles to reconciling the
different systems and perspectives of the computer, broadcasting, and motion pic-
ture industries. A second obstacle is the variation in scanning systems and rates.
Computer and workstation displays use a frame rate of around 66 per second, while
the interlaced fields of television frames occur at 59.97 fields/sec (about 30
frames/sec) in the NTSC standard. Motion-picture film, following a third standard,
is recorded at 24 frames/sec in a 16:9 format with a much higher pixel resolution,
perhaps 3,000 pixels horizontally. The digital compression standard approved in
late 1996 by the FCC includes an HDTV (High Definition Television) capability
with a raster of 1440x960 pixels.

1.5.2 Liquid Crystal Display Technology

Liquid crystal displays have become ubiquitous in portable devices, and are
replacing many desktop CRT (cathode ray tube) displays as well. LCD technology
[www.heartlab.rri.uwo.ca/vidfag/] sandwiches a layer of liquid crystal between two
polarizing plates that are aligned such that the top plate passes only light that is po-
larized at a right angle to light passed by the bottom plate (Figure 1.31). Light that
passes through one polarizer is blocked by the other, except when a liquid crystal
between them rotates the polarity of light coming from a pixel on the bottom plate.

The liquid crystal contains long molecules (cyanobiphenyls) that align them-
selves with an electric current. When there isn't a current, the cyanobiphenyls shift
the phase of incoming light coming through the back polarizer by 90 degrees, so it
passes through the front polarizer. When there is a current, incoming light is not
phase-shifted and is blocked by the front polarizer, producing a black point. To see
shades of grey, the activation time of a pixel is modulated. To produce colors,
LCDs use sub-pixel layers of red, green, and blue elements, or alternatively use
color-blocking layers. In any case, the layered display typically passes only 5% to
25% of the incoming light so that a lot of power is required for a bright display.

LCDs are built from either "passive matrix" or "active matrix" technologies. In
the first case, one driver transistor is used for each row and each column. Rows of
pixels (picture elements) are activated by sequentially turning on the row transistors.
The appropriate column transistors are turned on as each row is activated. Because
a given row is turned on for only a small fraction of each screen display time, it is
difficult to get good brightness and contrast. In addition, passive matrix displays
have a 40-200ms display time which is too slow for many applications. However,
passive matrix displays are inexpensive. Improvements in viewing angle and con-
trast are possible with "supertwisted" designs.

Active matrix LCDs, in contrast, use one transistor for each pixel. This makes
the display much more expensive than a passive matrix display. Pixels can be illu-
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minated for a much larger proportion of the frame display time, resulting in brighter
colors, higher resolution, and better contrast.
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Figure 1.31. Basic LCD Mechanism.
1.5.3 Storage Technologies and Requirements

There is a hierarchy of read/write storage from very fast but expensive semi-
conductor RAM (random access memory), to slower but much less expensive mag-
netic or (writeable) optical disk, to slower but more portable backup media such as a
writeable optical disk that may be only marginally less expense than a magnetic
hard disk. Table 1.3 illustrates this hierarchy for consumer electronics, estimating
costs from 2002 prices for consumer-oriented storage media. Hard disk storage has
become so cheap that it is economical to use spare ones for backup, although few
people do so.

The traditional strategy in computing systems is to be as clever as possible in
keeping data in the relatively slow, inexpensive storage media and to transfer it to
RAM in time to meet user demands. Falling RAM prices (per Mbyte) are encour-
aging greater use of RAM for mass storage as well. The required storage space for
different real-time media is proportion to their rates. Table 1.4 indicates the data
rates and storage requirements for several of the more common digital media for-
mats.

TABLE 1.3. Storage Media Hierarchy and Rough Year 2002 Costs.

Medium /Mbyte Response time (seconds)
Semiconductor RAM 0.5 0.000000001
50 GByte magnetic disk  0.002 0.001

Burnable optical disk 0.001 0.1
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TABLE 1.4. Storage Space Requirements for Uncompressed and Compressed Media

Specification Mbits/sec Mbits/hour play
Voice-quality audio 1 channel, 8-bit .064 230
(uncompressed) samples at 8khz

MPEG AAC-encoded stereo Close to CD quality  0.384 1,382
MPEG-2 encoded video ~ 640x480 pixels/frame 3.36 12,096

(not including audio) 24 bits/pixel
HDTV "Grand Alliance”  1280x720 pixels/frame 19.6 70,560
24 bits/pixel
NTSC-quality video 640x480 pixels/frame 216.0 777,600
(uncompressed) 24 bits/pixel
HDTV-quality video 1280x720 pixels/frame 648.0 2,332,800
(uncompressed) 24 bits/pixel

Consider a video on demand application. At the MPEG-2 rate of roughly
4Mbps, including audio, a two-hour movie will require 3.6 GBytes of digital stor-
age. A typical library of 5,000 movies with little or no client contention would re-
quire 18 Terabytes of digital storage, equivalent to 180 100-Gigabyte hard disks,
which is not an expensive proposition. The storage requirement may go up signifi-
cantly if many users are to be simultaneously served.

Much content is archived and exchanged on CD-ROM or DVD-ROM optical
media. A CD-ROM stores about 1.2 GBytes of data in the form of microscopic
holes burned into a metallic coating along concentric circular tracks. It is read by
detecting a reflected laser beam, aimed by mechanically-controlled mirrors. The
seek time is of the order of 100ms, and the readout speed along a track is propor-
tional to the rotational speed. A 1X drive rotates 60 times per second and reads out
at 150Kbps; a 16X drive rotates 960 times per second and reads out at 2.4Mbps.
Writable CD-ROM:s are widely available at low cost.

The data structures associated with the CD-ROM include features for both
audio and general computer data. For stereophonic audio, the two analog signals
are sampled at 44.1 Kbps, and each sample is quantized (in the classical version) to
16 bits, resulting in a digital audio bit stream at 1.41 Mbps. A/D (analog to digital)
conversion is described in Section 1.7. Several hundred additional Kbps may be
dedicated to control and data for the sophisticated error correction system [PEEK].
Program material is chopped into 588-byte frames for organization into variable-
length sections called tracks. A larger block structure also exists, consistent with
the requirement for computer data storage on CD-ROMs. These structures are de-
scribed in detail in [SN].

DVD (originally Digital Video Disk but no longer associated only with video
data) uses either one or two recording layers and finer resolution in each layer to
achieve a significant gain in the recording density, realizing disks the same size as
CD-ROMs but 10-20 GBytes capacity. Table 1.5 and Figure 1.32 compare the ca-
pacities and track structures of the two systems. Progress toward smaller dimen-
sions and denser storage is continual and these parameters may not last.
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TABLE 1.5. DVD and CD/CD-ROM Physical Characteristics [BALKANSKI].

DVD CD/CD-ROM
Disk diameter 120mm 120mm
Disk thickness (each layer) 0.6mm 1.2mm
Track pitch (space between track centers) 0.74nm (nanometers) 1.6nm
Minimum length of a recorded pit 0.4 nm 0.834nm
Laser wavelength 640nm 780nm
Data capacity per layer 4.7GBytes 0.68GBytes
Number of recorded layers 1,2,0r4 1

DVD

CD/CD-ROM

HiE
O QO) O m1crometer [e) O “-—-I-
0@ 0y 09y

1 .6mlcr0meter 0.74micrometer

Figure 1.32. Recording track densities of CD-ROM and DVD. [BALKANSKI].

Multimedia storage servers are combinations of storage units with control and
serving computers that respond to clients for streaming and bulk file transfers. The
RAID (Redundant Array of Inexpensive or Independent Disks) configuration is
widely implemented. RAID "describes a storage systems' resilience to disk failure
through the use of multiple disks and by the use of data distribution and correction
techniques.... (it) can be software, hardware or a combination ... software RAID
tends to offer duplication or mirroring, (while} hardware RAID offers parity-based
(error correction coding) protection” [www.baydel.com/tutorial.html]. The topic
of multimedia server architecture, and the many questions of reliability, timing, and
performance (support for the largest possible number of simultaneous clients) is
beyond the scope of this book but is described in web-based tutorials including the
one referenced above and in publications such as [GVKRR] and [TPBG].

1.6 THE PHYSICAL FUNDAMENTALS: SINUSOIDS, FREQUENCY
SPECTRA, AND BANDWIDTH

This section contains elementary material from an engineering perspective,
provided for readers with little or no technical background who would like an intro-
duction to the most basis electrical engineering concepts and terminology. Others
can skip it.

Most of electrical engineering, and a very large part of digital media coding and
communications engineering, is built upon sinusoidal waveforms, and on the con-
cepts of frequency and bandwidth associated with these waveforms. A pure musi-
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cal tone, a radio station's carrier waveform (of an assigned frequency), and a single
color of light are all sinusoids. Any practical electrical, optical, or sound waveform
can be built up as a combination of sinusoids. This section is a brief tutorial expla-
nation of these essential background concepts. References such as [NOLL] offer
more extensive and somewhat less technical explanations of these and related
physical and electrical concepts.

Figure 1.33 shows a musical tone, A over middle C, as a sinusoidal sound wave
traveling through the air, just as a wave travels in water. The speed of propagation
of a sound wave in 20°C air is 343.4 m/sec [hyperphysics.phy-astr.gsu.edu/
hbase/sound/souspe.html]. The wavelength, often designated by the Greek letter 2,
is the physical length of one cycle of the sound pressure wave in the air, which for
A over middle C is 0.78m (meters).

One can also measure the wavelengths of radio waves in air or space and light
waves in optical fibers. For example, the electromagnetic signal from the New
York FM radio station WNYC at frequency 93.9MHz has a wavelength (in vacuum)
of 3.32m, and a propagation speed of about 300 million m/sec [www.what-is-the-
speed-of-light.com/].

Frequency, such as the 440Hz of the A over middle C sound wave or the
93.9MHz carrier frequency of WNYC, is the number of cycles per second, a unit
called Hz (Hertz) after the famous scientist, observed at a particular point in space
as the wave speeds by. This is illustrated by the bottom sine wave in Figure 1.29
which is the electrical waveform, over time, produced by a (fixed) sound to electri-
cal transducer. Since frequency is the number of cycles per second, the period,
which is the time required for one cycle, is the reciprocal of the frequency, i.e. pe-
riod = 1/frequency. And since f is the number of cyles flying by an observation
point each second, and the wavelength A is the physical length (in meters) of a cy-
cle, their product

fxi=v 1.n

is the propagation speed v of the wave. In the present case 440Hz x 0.78m =
343.4m/sec.

Figure 1.34 shows two sinusoidal waveforms, one a sine wave, starting with
amplitude zero when its argument is zero, and the other a cosine wave, starting with
amplitude one. The sine is the same waveform as the cosine except for a time lag of
one-quarter period or equivalently, a phase lag of one-quarter cycle. They are peri-
odic (repetitive) waveforms, shown with an amplitude A and a period T.. In this
illustration, the argument is time, suggesting electrical voltages or currents over
time.

The fact that information-bearing signals can be represented as combinations of
sinusoids is a gift of nature, since many transmission channels are "linear" and do
not distort the shape of individual sinusoidal waveforms passing through them. This
makes possible a wide range of analytical models and techniques for designing and
evaluating physical-level communication systems and their elements of modulation
(impressing an information signal on a carrier waveform), channel equalization
{compensation of distortion) and noise immunity (minimizing the damage from ad-
ditive noise). Chapter 3 provides a limited introduction to these concepts.
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Snapshot at t=0 of 440Hz sound pressure wave in 20°C air
wavelength 343.4 m/sec

distance (meters)

0 0.78 136
Sound pressure . .
meter Time waveform observed at distance = 0
v frequency 440 cycles/sec (Hz)

227 00455

SN

o petiod (se0)= "
1/frequency (Hz)

Figure 1.33. A sound (a pure musical tone) as a sinusoidal pressure waveform in air and as an electrical

signal, observed over time, generated by a sound pressure meter.

Phase lag: 1/4 cycle = 90° = 11/2 radians
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Figure 1.34. Sine and cosine waveforms of frequency f.= 1/T..
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1.6.1 Frequency and Bandwidth-related Operations

Familiarity with mathematical notation makes it much easier to understand
physical communication systems, beginning with the concepts of sinusoidal ampli-
tude and phase. The mathematical expressions for the two waveforms of Figure
1.34 are sin(2nft) and cos(2nf.t), with an argument (within parentheses) that is the
phase angle in radians. As Figure 1.35 shows, radians and degrees are equivalent
measures for where we are in a cycle of a sinusoid. Figure 1.35 illustrates a mathe-
matical model that is widely used in electrical engineering for the representation of
sinusoids, from alternating current electricity to sound, radio, and optical waves. In
this model, a vector v(t) of unit length rotates through one cycle, equivalently ex-
pressed as 360° or 21 radians, in the time of one period. By simple trigonometry,
the projection (shadow) of the rotating vector on the horizontal axis is cos(2nf.t+0),
and the projection on the vertical axis is sin(2nft+0), where 0 is the initial phase
offset at time t = 0. The argument 2nf.t+0 is the instantaneous phase angle, in radi-
ans.
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Figure 1.35. The rotating vector model for representing sinusoids.

For simplicity and convenience in mathematical analysis, engineers use com-
plex variables to represent entities such as the rotating vector of Figure 1.35. The
horizontal axis is considered to be the "real” dimension and the vertical axis the
"imaginary" dimension, purely names since the sine component is every bit as real
as the cosine component. The complex notation for the rotating vector is

v(t) = PO = cosRmf t+6) + jsin(2nft+0), (1.2)

where e = 2.71828... is the base of natural logarithms, j is the "imaginary" variable
corresponding to the square root of -1, and the decomposition into real and imagi-
nary components is a standard mathematical equation. Thus the projection of v(t)
on the horizontal axis is its real component cos(2rf.t+6), and the imaginary compo-
nent of v(t) is jsin(2nft+0). The remainder of this book makes occasional refer-
ence to this complex notation.

A frequency spectrum is the description of frequency components - a possibly
infinite number of sinusoidal waveforms of different frequency, amplitude, and
phase - comprising an analog waveform or the impulse response of a transmission
channel. It is a key concept in analog to digital conversion, media compression, and
the communication of information through channels. Frequency spectrum ordinar-
ily is a property of time-based waveforms, but can also be associated with space-
based waveforms such as the sequence of pixels (picture elements) across a picture.
Figure 1.36 suggests the frequency spectrum of a typical data signal produced by a
personal-computer modem and the frequency spectrum of the dial-up telephone
channel through which it is sent [GHW]. Each of these spectra is continuous, i.e.
composed of an uncountably infinite number of infinitesimally small sinusoidal
components. We speak of a spectral power density - a statistical average of sorts -
that is the square of the magnitude of the frequency spectrum.

Magnitude of modem line signal spectrum Magnitude of voice channel passband spectrum
300 1700 3000 300 1700 3000
Freq. (Hz) Freq. (Hz)

Figure 1.36. Magnitudes of the frequency spectra (transfer functions) of a transmitted modem signal and
of a telephone voiceband channel. Only positive frequencies are shown (see text below).

Although Figure 1.36 shows only amplitude (magnitude) characteristics at
positive frequencies, it should be understood that a frequency spectrum actually has
a phase characteristic as well as an amplitude characteristic, and it extends over
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negative frequencies for mathematical convenience. The amplitude and phase may
be implicitly expressed by real and imaginary curves in accord with the decomposi-
tion of Equation 1.2. Figure 1.37 illustrates a simple spectrum in these real and
imaginary terms.

Real part of

trum
m spec m Freq. (Hz)
f

C
i | Imaginary partof ©
1
trul
-}fC Spectrum m Freq. (Hz)
U .
Magnitude of

l spectrum 1 Freq. (Hz)
T

1
C

P

Figure 1.37. Real and imaginary parts, and magnitude, of a simple two-sided frequency spectrum that
represents a signal that is the sum of a modulated cosine carrier and a modulated sine carrier,

The mathematical convenience mentioned above is the Fourier transform
[GHW, KURZWEIL] between a time waveform x(t) and its frequency spectrum

X(f):

oo o0
X(6) = [ x(t) ¥ dt, x(t) = [ X(f) > df . (1.3)
-0 - 00
The result of passing a signal x(t) through a linear channel with an impulse re-

sponse h(t) (Figure 1.38) is a convolution
oo

y(t) = x()*h(t) = | x(7) h(t-1) dr, (1.4)

-0

The impulse response - literally the response to an impulse input (a sharp spike) - is
the description of a linear filter in the time domain. The completely equivalent fre-
quency domain description is the Fourier transform of the impulse response, called
the transfer function. The transform operation is the same as that relating a signal
and its spectrum. It is not difficult to show that the spectrum of the output of a lin-
ear filter is the product of the spectrum of the input signal and the transfer function
of the filter, i.e. X(f)H(f) in Figure 1.37.

linear filter
X(t) | Impulse response: h(t) y(t) =x{t) * h(t)
Frequency spectrum: H(f) Y('f) = X(f) H(f)

Figure 1.38. Linear filtering expressed as either a time-domain operation (convolution) or a frequency-
domain (multiplication) operations.

Bandwidth, the measure of the band of positive frequencies (sinusoidal compo-
nents) comprising a waveform, or of the range of frequencies passed by a transmis-
sion channel, is an important parameter in its own right. The approximate
bandwidth of each spectrum in Figure 1.36 is 3000Hz, or 3KHz. The bandwidth of
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a transmission channel, together with the signal power and the level of interfering
noise, determine the maximum rate C at which information can be sent error-free
through a channel. The famous channel capacity formula of [SHANNON] is

C =W log; (1 + S/N) bits/sec, (1.5)

where W is the bandwidth of a strictly bandlimited channel and S and N are the sig-
nal and noise power levels respectively. Information-theoretic bounds of this kind
[GALLAGER, YEUNG], are important for the design of high-performance com-
munication systems.

Frequency spectra express the fact that most waveforms are a combination of
many, ordinarily an infinite number, of sinusoidal waveforms at different frequen-
cies and phases. As a first example, consider the periodic (repetitive) waveform
s(t), shown in Figure 1.39, generated by the weighted sum of 100 Hz, 200 Hz, and
400 Hz sinusoids:

s(t) = cos(2m100t) + 2cos(2n200t) + 2cos(2n400t) (1.6)

The two-sided frequency spectrum of this waveform consists of spikes at
100Hz, 200Hz and 400Hz and the same negative frequencies. Note that s(t) occu-
pies a bandwidth of 300Hz of which the lowest frequency component is 100Hz and
the highest frequency component is 400Hz.

As a second example, consider the Nyquist pulse waveform p(t) of Figure 1.40,
described in the 1920s by Harry Nyquist of Bell Laboratories. Unlike s(t) above, it
is built from a continuum of frequencies rather than a few discrete frequencies and
is not periodic. This is an important pulse, because it appears in the sampling theo-
rem that is the basis of analog to digital conversion of media such as voice and
video, and because it appears in data communication as the ideal pulse for carrying
data in a minimal bandwidth without causing intersymbol interference between
neighboring pulses. Puises can be sent at intervals T, overlapping but not interfer-
ing with one another. The frequency spectrum of this pulse is the rectangular group
of frequencies pictured at the right hand side of Figure 1.40, occupying a positive-
frequency bandwidth of 1/(2T) Hz from 0 Hz to 1/(2T) Hz. The symbol interval T
thus determines the signal bandwidth, and must be judiciously selected such that the
pulse spectrum fits into the available transmission channel.

Note that the spectra of both example 1 and example 2 have definite endpoints,
i.e. the waveforms they correspond to are bandlimited. Bandlimited waveforms
extend over all time, as illustrated by both s(t) of example 1 and the Nyquist pulse
p(t) of example 2. At a small cost in bandwidth, a spectrum with smooth rolloff
rather than the sharp edges of the Nyquist pulse spectrum will make the pulse tails
fall off more quickly to minimize sensitivity to channel impairments. Waveforms
such as square pulses that are strictly limited in time are avoided by designers of
communication systems because they spread out too much in frequency.
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Frequency spectrum of s(t)
Bandwidth = 300Hz
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s(t)

Figure 1.39. A waveform resulting from the sum of three sinusoids, and its one-sided frequency spec-~
trum.
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Figure 1.40. The Nyquist pulse and its two-sided frequency spectrum.

Media waveforms such as those representing audio, images and video have
baseband spectra corresponding to the natural frequency content of each waveform.
With the notable exception of analog voice signals in telephone subscriber lines,
these baseband spectra do not coincide with the allocated frequency bands e.g. in
radio and television broadcasting, cellular mobile communications, and other com-
munication systems or in copper, coaxial cable, and fiber optic transmission sys-
tems. In order to transmit information waveforms through the higher-frequency
passbands of such communication systems, an information signal is often modu-
lated onto a sinusoidal carrier waveform whose frequency f. lies within the avail-

able passband, to produce a passband signal s(t). Several modulation techniques are
described in Chapter 3.

With this tutorial background in the properties of sinusoids, frequency spectra,
and bandwidth-limited pulses, it is easier to understand A/D conversion described in
the next section, compressive media coding techniques explained in Chapter 2, and
the communication technologies used in the networks covered in Chapter 3.
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1.7 ANALOG TO DIGITAL MEDIA CONVERSION

Audio, image and video electronic media are fundamentally aralog, that is,
there is an electrical signal in which, as one moves through the media object, the
voltage or current representing the object varies in proportion to the intensity of
sound or light (ignoring molecular and quantum granularities). An ordinary tele-
phone, for example, contains a transducer, like the sound pressure meter of Figure
1.33, that converts between the continuous sound pressure wave of acoustic speech
and an analog electrical current. The electrical representation of an ordinary film-
based photographic image is similarly proportional to the continuous variation in
brightness and color corresponding to the visual content of the image. Analog
waveform can be directly modulated onto carrier waveforms, as in traditional radio
and television broadcasting, but the future lies with digital broadcasting.

In contrast, a digital media signal is an approximate representation of the origi-
nal media object in a string of digital values, often organized in digital words. An
example might be the string of 8-bit words 10111110 01110111 11111100
00010001, where each binary value is represented by a "1" or a "0". This section
explains how an analog electrical signal corresponding to a media object can be
represented, to a good approximation, by a string of digital values. A/D (Analog to
Digital) conversion is the first step in preparation of media for distribution through
the Internet.

Although communication networks can transmit analog electrical signals end to
end, there are compelling reasons for not doing so. The main reason is the irre-
versible degradation in quality from additive noise and imperfect amplification in
long connections. It is almost always better, as suggested in Figure 1.40, to "take
the loss up front" by accepting a known, limited distortion from A/D conversion
rather than risk the less predictable, and often large, quality loss from analog storage
or analog end-to-end transmission.

Digital signals have considerable immunity to additive noise and amplifier dis-
tortion or to damage in a stored format, and can be regenerated when they get a little
noisy. Unlike analog signals, they can be copied again and again with very little
degradation of quality - only a rare error in regenerating a discrete signal level, that
can usually be corrected by an error-correcting code (Chapter 2). These two moti-
vations - bounding the initial distortion and keeping it low despite many regenera-
tions - are the powerful arguments that have led to the triumph of digital media and
digital communications in almost all application areas. Among the secondary but
also significant motivations for digital technology are security through digital en-
cryption and greater flexibility and convenience in multiplexing (combining to-
gether) a group of tributary signals into a single high-speed data stream for
transmission through a broadband communication link.
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Figure 1.41. Advantages of a digital communication system for electronic media.
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A/D conversion requires two steps: sampling of the analog electrical signal and
digitization of the samples. The sampling theorem is a mathematical statement that
samples of a bandlimited waveform that are taken frequently enough are sufficient
to exactly reproduce the waveform.

1.7.1 The Sampling Theorem

The famous sampling theorem [GHW] for bandlimited waveforms, advanced
by Nyquist in 1928 and rigorously proven by Shannon in 1949, states that a stream
of values of samples taken at a rate at least twice the highest frequency component
is sufficient to exactly reproduce a continuous, bandlimited waveform. Mathemati-
cally, the statement of the sampling theorem is, for a waveform x(t) bandlimited to
W Hz and sampled at time intervals of T<1/(2W) seconds,

x(t) = Ex(nT)sin[n(t-nT)/TY[r(t-nT)/T], allt. .7
n=- oo

where x(nT) is the sample value of the waveform at time nT. The Greek letter =
means "sum", so what we have in (1.7) is the sum of level-modulated Nyquist
pulses at T second intervals. We should not be surprised that the sin(zmt/T)/(%t/T)
Nyquist pulse shown in Figure 1.40 is the ideal reconstruction pulse for any ban-
dlimited waveform. It is zero at all sampling times (multiples of T) except t=0, is
bandlimited to 1/(2T) Hz and was mentioned in the last section for its significance
in bandlimited signaling without intersymbol interference. The operation described
in (1.7) is the result of a convolution of the impulse train

oo

EZx(nT)8(t-nT) (where 8(t) is an impulse at t=0)

- OO
with the sin(rt/T)/(nt/T) pulse, or equivalently passing the impulse train through the
low-pass filter shown in Figures 1.40 and 1.42. The original analog waveform is
exactly recreated.
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If an exact sample series {x(nT)} could be transmitted accurately from source
to destination, x(t) could be exactly reproduced at a receiver according to (1.7).
However, this is no easier than transmitting the entire x(t). The process of A/D
conversion, described in the next section, rounds off (quantizes) the sample values
of x(t) so that they can be represented by digital words that can be quite accurately
transmitted end to end. The approximation to the original analog waveform pro-
duced by the quantizer can be made as close to perfect as desired, understanding
that the data rate increases with the fineness of the approximation.

Waveform sample impulses {x(nT)d(t-nT)}

WZ—SET‘ t (sec) Exact recreated
Ideal low-pass filter analog waveform
| ] .
f(Hz)

-121 12T
[Impulse response sin{rt/T)/(wt/T)]

A 4

Figure 1.42. Reconstructing analog waveform in a low-pass filter as specified in the sampling theorem.

1.7.2 Digitization and Pulse Code Modulation

For simplicity, assume that an audio or video signal bandlimited to W Hz is
being sampled at intervals of T=1/2W seconds, the largest interval allowed by the
sampling theorem for perfect reconstruction. Figure 1.43 illustrates quantization to
convert each analog sample into a digital word. In the simplest implementation, this
is done by breaking the amplitude range of the waveform into a finite number of
uniform quantization intervals. In practice, the quantization intervals may be non-
uniform (by signal "companding") to provide finer rendition of small signal values.

The example of Figure 1.43 presumes eight quantization intervals, each labeled
by one of the three-bit words (000, 001, 010, 011, 100, 101, 110, 111). For exam-
ple, 010 represents the interval with center value -1.5A. Each analog sample is ap-
proximated by the center of the quantization interval in which the sample lies, and
represented by the 3-bit digital word labeling that center value. Note in Figure 1.43
that a range of analog sample values is so approximated The digital signal repre-
sentation of an analog signal that results, with 8-level quantization, is a string of 3-
bit words, each representing a sample value, that can be converted back into analog
samples that approximate the original unquantized analog samples.

Figure 1.44 illustrates generation of a bilevel PCM (Puise-Code Modulation)
line signal following A/D conversion, and the subsequent detection and waveform
reconstruction operations at the receiver. Reconstruction, according to (1.7), can be
implemented by a low-pass filter. It smooths the quantized samples into a continu-
ous waveform that approximates the original analog waveform. The distortion in
the reproduced waveform resulting from quantization is called quantization noise.
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Figure 1.43. Role of the quantizer in A/D conversion.
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Figure 1.44. Generation of a PCM signal from the A/D output, and reconstruction of the analog wave-
form at receiver output.

Quantization noise is much greater for a small number of quantization intervals
(implying small digital words and low data rate) than for a large number of quanti-
zation intervals. Designers must trade between the convenient iow data rate associ-
ated with a small number of quantization intervals, which produce short digital
words, and the demanding high data rate associated with a large number of quanti-
zation intervals, which produce long digital words. High-fidelity systems have a
large number of quantization intervals, for example 65,536 (mapping into 16-bit
digital words) for the Compact Disk, and consequently a high SNR (signal-to-noise
ratio). The Compact Disk system, which samples the analog signals from left and
right microphones at 44.1K samples/sec, requires a total digital data rate of about
1.44 Mbits/sec.

A quick mathematical evaluation defines quantization noise in terms of the
number of quantization levels, assuming a uniform distribution of sample values
within each quantization interval. The mean-squared value of the difference be-
tween a random sample amplitude and the center of the quantization interval in
which it lies is readily calculated [GHW] to be A%/12, where A is the size of a quan-
tization interval. With a dynamic range (between the most negative and most posi-
tive possible signal values) of 2A and a signal in that range with average power A2
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(as with sinusoids), and with M quantization intervals implying A = 2A/M, the SNR
is the ratio of waveform power to mean-squared quantization noise, or

SNR = [A%2]/[A*/12] = 1.5M? (1.8)

The SNR for 8 levels (3-bit quantization) is 96 or approximately 20dB (where x
in dB is defined as 10logp[x]), and for 65,536 levels (16-bit quantization) is 4.3
billion or approximately 96dB.

PCM, which converts an analog signal into digital words that are coded into bi-
nary pulses, was invented just before World War II and was applied in the 1960s to
digitize the transmission of voice signals in the telephone network. PCM is a spe-
cial case of PAM (Pulse Amplitude Modulation) which is a mapping of logical data
values into arbitrary sets of data levels - there may be many possible levels, not just
two - that amplitude-modulate a string of pulses. PAM is used in several network-
ing systems described in Chapter 3. Mathematically, the expression for the modu-
lated string of pulses of PAM is

o0
m(t) = Xa,p(t-nT), (1.9
n=-oo

where p(t-nT) is a pulse, preferably bandwidth-limited, that is centered at t=nT, and
the possible values of a, are selected from a small alphabet of levels. Pulse trains
of the form of (1.9) can convey digital data of any kind and be used to modulate
carrier waveforms to form passband signals.

The simplest mapping is from a binary data string into the bipolar levels +1, as
in the PCM example

Binarydata: 01 01 01 1
-111

0
Pulse levels: -1 1-1 1 -1

1
1
As an example of a larger alphabet, a sequence of three bits can be mapped (Figure

1.45) into one of eight equally-spaced levels (-3.5A, -2.5A, -1.5A, -0.5A, 0.5A, 1.5A,
2.5A, 3.5A), as in the example

Binary data: [0 1] [1 0 1) [1 1 0]
Pulse levels: -0.5A 1.5A 2.5A

The two PAM data trains are shown in Figure 1.45, with a non-bandwidth-
efficient rectangular pulse used for simplicity. Note that the eight-level signal is
delayed while it waits for the beginning of the third bit to determine the next level,
and its levels are closer together (using a smaller quantization interval A) so that the
average powers of the two-level and eight-level signals are the same. Constant av-
erage power is the normal engineering constraint that makes the 8-level signal more
vulnerable to noise from its closer-spaced signal levels. But its advantage is pulses
sent at only one-third the rate of the binary encoder, requiring only one-third the
bandwidth.

A digital communication system may include many elements to improve trans-
mission performance, including an equalizer at the receiver to compensate for chan-
nel distortion, as suggested in Figure 1.43. Most digital communication systems,
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including dialup Internet access, are passband, modulating a PCM-like information
signal onto sinusoidal carrier waveforms, as described in Chapter 3. These systems
may include a number of sophisticated modulation and channel coding/decoding
techniques to enhance performance against noise, interference, and other degrada-
tions.

Two-level PAM

encoder — I_— B J

0111f01110
+

boan

Eight-level PAM L [ T N T
encoder — I L

Figure 1.45. Bipolar and 8-level pulse trains for the same data sequence.

A large body of communication and coding theory, building practical coding
and modulation systems on the foundation of information theory, has made possible
the high-performance systems described in Chapter 3. These topics, largely beyond
the scope of this book, are described in many technical reference works [GSW, BB,
VO, PROAKIS, BINGHAM, KURZWEIL, LM, BIGLIERI].

1.7.3 Digitized vs. Synthesized Media

Synthesized media signals may be, but are not necessarily, examples of digit-
ized media as defined in this book. A digitized media signal refers to the digital
data stream from A/D conversion of a particular analog waveform. A synthesized
signal, on the other hand, is generated from a sequence of descriptors that is not
necessarily derived from a particular analog signal. That is, digitized media are
generated from sampling actual (analog) media waveforms, while synthesized me-
dia are built from models of speech or music, driven by a program defining (say) a
piano note as a particular combination of sinusoidal components and attack and fade
transients. Synthesis has important applications in music generation and text to
speech conversion and is expected to become a standard feature of future user-
computer interfaces.

The standard presumption, as illustrated in Figure 1.46, is that synthesized
sounds are put together from generic components such as individual sinusoids and
transient structures generated in software. However, it is not out of the question for
a synthesis system to also include stored digitized clips of actual media waveforms,
such as pronunciations of the numbers zero through nine by a real person.

One classical but still widely used synthesis system is MIDI (Musical Instru-
ment Digital Interface [MYER]), created in the early 1980s when highly compres-
sive audio coding with good reproduced quality was not available and computer
memories were much smaller. It appears now in consumer applications such as
electronic synthesizers that emulate many different musical instruments. A musical
composition is represented by a stored sequence of notes defined by pitch, duration,
amplitude, and timbre, and represented by a relatively small data file.
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Figure 1.46. Difference between digitized media and synthesized media.

MIDI is a serial protocol, that is, all the bits of a description or address are sent
one after the other on a single wire pair, with a fixed 31.25Kbps data rate. Figure
1.47 illustrates how MIDI interfaces are used between a MIDI code-generating de-
vice and a keyboard instrument that both selects and renders the generated sound.

Keyboard instrument MIDI Digital descriptive streams
Amplifier, : | interfaces  Note synthesis
speakers Synthesizer instructions MIDI
_| controller
Note request

Elements of digital descriptive streams System exclusive

Status byte:channel Status byte:system status byte Data byte
1 1 ‘ 1 0
Flag
Information Channel Timing Header for Note number and
message address information manufacturers amplitude, etc.

proprietary info
Figure 1.47. The MIDI interface between a controller and an electronic keyboard instrument.

MIDI conveys instructions for a synthetic instrument note between a pair of
note-on, note-off messages. A standard media file typically contains multiple
tracks, each controlled by appropriate messages. The channel status byte contains
an information message that may be note on or note off, selection of some parameter
of the instrument's sound synthesizer, or a change of the preset program. A system
status byte may contain timing information or indicate proprietary manufacturer's
information. A data byte carries additional parameter information such as note
number, amplitude, and additional controller information. The General MIDI sys-
tem contains a library of standard timbres, specifically a set of 128 sound-module
presets including percussive effects. Many common instrument sounds are in-
cluded. A MIDI file can also contain markers at arbitrary points in the sound track,
lyrics, and other information. There are provisions for mixing and modifying per-
formance information through real-time processing.



46 The Multimedia Internet

Although MIDI is limited in comparison with modern capabilities to encode,
process, and reproduce real source waveforms, it remains a useful system for musi-
cal composition and other creative work.

1.8 QUALITY OF SERVICE CRITERIA

Media information can be classified as either time-based, in which events are
supposed to happen in a regular sequence, and non-time-based in which media ob-
jects are transferred as bulk files without the server having to worry about timing
considerations (Figure 1.47). As described in Section 1.3, the line between stream-
ing and bulk file transfer is blurred in systems that make high-speed bulk downloads
but begin playout almost immediately.

Time-based information covers live "real time" audio or video streams and
streams with delivery deferred to later times. Videoconferencing is an example of a
live time-based application, where transmission delay is a significant parameter, and
movies on demand is an example of a deferred time-based application, where the
material has been previously stored for later delivery. There are interesting applica-
tions in between, such as a one-way broadcast of a live event, where a second or
two of delay may be quite acceptable.

L Multimedia server |

I Time based (streams) —I | Non time based (bulk files)

e ]

Figure 1.48. Classification of multimedia information.

The terms "stream” and "continuous media” are both used to denote real time
media flows. In general, a multimedia system must deliver streams at the same
running speed as they were originally recorded, with some specified or implied
quality of service (QoS). Streaming protocols (Chapter 5) are required to deliver
audio/video streams with acceptable bounds on delay, variation of delay, and loss of
information. Delay can be traded for better quality through buffering at receiving
points, the preferred strategy of Internet-based content delivery networks.

A multimedia system must ensure that audio/visual materials, no matter how
they are encoded, organized in files, stored, retrieved, transported, and displayed,
maintain the proper time relationships, or synchronization. We can consider two
types of synchronization, in-stream and inter-stream [RRK]. In-stream synchroni-
zation (Figure 1.49) means that each audio or video stream maintains proper se-
quencing and timing of its events (samples or frames), while inter-stream
synchronization (Figure 1.50) means that the events in two or more streams are syn-
chronized with each other, as in motion picture "lip synch". Figure 1.49 illustrates
an audio/video example where encoding delays lead to earlier arrival at the viewing
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location of the video stream, calling for insertion of a fixed delay in the audio path
to synchronize the audio and video streams.

[TMeo frame [ i l l l T

0 1 2 3 4 5 6
Relative time indicator

Figure 1.49. In-stream synchronization.
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Figure 1.50. Inter-stream synchronization.

The clocks are referenced as relative time stamps, suggesting that they may not
be identical with real time. For example, a movie can be played more slowly or
faster than real time, but the relationships of elements within streams and between
streams can still be maintained.

Because it is so important that events happen on time in time-based streams, the
QoS usually emphasizes timeliness over loss/error tolerance (Table 1.6). Fast re-
sponse is important for interactive file transfer as well. Acceptable packet loss,
which occurs in overloaded Internet routers, may be as much as one in a hundred for
media streams, while a bit error rate (after error correction or retransmission) of one
in a million is the maximum acceptable for many data file transfers.

Table 1.6 Quality of service requirements for time-based streams and non-time-based files

Delay/response Delay Jitter Loss/error
Time-based streams low-moderate low moderate-high
Non-time-based files low (interactive)-high moderate-high low-moderate

Figure 1.51 illustrates the packet loss and bit-error terminology with a simple
example in which four 10-bit packets are transmitted. One is dropped at an inter-
mediate router whose buffer is full, for a packet loss rate of 0.25. If it is sensitive
data, it will be retransmitted, but time-urgent media packets usually are not. Two of
the remaining three packets suffer one-bit errors, for a bit error rate (in the received
packets) of 2/30=0.0667. These, too, could be retransmitted for sensitive data but
will not be for most media streams.
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Figure 1.51. Example illustrating packet loss rate and bit error rate.

Table 1.6 indicates the meaning of "timeliness" as reasonable bounds on aver-
age delay (or /atency) and on delay jitter. As illustrated in Figure 1.52, the average
delay is the average total of processing and transmission time for data to move from
source to user. Processing time may be spent in media encoding/decoding and fill-
ing transmission units (cells or packets) with data, while transmission time is the
combination of electromagnetic propagation time and the buffering delays in inter-
media nodes, particularly routers. Delay jitter is the statistically described deviation
of packet arrival times from the average delay.

Example of packet transmission times

packet 1 2 [3—] |—4]
1 2 3 4 5 6 7 time
Arriving packets . Av. delay . Av. delay . Av. delay
Av. delay ' : :
(latency) :.ﬂ packet I | =2 1 m =
Jitter/(deviation from Jitter Ji\tter Jitter

average delay)
Figure 1.52. Definitions of delay (latency) and delay jitter.

Constraining average delay is very important for videotelephony or videocon-
ferencing, where a delay of a tenth of a second can be disturbing, but not for deliv-
ery of a movie, where a few seconds delay will usually be acceptable. But even for
stored audio/video media, retrieval in an interactive session may call for a response
time of less than a second. Constraining delay jitter is important for reception of
streaming media, where the size of the buffer, and the user's initial start-up wait for
buffer filling (Chapter 5), depend on how large the delay jitter is. Special services
and traffic engineering, described in Chapter 4, can help to smooth Internet packet
communications enough to meet the jitter and delay requirements for media streams.

Another QoS consideration, particularly important for real-time sessions, is
providing the best quality possible to each participant, despite their different access
bandwidths and end-equipment configurations. The high-quality media that a well-
equipped user can handle cannot be supplied to the other participants. Similarly, the
well-equipped user will not be satisfied with the “least common denominator” for-
mat appropriate for the least-capable user. Nevertheless, it should be possible, for
example, to use video communication between minimal-equipment devices such as
wireless multimedia pocket-sized devices, connected via relatively low-rate wireless
services, and high-capability devices such as personal computers, workstations, and
Internet television sets, connected through broadband access networks.

To serve an appropriate stream to each type of user device, Section 1.3 outlined
the alternative strategies of multiple single-layer bitstreams or a multilayered bit-
stream. Chapter 5 describes the approaches of commercial streaming systems,
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mostly using multiple single-layer bitstreams at different rates. A third alternative,
transcoding en route, is less likely to be intentionally selected. It occurs when dif-
ferent coders are used in connected networks and can, for example, degrade an end-
to-end voice channel. When a number of users are viewing the same program, mul-
ticasting, also described in Section 1.3, conserves network resources and contributes
to media quality by avoiding contention for limited bandwidth.

QoS is heavily influenced by the capacity and service characteristics of com-
puting systems and networks. For computing systems, this may involve scheduling
policies, error recovery mechanisms, and adaptation rules [JN]. For networks, the
relevant parameters are capacity; the delay, delay jitter, and error/loss quality crite-
ria reviewed above; arbitration of access for multiple simultaneous users; and other
qualities such as "always on" (no need to go through a connection procedure each
time there is some data to send or receive). These are prominent features of LANs
(local-area networks), WLANSs (wireless LANs), and high-speed access networks
such as xDSL (various forms of Digital Subscriber Line) and cable data systems.
These networks and their QoS-supporting features are described in detail in Chapter
3. Improvements are coming in QoS Specification Languages, such as use of de-
clarative specifications that "specify only what is required but not how the require-
ment should be carried out” and development of compilation processes that "map
the QoS specification to underlying system mechanisms and policies" [JN].

The realization of QoS requires multiple strategies working together. Cross-
protocol-layer associations (Figure 1.53) are particularly important.

Layer 7 (Application)

QoS specification, information packaging, flow
control, application-level reliable info transfer, play
control

Layer 4 (Transport)
Call admission, connection control, flow control

Layer 3 (Network)
Differentiated services, traffic smoothing & policing

Layer 2 (Link/MAC)
Resource allocation, traffic engineering, priority
servicing, congestion control

Layer 1 (Physical)
Facilities provisioning, network resilience &
recovery

Figure 1.53. Related QoS functions at different protocol levels.

Application-layer QoS specification, information packaging, and mechanisms
for reliable flows, transfers, and media play control translating into layer 4 (trans-
port) call admission, connection setup and flow control mapping into layer 3 (net-
work) differentiated services and traffic smoothing and policing that in turn meshes
with layer 2 (link/Medium Access Control) resource allocation, traffic engineering,
priority servicing and congestion control and with layer 1 (physical) facilities provi-
sioning. One particularly important example, in Chapter 3 section 3.8.4, is iQoS
priority mechanisms in the wireless LAN that can mesh with service priorities in the
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Internet (Chapter 4). The future of networked multimedia depends on these efforts
to further integrate diverse computing systems and networks.



2

DIGITAL CODING OF AUDIO AND VIDEO

Multimedia applications and technologies are based on digital audio, pictures,
and video, with A/D (analog to digital) conversion (Chapter 1) as the first step.
Digital media make possible computer-based multimedia applications, enhanced
delivery of entertainment programming, and the imbedding of audio, image, graph-
ics, animation, and video media in documents, appliances, and varied activities of
daily life. The Compact (audio) Disk, the first mass-market digital media product,
has long dominated the audio market and digital cameras and camcorders now
dominate the image and video markets. Digital direct satellite broadcasting and
cable programming have been resounding successes, and the U.S.'s FCC (Federal
Communications Commission) envisions a complete conversion to digital broadcast
television by 2010. Six good-quality digital television signals can be packed into
the frequency spectrum required for one analog television signal. There is little
doubt that digital media, which in compressed formats use bandwidth much more
efficiently for a perceived quality than analog media and permit limitless combina-
tions of different media elements, will be pervasive in all broadcasting, communica-
tions, consumer appliance, and multimedia computer applications of the future.

The flexibility of digital media and the astounding cost reduction history of
digital processing guarantee the future ubiquity of digital media. With analog audio
and video as delivered in traditional broadcast and cable television services, it is
difficult to provide much more than serial playout or weakly interactive service.
The "on-off" delays of analog storage devices such as VCRs, the awkwardness of
editing, composition, and searching, the degradation of quality in copying, and the
difficulties of mixing analog video and computer-generated text and images limit
serious work with analog media to sophisticated production settings in the music,
motion picture, and video industries. Even there, the convenience and quality ad-
vantages of digital processing have driven a transition to digital creation, composi-
tion, and editing.

We can succinctly summarize the advantages of digital media as:

- Compression, through reduction of information redundancy and subjective masking of impairments, to
data rates that can be conveyed in far less bandwidth than the original analog media. Compression also
implies storage requirements small enough for economical digital media.

- Playback flexibility, including rate variation and fast jumping to any desired point in a media stream.
- Copying without loss of quality - the copy is exactly the same as the original.
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- Manipulation flexibility, including simple splicing, no loss of quality, easy enhancement or modifica-
tion of picture elements or of sounds, and seamless mixing of computer-generated elements (such as
cartoon animation) with real-life images and sounds.

- Ease of search and retrieval. Content features and metadata can be efficiently extracted and associated
with the digital media objects. Search and retrieval of information on visual or aural attributes, such as
similarity to an example object or to abstract shapes, colors, or sounds [CHANG1, CHANG2].

- Multimedia compeosition, integrating varied media and text segments with a presentation composed in
space and time according to the editor’s wishes.

- Ease of exchange of media segments and compositions through physical media and networked digital
communication.

This chapter emphasizes digital compression systems, concentrating on image
and video compression but also describing related audio systems. Audio compres-
sion systems reduce redundancy over time and across related signals (e.g. stereo
signals), while video compression systems reduce redundancy over time (frame to
frame) and space (within each frame). In addition, both audio and video compres-
sion systems seek ways to mask the residual distortion by concentrating on features
that are most important to human perception.

This non-specialist treatment describes several of the more prominent graphics
and continuous media digital coding schemes. After an introduction to lossless en-
tropy coding and a brief review of ITU-T Group 3 facsimile, attention is turned to
the discrete cosine transform (DCT) and its application to image (JPEG) and video
(H.261/H.263 and MPEG) coding, including high definition television (HDTV).
An additional section explains wavelet compression. Internet transport and stream-
ing are left to Chapters 4 and 5.

In the course of the discussion in this and later chapters, a number of digital
media file type extensions, summarized in Table 2.1, will be referred to. Some, not
all, of the file formats are described in this chapter.

TABLE 2.1. File type Extensions (Not a Comprehensive List)

Name Definition

.aac Advanced Audio Compression (an MPEG standard)

.aif Macintosh Audio Interchange Format (uncompressed)

.asf Microsoft Advanced Streaming (or Systems) Format (for compressed audio/video)
.avi Microsoft Audio Video Interleaved file

.bmp Microsoft bit map representation (uncompressed)

.gif Graphics Interchange Format (compressed)

Jpg Joint PictureExperts Group image compressive coding

.mid MIDI audio synthesis format

.mov Apple Quicktime movie (compressed)

.mp3 MPEG level 3 (an MPEG audio compression standard)

.mpg, mpeg MPEG compressive video coding

ra,.rm  Real Audio or Real Media audio and/or video (compressed)

.smil, .smi Synchronized Multimedia Integration Language (markup for media document)
4ff Tagged Image File Format (uncompressed or losslessly compressed)

.wav Uncompressed audio format (in Microsoft Windows)

.wma, .wmv Windows Media Audio and Video respectively (compressed)
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2.1 The Alternatives and Tradeoffs of Digital Coding

Digital coding is a broad concept covering the digital coding of both analog
(continuous) waveforms and information already in digital form, such as text se-
quences or already digitized images. It can be lossless, with no degradation of the
original material when the coded representation is decoded. Codings with quality
loss, including all of the compressive codings described in this chapter, are used
because they offer much more data compression than lossless codings. MPEG-1,
for example, typically offers a compression ratio of about 15, compared with less
than two for most lossless compression. As noted in [BHASKARAN], from which
some of the concepts in this chapter are drawn, an effective overall compression
system may be a combination of a lossy compression process followed by a lossless
compression process.

Coding is conceptually done in two steps (Figure 2.1): source coding that trans-
forms the original media information into a compressed digital file or stream, and
channel coding that converts this digital information into signals appropriate for
storage media or transmission channels. For example, a video coder may use
MPEG-2 source coding and trellis-coded QAM [GHW] channel coding. A/D con-
version may be built into the source coder, and joint source/channel coding is
sometimes used to improve overall performance. A codec is a combined
coder/decoder for two-way communication.

digital
source o
analog medium gilgtgfé
sou:l'g:e roos r---- analog
medium , i .| Source Channel ! : t
—> (s > | Channel or Channel Source | i ¢ outpu
i A/D: coder coder storage medium| | decoder [ decoder_’: D/ Ars

Figure 2.1. Source and Channel Coding

Compression methods can fit mathematical models to information signals (by
estimating parameters of the model), or directly process information signals (Figure
2.2). The lossy methods of direct processing can be oriented to the time domain
(using signal samples over time), the spatial domain (using picture elements over
space at a fixed time), or the frequency domain (operating on the outputs of filters
extracting appropriate frequency bands or features, or on transform-domain coeffi-
cients). MPEG video coding uses several of these approaches.

There are many possible tradeoffs among the performance parameters of
digital coding. These parameters are coding efficiency (the compression ratio of
bits/media element after and before compressive processing), coding delay (harmful
for interactive communications but not for broadcasting), coder complexity (meas-
ured in operations/sec or better, the cost of the coding circuitry), and ultimate qual-
ity of the decoded information, which may be a subjective measure related to human
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perceptual mechanisms. Ideally, the quality loss in digital coding is incurred in
dropping information that is less perceptually important than the information that is
retained. Another criterion, for continuous media, is constant vs. variable bit rate.
Source materials such as motion pictures have a great variability in information rate
from one scene to another that can be exploited for coding efficiency. Variable bit
rate (VBR) transmission modes are used in some communication systems for more
efficient utilization of communications capacity. Still another criterion is access
flexibility — whether the compressed bit stream can be accessed and decoded at any
random point.

MODEL-FITTING SIGNAL PROCESSING-BASED
—
Lossless Lossy
— N — T~
Statistical Universal Time or spatial Frequency
model-based domain domain

‘ Filter-based Transform-based
Delta modulation %‘I‘bband Fourier
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Coding (1L.PC) F::no Lempel-Ziv DPCM (etc.) Transform (DCT)
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Figure 2.2. A classification of coding schemes (adapted from [BHASKARANY).
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Figure 2.3. Coding waveforms over time and space.

The same waveform-oriented coding schemes, such as uncompressed PCM
(Pulse-Code Modulation) described in Chapter 1, may be used for time-based and
space-based waveforms (Figure 2.3). In the first case, the source signal is a wave-
form running over time, such as a voice or video signal. In the second case, it is a
waveform running over distance, usually over picture elements in an image or video
frame. The spatial sequence can be defined for engineering convenience. It may be
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the consecutive scan lines of a video frame, a zig-zag pattern through a block of
picture samples, or something else.

Video motion compensation coding (Figure 2.4) enhances time-domain coding
by predicting the next frame in a video sequence from the present frame and knowl-
edge of the direction and speed of movement of moving objects. Only the differ-
ence between the actual and predicted next frame need be coded, requiring fewer
coding bits. MPEG video compression combines space-based coding within a
frame with prediction between frames.

Frequency-domain coding (Figure 2.5) presumes that different frequency com-
ponents of the information signal have different subjective significance, and can
therefore be coded to different resolutions. Filter-based versions decompose the
source signal into subsidiary filtered signals of roughly comparable power, while
transform-domain versions represent the source by frequency coefficients (weight-
ings). In either version, less significant components are filtered out and the retained
time samples or frequency coefficients are assigned bits in accord with their relative
perceptual importance.

In the transform-domain example of Figure 2.5, the lowest-order transform do-
main coefficient is assigned three bits (from eight quantization intervals) while the
highest-order coefficient is assigned one bit (from two quantization intervals).
Much of the compression gain of JPEG images and MPEG video comes from this
technique.

Wavelet encoding, with each wavelet filter producing a waveform which has
perceptual significance for a certain type of picture, is a promising but still not
widely used transform-domain technique described later in this chapter.
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Figure 2.4. Motion compensation coding.
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Figure 2.5. Filter-based and transform-based frequency-domain coding.

2.2 Lossless Entropy Coding

Statistical model-based lossless coding [MT] maps input symbols into code-
words according to a probabilistic model. A simple and very old example is the
Morse code, which maps the 26 symbols (A-Z) of the alphabet, plus numbers,
punctuation, and special message codes, into dot-dash codewords whose lengths are

short for the most-used letters and long for the least-used letters. An "e" is repre-
sented by a single dot, while a "q" is represented by dash-dash-dot-dash.

2.2.1 Huffman Coding

Huffman coding [BHASKARAN] is a systematic way of generating efficient
lossless codes like the Morse code. For a given set of input symbol probabilities,
which is the statistical model, it generates codeword sets to minimize expected
codeword length. The term entropy coding is used to describe this kind of modeling
and coding, reflecting an effort to squeeze a (redundant) data stream down to the
entropy (average information rate) of the source. Huffman coding is widely used in
everyday coding systems such as ITU-T Group 3 facsimile.

It works as follows, illustrated for four symbols (A,B,C.D) with probabilities
(1/2, 1/4, 1/8, and 1/8 respectively:
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1) Order symbols according to their probabilities:

A:05,B:0.25,C: 0.125, D:0.125
2) Combine the two smallest-probability symbols into a new symbol with their
combined probability, shortening the list by 1. Repeat until the list has only two
members.

A: 05 A: 05 A: 05

B: 025 B: 0.25 B+C+D:0.5

C: 0.125 C+D: 0.25

D: 0.125

3) Starting from the rightmost list, assign additional (0,1) labels at each item in the
column (or branching). Thus A and [B+C+D] are assigned "0" and "1" respectively.
For the middle list, B gets an additional "0" over what has already been assigned to
B+C+D, making its code "10", and [C+D] gets an additional "1", making its code
"11". Note that any single symbol, such as "A", is assigned a label only once. In
the leftmost column, C gets an additional "0" over what has already been assigned

to C+D, making its code "110", and D gets an additional "1", making its code "111".
A 05 A 05 A 0.5 [0]
B: 025 B: 025 [10] B+C+D:0.5 [1]
C: 0125 [110]  C+D:0.25 [11]
D:  0.125 [111]

The resulting codings can be compared with two-bit binary coding:
Huffman coded Binary fixed length coded

A 0 00
B: 10 01
C: 110 10
D: 111 11

Note, for this simple example, that the codeword lengths are exactly the nega-
tive logarithm, base 2, of the symbol probabilities. The "fixed length coded" column
is a straightforward binary coding of four symbols without regard for their prob-
abilities. A source sequence AABAABCD (typical for the assumed source prob-
abilities) would have the Huffman coding 00100010110111 (14 bits) compared with
the straightforward binary coding 0000010000011011 (16 bits).

2.2.2 Arithmetic Coding

Huffman coding individually codes each input symbol, such as an alphabetic
letter or a picture element of a particular intensity and color, according to an a-priori
assumption about symbol probabilities. This is awkward if the statistics are chang-
ing, does not take advantage of correlations among symbols, and assigns an integer
number of bits to each codeword even when the probabilities would suggest as-
signment of a fractional number of bits. Arithmetic coding is an alternative lossless
encoding method that separates the statistical modeling from the coding, and allows
combining multiple symbols into a single codable unit [dogma.net/markn/
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articles/arith/part1.htm]. This can result in a higher compression ratio.

A full discussion of arithmetic coding is beyond the scope of this book, but the
main ideas are choosing, as a codable unit, a sequence of source symbols of any
selected length, and associating the probability of the codable unit with a small
piece of the interval [0, 1) that is arrived at through an iterative algorithm. This
subinterval is closed at the left and open at the right; that is, it does not contain the
right-end end point. The subinterval is defined by end points written as binary
numbers, with their difference equal to the probability of the codable unit. The it-
erative algorithm attacks the codable unit one symbol at a time, breaking down ear-
lier subintervals into smaller and smaller ones up to the final subinterval. The
desired codeword is the shortest binary number within the final subinterval.

As a simplified example, consider the codable unit AABAABCD using the
A,B,C,D symbols and probabilities introduced above. The first step of the arithme-
tic coding algorithm is to make the following subinterval assignments for the four
symbols, where the digits to the right of the point represent presence or absence of a
particular power of two (e.g. "0.11" represents 2 + 272 = 3/4):

Iteration 0
Symbol  Probability Assigned subinterval

A: 12 [0. 0.1) (The difference 0.1 represents 2" = 1/2)

B: 1/4 [0.1  0.11) (The difference 0.01 represents 22 = 1/4)

C: 1/8 [0.11 0.111) (The difference 0.001 represents 2> = 1/8)

D: 1/8 [0.111 1.0) (The difference 0.001 represents 2 = 1/8)
Iteration 1 (First symbol A): Select [0.  0.1) to contain the next round of subintervals.
Symbol Probability Assigned subinterval

A: 1/2 [0. 0.01) (The difference 0.01 represents 2% = 1/4)

B: 1/4 [0.01 0.011) (The difference 0.001 represents 2° = 1/8)

C: 1/8 [0.011 0.0111) (The difference 0.0001 represents 2 = 1/16)

D: 1/8 [0.0111 0.1)  (The difference 0.0001 represents 2 = 1/16)

The second symbol in the codable unit, also an A, selects [0.  0.01) to contain
the next round of subintervals. The procedure for all 8 symbols in the codable unit
AABAABCD is shown in Figure 2.6. The final interval, [0.00100010110111,
0.00100010111), occupied by the final "D" can be represented by the shortest bi-
nary string, .00100010110111, expressing a number in that interval, remembering
that the right-hand boundary is not in the interval. Thus 14 bits represent the arith-
metically-coded message, compared with 14 for Huffman coding and 16 for straight
binary coding.
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Figure 2.6. Iterations in arithmetic coding of the sequence AABAABCD with symbol probabilities given
earlier.

Arithmetic coding is usually more efficient than Huffman coding, but it is not
surprising, for this particular sequence with uncorrelated symbols with probabilities
that are powers of two, that arithmetic and Huffman coding yield the same coding
efficiency. Lossless entropy coding appears in several widely-used encoding sys-
tems as we will see below.

2.2.3 FLAC (Free Lossless Audio Codec)

FLAC [flac.sourceforge.net] is an example of open-source software, available
to the public under open-source licenses. It compiles on many computing platforms,
including Linux and Windows, and defines a stream format, reference encoders and
decoders, and a command-line program for encoding and decoding files. FLAC is
lossless, and is asymmetric so that decoding is much faster and easier than encod-
ing. FLAC frames (of encoded data) are protected by a two-byte error-detecting
CRC (cyclic redundancy check code) and by a digital signature capability assuring
data integrity. The frames can be independently streamed. Metadata blocks can be
inserted for tagging or identifying the parameters of streams, such as sample rate
and number of channels.

The modest compression - perhaps 2:1 - realized in FLAC comes from exploi-
tation, through prediction, of the correlations among subsequent audio samples, and
from exploiting channel correlations, e.g. between left and right stereo channels.
The main prediction methods used to model the submitted audio signal are fixed
linear prediction and FIR (finite impulse response) linear prediction. The former
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uses one out of a class of fixed linear predictors, such as "shorten” [svr-
www.eng.cam.ac.uk/reports/ajr/TR156/tr156.html], which are computationally effi-
cient and may be extended in FLAC. Shorten, which can also do lossy compression
(for greater compression gain), uses a simple predictive model of the waveform
followed by Huffman coding of the residual signal, while FLAC uses an alternative
{but related) Golomb-Rice code [PD]. FIR prediction uses up to 32nd order pre-
dictors, with coefficients derived from the signal autocorrelation coefficients and
quantized before computing the residual signal. The quantization precision can vary
from subframe to subframe, depending on the block size (number of samples in a
block to be encoded, ranging from 16 to 65,535) and the dynamic range of the sub-
mitted signal.

The steps of FLAC encoding are blocking (taking a blocksize of samples from
each channel), interchannel decorrelation (for stereo, convert left and right channels
to average and left-right difference signals), prediction (of future samples, and gen-
eration of the residual signal as the difference between the actual signal and the pre-
diction), and residual coding. Much of this is analogous to the video compensation
coding of Figure 2.4.

FLAC is just one of many audio encoders available from developers and user
groups. Others referenced [flac.sourceforge.net/comparison.html] in a comparison
made by the FLAC developers include Shorten, WavPack, Monkey's Audio, Ogg
Squish, Bonk, La, optimFROG, LPAC, RKAU, Kexis, WaveZIP, and Pegasus-SPS.

2.3 The TIFF, AIFF, and WAV File Formats

The exchange of audio and image files among different computing environ-
ments, where even definitions of digital words may differ, requires a very carefully
designed file format. TIFF (Tag Image File Format), AIFF (Audio Interchange File
Format) and WAV (Windows Audio/Video) are all widely used, for uncompressed
or minimally compressed files. Only TIFF is described in any detail here.

TIFF is a superset of existing graphics or image file formats as described in
[LINDLEY, MURRAY]. It supports six non-lossy compression types and is the
format used in digital photography and other applications for images that can be
exactly reproduced, for editing and other purposes, with no degradation. TIFF is
extensible and feature-rich, making it very useful but also somewhat complicated
and confusing [MURRAY].

The TIFF data structure (Figure 2.7) consists of an Image File Header (IFH), an
Image File Directory (IFD), and a 12-byte Directory Entry (DE) or field. The IFH
always comes first and contains eight bytes of information. Its first two-byte field
specifies the byte ordering used when the file was created, so that different com-
puting platforms using different byte ordering conventions, such as PC and Macin-
tosh processors, can all read the image data correctly. A computer reading a TIFF
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file takes the appropriate steps to reverse data words if necessary. The next two
bytes in the IFH represent a fixed identifier of the current TIFF version. The final
four-byte field in the IFH states the offset in bytes from the beginning of the TIFF
file to the beginning of the IFD. A TIFF file may contain more than one IFD, each
corresponding to a different image, although TIFF readers may not be able to cope
with more than one.

Each IFD first states the count of directory entries (fields). Each directory entry
in the IFD conveys some characteristic of the pixel raster of the image represented
by the IFD. The tag at the beginning of each directory entry is an identifying num-
ber for a particular characteristic.

IFH (8 bytes) IFD (Image File Directory) >

offset ‘ I 12 bytes 12 bytes l 12 bytes .

Byte Offset ) / Direct. entry 1 irect. entry 2 Direct. entry N O}fset
order | count Directory Offse
entry count Value offset (or pointer if to next
Version Tag larger than 4 bytes) IFD

Type Length

Figure 2.7. The TIFF file format.

The tag within a directory entry comes from different categories such as basic
(e.g. color/photometric assumptions, dimensions, compression, samples/pixel), in-
formation (creator, date, name, hosting computer), and document-related (name,
page, position). The type defines the integer format (e.g. ASCII code or 32-bit un-
signed integer). The length states the number of items of the designated data type,
in multiples of the data type. The value offset states the number of bytes from the
beginning of the directory entry to the beginning position of the actual data (which
could, for example, be an integer expressing bits/sample or designating a compres-
sion method). If the length of the data is equivalent to four bytes or less, the actual
data, rather than an offset measure, is stored in the value offset slot. The actual
picture data appears after the IFD, grouped into strips, corresponding to scan rows,
only one of which needs to be stored at a time in a TIFF reader.

Although the TIFF file description format can be extended to include lossy
compression standards such as JPEG, data compression as defined in TIFF is re-
stricted to six non-lossy compression types, designated by the type value in a direc-
tory entry with a Compression tag. The values and types are: (1) No compression;
(2) CCITT Group 3 one-dimensional modified Huffman run-length encoding; (3)
Facsimile compatible CCITT Group 3; (4) Facsimile compatible CCITT Group 4;
(5) LZW (Lempel-Ziv and Welch); (32,773) PackBits (Macintosh).

TIFF conformant classes are subsets of the full TIFF coding, requiring only a
limited number of tags, to support specific application needs. TIFF B, G, P, and R
respectively describe one-bit-per-pixel (two-level) images; gray-scale images; pal-
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ette-color images; and RGB full-color images. For example, TIFF R requires the
following tags:

NewSubfileType ImageWidth  ImageLength  RowsPerStrip StripOffsets
StripByteCounts XResolution =~ YResolution = ResolutionUnit Samples/pixel=3
BitsPerSample =8, 8, and 8 PlanarConfiguration = 1 or 2

Compression=1or 5 Photometriclnterpretation = 2

A library of TIFF functions supports the various classes. These helper func-
tions ease reading and writing TIFF files, hiding some of the complexity of the file
format from programmers and users. For example, the TIFF.C program provides
basic TIFF file access functions for reading and writing TIFF files. In summary,
TIFF is a mechanism for describing and transferring lossless-encoded image files.

WAV (WAVeform data) is essentially a proprietary mulitimedia file format, for
uncompressed media, designed by Microsoft for use with the Windows user inter-
face [MURRAY]. It is also known as Microsoft RIFF (Resource Interchange File
Format). Although both TIFF and WAV are data structures accompanying a media
file (formed from tags in TIFF and so called "chunks" in WAYV), the data structures
are different and incompatible. File names with a .wav extension are usually audio;
.avi files are the equivalent for audio/visual interleaved data.

A WAV file has three information chunks: the 12-byte RIFF chunk that actual
reads "RIFF (total length of package) WAVE"; a 24-byte Format chunk beginning
with "FMT " and identifying parameters such as monaural/stereo, sample rate,
bytes per second and bits per sample; and a Data chunk beginning with the charac-
ters "DATA" and a four-byte statement of the data length, followed by the wave-
form samples [www.niagarac.on.ca/courses/comp630/Wav
FileFormat.html]. WAV is a relatively simple and straightforward file format for
sampled media waveforms.

ATFF (Audio Interchange File Format), devised by Apple computer, is similarly
oriented to the exchange of uncompressed waveform data. It relies on the Elec-
tronic Arts (a company name) IFF, publicly released, which is backward-compatible
and extensible [www.borg.com/~jglatt/tech/abouttiff.htm].

An AIFF file contains several different chunk types of which two are required
(if there is indeed waveform data): an 18-byte COMMON chunk, beginning with
"COMM" characters, that identifies parameters such as sample rate, bits/sample, and
number of audio channels; and a Sound Data chunk, beginning with "SSND" and
chunk size and offset parameters followed by the waveform samples (or "sample
points" as they are called). Multichannel sound is stored in an AIFF file by inter-
leaving sample points from the channels, e.g. L(1), R(1), L(2), R(2) for a left-right
stereo waveform pair. Sample points at the same time (e.g. L(1) and R(1)) consti-
tute a sample frame. Like WAV, but more extensible, AIFF is a simple file format
for sampled audio waveforms.
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The highly compressive coding formats described in the following sections do
not, unlike TIFF, WAV and AIFF, allow perfect waveform recovery. The degrada-
tion is, fortunately, acceptable in return for the large compression gains.

2.4 Facsimile Compressive Coding

The compression algorithms used in facsimile machines make possible the transmis-
sion through a telephone circuit of a bit map of a page of text, diagrams, pictures,
etc. in a fraction of a second. The worldwide interoperability of facsimile is due to
widely recognized ITU (International Telecommunications Union) standards. Some
of the compression formats are used in other contexts also, such as the TIFF image
format that is often used in image processing devices and software. We will con-
sider specifically CCITT T.4 (Group 3) and T.6 (Group 4) standards, following the
in-depth treatment of image files by Murray and van Ryper [MURRAY]. Group 3,
in one-dimensional and two-dimensional versions, and Group 4, which is only a
two-dimensional system, achieve compression ratios of roughly 7:1 and 15:1 re-
spectively. However, photographic images typically compress by no more than a
factor of three.

The standards specify algorithms for bi-level, black and white images, that is,
images in which pixels are represented by one bit of information, although some of
the techniques can be used for color images also. Group 4's higher compression
ratio comes at the cost of a more complex coding operation. Both standards use
fixed parameters and do not adapt to the material being coded.

The one-dimensional Group 3 "run length" encoding scheme applies the Huff-
man coding technique of Section 2.2. A linear scan line produces a long sequence
of pixels in which runs of black dots (ones) or white dots (zeros) are evident (Figure
2.8). The encoder measure the length of each run and generates a binary word de-
scribing the length and color (black or white) of the run. Compression is achieved
because this word is normally much shorter than the length of the run. For example,
the length (13) of the run 0000000000000 can be represented by the binary code-
word 1101, and its color by one additional bit.

Figure 2.8. A facsimile scan line with several runs of black pixels and white pixels.

Because run lengths are not uniformly distributed, the Group 3 standard defines
"makeup" and "terminating” codewords whose lengths are inversely related to the
probably of occurrence of each run in a certain class of runs, i.e. are (approximately)
Huffman coded. Pixel runs of length 0 to 63 are coded into a terminating codeword,
runs of length 64 to 2623 into a makeup codeword and a terminating codeword, and
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runs of length greater than 2623 into a concatenation of several makeup codewords
and one terminating codeword. Among the examples given by [MURRAY], a run
of 100 white spaces is represented by 13 bits consisting of 11011(makeup) and
00010101 (terminating).

Additional special codewords are defined for synchronization, flagging the be-
ginning of a line (EOL), and marking the end of a message (RTC).

2.5 Transform-Domain Coding: The Discrete Cosine Transform (DCT)

As mentioned earlier, transform-domain coding of a time waveform transforms
a frame of time samples of an information signal into transform domain coefficients
that may be assigned bits to different resolutions according to perceptual signifi-
cance. Transform-domain coefficients are actually the weights assigned to basis
functions, such as the sinusoids described in Chapter 1, that when combined equal
the original time or space waveform. Several sets of orthogonal (uncorrelated) basis
functions, defined on a fixed time interval, are candidates for the transformation
operation.

The KL (Karhunen-Loeve) transform utilizes a set of basis functions {fi(t),
k=0,...,K-1} that derive from the covariance matrix of the random process that is
presumed to generate the source signal [BHASKARAN]. These "eigenfunctions"
are already ordered by energy significance (the "eigenvalues") so that the KL basis
is ideal, roughly assuming that energy expresses perceptual significance. Unfortu-
nately, both processing requirements and the changing statistics of typical source
signals make it less effective than some of the alternatives.

Several transforms presume sinusoidal basis functions. In one dimension, the
transform is carried out on a block of N data values. The DFT (discrete Fourier
transform) is

k=N-1
X(n) =Y x exp(-i2nnk/N), 1n=0,...,N-1, @.1)
k=0

where "exp" denotes taking "e", the basis of natural logarithms, to some power.

With its FFT (fast Fourier transform) implementations, the DFT could be used
to generate transform domain coefficients X(n) which would seem to be appropriate
for audio and video coding. However, the characteristics of typical video signals
make it more attractive to use another, closely related sinusoidal transform, the DCT
(discrete cosine transform).

The designers of spatial compression algorithms used in standards such as
JPEG for pictures and MPEG for video opted for a cosine transform, which repre-
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sents even functions, rather than either a sine transform, which represents odd func-
tions, or a full DFT. Since one of the basis functions in the cosine set is a constant
level, the cosine transform has the virtue of representing a constant signal waveform
(a common occurrence) with a single transform-domain coefficient. A sine trans-
form would require many coefficients. More generally, pixels in an image have
strong correlations with neighboring pixels, i.e., picture content often does not
change rapidly. Such strong spatial correlation makes the DCT close to the ideal
Karhunen-Loeve transform. It does a very good job, for most pictures, of concen-
trating energy into a relatively small number of low-order coefficients. The appli-
cation of the DCT to JPEG and MPEG coding is described in later sections.

For simplicity, the example of Figure 2.9 illustrates a sampled one-dimensional
spatial waveform rather than the two-dimensional pixel map actually transformed in
JPEG and MPEG.

(a) Waveform p(x) and sample group

I
1P,
I

1
qQ distance in picture
|
1

(b) Wavq[form that would be reproduced from cosine coefficients
I

Figure 2.9. Samples of a spatial waveform taken for the DCT.

A fixed-length sequence of eight samples pq, py, ..., P7, at intervals small
enough to satisfy the sampling theorem, is taken as input to the transform. If the
resulting cosine coefficients were used to reproduce a spatial waveform with a D/A
conversion, it would be the even function shown in Figure 2.9b, but the extra left-
hand side does not matter since we use only the samples in the selected (right-hand
side) spatial interval.  Mathematically, the N-point one-dimensional DCT is
equivalent to (1) extending the original N samples to 2N points by symmetrical ex-
tension around 0, (2) shifting the origin by % and (3) taking a 2N-point DFT on the
extended sequence.

To begin the description of the DCT, consider a one-dimensional DCT on a se-
quence of N=8 samples {p,, n=0,1,...,7} as is typical for picture samples. Here p,
represents p(n+1/2), where the argument is a time instant within the interval (0,8) as
shown in Figure 2.9. The DCT yields the cosine coefficients

n=7
Pk) =[c/2] X pa cos[(nt+0.5)kn /8], k=0,1,...,7, 2.2)
n=0
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where ¢,= 1/sqrt(2) if k=0 and 1 otherwise. The inverse cosine transform, yielding
the picture samples, is

k=7
Pa=[1/2] T ¢ P(K) cos[k(n+0.5)r /8], n=0,1,...,7. (2.3)
-0

For example, if the set {p,} is a constant (flat) value for all n, then only
P(0)=2sqrt(2) is nonzero. Similarly, if {p, = cos[(n+0.5)r /8]}, then only P(1)=2 is
nonzero.

For images, we are, of course, interested in transform-domain representations of
two-dimensional, not one dimensional, functions. It can easily be shown [MT] that
the two-dimensional discrete cosine transform is the product of the two one-
dimensional transforms in the horizontal and vertical directions, so that the forward
and inverse transforms are

n=7 m=7
P(k,p) = [cic, /4] 2 2 Pom cos[(n+0.5)kn /8] cos[(m+0.5)ur /8] 2.4
n=0 m=0
k=7 p=7
Pam= = X [cic, /4] P(k,p) cos[(n+0.5)kn /8]cos[(m+0.5)um /8], n,m=0,...,7
k=0 p=0 (2.5)

where ¢, and c, are defined as before. The white-black pixel patterns corresponding
respectively to only P(0,0) being nonzero and only P(7,7) being nonzero are illus-
trated in Figure 2.10.



Digital Coding of Audio and Video 67

Figure 2.10. Pixel patterns producing DCT coefficients with (a) only P(0,0) nonzero, and (b) only P(7,7)
nonzero.

Fast algorithms exist for making these computations, which are done for coding
and decoding each 8x8 block, and a good algorithm for doing both the DCT and
quantization demands only 54 multiplications and 468 additions and shifts
[MITCHELL, FEIG]. With source data of 8 bits precision, 12 bit transform-domain
coefficients result from (2.5) [MITCHELL]. These are the numbers presented to the
quantizer which sets the precision.

The quantization of a particular DCT coefficient depends first of all on the
number of bits B (and hence the number of quantization intervals 2°) allocated to
that coefficient, and once that is determined, follows different models for intra-
picture and inter-picture coding, as we will describe later.

2.6 Transform Domain Coding: Wavelet Decomposition

Earlier sections have indicated a very high reliance, in many compressive cod-
ing systems, on Fourier (frequency) decomposition of a picture, or parts of a picture,
in order to selectively emphasize certain frequency components. This has not pre-
cluded efforts to find alternative decompositions that may offer high compression
and perform better in search and retrieval applications.

Wavelet compression [GRAPS, FRAUNHOFER, VILLASENOR, VETTERLI-
KOVACEVIC] is one promising alternative. The basis functions for representing
an image are not sines and cosines of harmonic frequencies, as in Fourier analysis,
but rather various dilations (stretching out into a larger interval or squeezing into a
smaller interval) of a "mother" wavelet. This mother (analyzing) wavelet is a finite-
length, zero-mean waveform. Scaled into a very short interval, it does detailed time
analysis (for high-frequency events) and is much more effective than (infinite-
length) sinusoids at representing sharp transitions in an image. Scaled into long
intervals, it does detailed frequency analysis. The wavelet representation facilitates
picking out just a portion of a picture for analysis, has lower mean-squared error in
lower-rate coding applications, and permits extraction of images at varying resolu-
tions. Many different wavelet shapes are possible, another difference from Fourier
basis functions which are restricted to one shape, the sine wave.
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If ®(x) is the analyzing wavelet then the wavelet basis functions (of identical
energy) over the argument x are defined as

2 927 xK), (2.6)

D x(x) =2
where s (a power of 2) defines the spread of the wavelet and the integer k defines its
location. Digital processing uses a discrete-argument version of this basis set. Fig-
ure 2.11 shows a few of the classical Haar single-dimensional wavelet basis func-
tions {®,,(x)} at different dilations for zero shift (k=0). An additional scaling
Sfunction 8g0(x), used in the decomposition process, is also shown. In any adjacent
pair of intervals a signal constant over each interval can be expressed as the sum of
a 0 operation and a @ operation. For the example of adjacent intervals (0, 2) and (2,
4), the piecewise-constant approximation of the signal is the sum of 6,4 with am-
plitude equal to the average (half the sum) of the two signal values, called the refer-
ence, and ©, with amplitude equal to half the difference of the two signal values,
called the detail, as illustrated in figure 2.12. A continuous signal can be approxi-
mated to any fineness by including smaller and smaller intervals in this analysis.
This is the essence of wavelet decomposition.

Do nfx) | ) X N l X
0 | ! 0 1
D1 af x]—'
0 ' ' 2
D a(x)f ] )
0 ' I'4
Figure 2.11. Several one-dimensional basis functions derived from the Haar analyzing wavelet. Note
that q)o‘o(x) = (D(X)

2

reference

f(x) 1.5
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detail
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Figure 2.12. Representing a piecewise-constant approximation f(x) of a signal, in two adjacent intervals,
with reference and detail signals.

The transform domain coefficients (amplitudes of the reference and detail func-
tions) are generated by integrating the 8 and ® wavelet basis functions, at different
dilations, with the original signal. This is equivalently realized by successive fil-
tering operations that hierarchically decompose an information signal into succes-
sively lower resolution reference signals and associated detail signals. The
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reference signals are, for picture compression, effectively "thumbnail" decimated
versions of an original picture. For most pictures, after several iterations, the tiny
thumbnail reference has few pixels and thus little information to send, and the detail
pictures, although covering almost the entire original pixel map, are sparse and also
have little total information to send.

The reference signal samples (pixels for picture analysis) at each level of the
hierarchy can be reconstructed from the reference and detail signal samples at the
next lower level. The reference and detail signal samples are coded (with differing
resolutions) into bits that collectively represent the original information signal.
Note that wavelet decomposition, just as the DCT, is for intraframe coding only.

Following [VILLASENOR], and considering one-dimensional filtering for
simplicity, we describe a multilevel discrete wavelet transform coding as a tree of
pairwise filter banks (Figure 2.13) producing successively lower resolution refer-
ence signals r;(n) and detail signals dj(n). The conclusion of the coding procedure,
and reconstruction to recover the input signal, are shown in Figure 2.14. In these
figures, the analysis filters hy(n) and hi(n) are a low-pass (averaging) and a high-
pass (differencing) filter respectively. Note that they will not necessarily implement
Haar wavelets. The outputs of these filters are decimated by discarding every other
sample, so that the two output streams r;(n) and di(n) have a total number of samples
exactly equal to that of the input stream r;;(n). After L levels in the tree, each of
which does a factor of two decimation (keeping every other sample) of the reference
signal, the reference signal r(n) has a resolution reduced by a factor of 22" with
respect to the input signal f(n).

The reconstruction (decoding) at any level is via an interpolation (doubling the
number of samples) in each output stream and applying these augmented streams to
low-pass and high-pass synthesis filters go(n) and g;(n) respectively. If the system
is designed for perfect reconstruction, the sum of the output signals from the synthe-
sis filters will be the same as the original input signal 11,(n), except for a scaling
factor and a delay. Thus the reference and detail signals at any level in the tree are
sufficient for reconstruction of the reference signal at the next higher level. There
are additional considerations of "regularity™ for the filters that are beyond the scope
of this book.

Figure 2.13. Wavelet coding tree of successive low- and high-band filter pairs (shown for one-
dimensional filtering). "/2" indicates decimation by a factor of two.
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Figure 2.14. Analysis and synthesis filters at each stage of the tree of Fig. 2.13. "x2" indicates interpo-
lation by a factor of two.

These concepts may be more easily understood, especially with regard to pic-
ture coding, from a simple two-dimensional example [STONE]. Assume an original
4x4 picture such as the simple black-and-white image of Figure 2.15. The Haar
wavelet to be used in the decomposition is shown in Table 2.2, represented, in two
dimensions, by a 2x2 lowpass filter, a 2x2 filter which is highpass horizontally and
lowpass vertically, a 2x2 filter which is lowpass horizontally and highpass verti-
cally, and a 2x2 filter which is highpass horizontally and highpass vertically.
"Lowpass" means the filter averages pixels, while "highpass" means it takes differ-
ences between pixels.

Black: pixel luminance 0
White: pixel luminance 1.0

Figure 2.15. A 4x4 picture to be decomposed by wavelet processing.

TABLE 2.2. The four two-dimensional Haar filters used for low- and high-pass filtering of groups of
picture elements. These short wavelet filters are limited to two elements in each direction.

Low horiz, low vert high horiz, low vert low horiz, high vert high horiz, high vert
1 1 1 -1 1 1 1 -1
11 1 -1 -1 -1 -1 01

Let the 4x4 picture pixel matrix (e.g. Figure 2.15) be denoted

a1 212313 A14

A= a1 Az A3 A (27)
a3| a3z A33 d34
Q41 242 A43 Q44
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The two-dimensional low horizontal, low vertical filtering operation on A can be

shown to be the transformation
10
ajrtaptagtan  aptatastay

10
0011 A 0 1 = agtaptantap aptagtastaw = R (28)
01

in which the terms of the 2x2 matrix on the right are seen to be the averages of four
squares of four pixels each. The 2x2 matrix R is exactly r; of Figure 2.1, the factor-
of-two (in each dimension) decimated version of the original 4x4 picture that the
first-iteration reference signal is defined to be.

The filtering corresponding to low horizontal, high vertical operation is:

1-1 00

1

1 aytapn-ax-2  aptas-as-axy
001-1 A 0

0

= agtap-a4-ap  aptag-ags-as  =Dp 2.9)

_— O

We see adjacent pixel values added (averaged) in the horizontal direction and sub-
tracted (taking the derivative) in the vertical direction, as specified by the third Haar
filter of Table 2.2. Similarly, the high horizontal, low vertical operation, the second
Haar filter of Table 2.2, yields the detail signal

aj-aptan-ay  a;-aigtazs-ax
= ay-aptas-d49 ap-aytag-ays =Dy (2-10)

—_— O O

and the high horizontal, high vertical operation, corresponding to the fourth Haar
filter of Table 2.2, yields the detail signal

1-1 00

1
-1
00-11 A 0
0

0

0 ay-ap-ay Tz ap-aps-ayta

I = ayap-agtay ap-ayapgtay =D 2.11)
-1

Remembering that each term is itself a 2x2 matrix, the first-iteration wavelet

decomposition thus yields the 4x4 matrix
R Dp
Du Dy (2.12)

For the pixel values shown in Figure 2.15, this is the picture shown in Figure
2.16. The reference picture, R, decimated by two in each dimension, has 1/4 the
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number of samples of the original picture. We do not pursue any further here the
important question of allocation of bits to the reference and detail segments. The
next iteration of wavelet decomposition would result in a 16-tiled picture in which
the upper left tile, 1/16 the size of the original picture, would represents the refer-
ence signal.

Figure 2.16. Reference and detail segments after the first iteration of wavelet decomposition of the pic-
ture of Figure 2.13. Values are not normalized.

Wavelet transform coding, realizing compression through selective quantization
of the coefficients generated at different stages of decomposition, is just beginning
to have commercial significance, particularly in the new JPEG 2000 described in
Section 2.8.

2.7 JPEG Still Image Coding

Compressive coding of images is a necessity for the immense number of photo-
graphic and graphic images that appear on Web pages and are exchanged through
the Internet. Web-based photographic processors, accepting large uploads of digital
image files from customers, are among the more successful businesses focused ex-
clusively on transactions through the Internet. This new area of economic activity
would not be possible were it not for the large compression gains achieved through
the now universally accepted JPEG (Joint Photographic Experts Group) standard
[www jpeg.org, www.ics.uci.edu/~duke/video_standards.htmi, LINDLEY,
ISOIMAGE].

There was, however, another standard that for a while was prominent and is
still used for simple graphics. The GIF (Generalized Interchange Format) is a pro-
prietary format that uses a lossless compression, the LZW (Lempel-Ziv-Welch)
technique [GSW]. LZW coding recognizes repeated patterns in an information se-
quence as it is being presented and encodes them with abbreviated aliases to reduce
the quantity of transferred data. GIF coding is defined for a maximum pixel depth
of 8, corresponding to 256 colors. GIF compression, like that of Huffman and
arithmetic coding, is modest.
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Because of the limited color depth and compression, GIF coding is most appro-
priate for small images such as thumbnail icons. Furthermore, even low-level noise
in images can interfere with this algorithm's ability to recognize repeated patterns.
For most image transfers in Internet applications, GIF has been superceded by
JPEG.

The JPEG standard was created by the Joint Photographic Experts Group, a
body established jointly by the ISO (International Standards Organization) and
CCITT (now ITU-T). It concerns lossy compression of continuous-tone image data
of 6-24 bits pixel depth, performed with reasonable speed and efficiency. It does
not have its own file format but several file formats, including TIFF, accept it. It
accepts images of up to 65,535 lines and up to 65,535 pixels per line.

JPEG exploits the fact that human beings are more sensitive to intensity than to
color variations. It can typically achieve 20:1 compression. Very good quality is
obtainable with compression to roughly 1.5 bits/pixel, so that a color photograph
from a 3 Megapixel digital camera is represented by a JPEG file of about 600K
bytes rather than an uncompressed (e.g. TIFF) file of up to 9M bytes (24 bits/pixel).
Further compression is possible by reducing the number of pixels in the image, low-
ering resolution and file size. Figure 2.17 illustrates a photograph at two very high
compressions, still useful at 37K Bytes.

Figure 2.17. A photo compressed to 37KBytes and 2KBytes respectively.

Four different JPEG modes, or types of encodings, are embraced by the JPEG
standard [www.ics.uci.edu/~duke/video standards.html]:
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1) Sequential DCT-based: 8x8 sample blocks are DCT-transformed and the resulting coefficients are
quantized and entropy-encoded, using either Huffman or arithmetic coding.

2) Progressive DCT-based: Multiple scans of the image are made, with each containing a partially en-
coded version of the image consisting of a subset of the frequency-domain DCT coefficients. These can
be transmitted at different quantization resolutions. A series of increasingly higher resolution images are
realized by successively adding the information contained in the partial encodings. A rough image corre-
sponding to the lowest-frequency subset can be sent quickly through a transmission channel of limited
capacity. This is a form of frequency scalability.

3) Lossless: The image is exactly reproduced by the decoder. The encoder codes the differences between
predicted and actual samples, a form of two-dimensional DPCM differential pulse-code modulation).
This is very different from the DCT-based coding of the other modes. The difference values are Huffman
or arithmetic encoded. The compression ratio is typically 2:1, much less than that of the other modes.

4) Hierarchical. An image is progressively subsampled, usually by a factor of two in each dimension at
each step, into a series of lower-resolution frames. The lowest-resolution subsampled image is DCT
encoded to form the base layer. The next higher resolution frame is predicted by interpolating between
pixels of the lowest resolution layer and the differences between this predicted frame and the actual one is
encoded, resulting in the first enhancement layer. This continues until all layers are coded. An encoded
stream can be decoded at different resolutions, depending on how many enhancement layers (in addition
to the base layer) are used by the decoder. This is a form of spatial scalability.

This section describes the first (sequential) mode only. Figure 2.18 shows the
initial operations of baseline JPEG. Image data in the form of a pixel raster, with
three digital values representing the colors of each pixel, is presented to a color
transformer. This unit, as in ordinary television, transforms each triplet into a lumi-
nance-chrominanceA-chromanceB triplet, e.g. YUV or YC,C, [SPECTRUM]. Be-
cause humans need less resolution for colors than for intensity, the chrominance
components can be downsampled, for which the two usual choices are 2:1 horizon-
tal, 1:1 vertical (2H1V or 4:2:2), as illustrated in Figure 2.16, or 2:1 horiz, 2:1 vert
(2H2V or 4:2:0). These are commonly used in television and video coding contexts.
4:2:2 is often used in NTSC television, but results in less JPEG compression than
4:2:0.
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Figure 2.18. Preparatory processing for baseline JPEG compression.
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The picture is segmented into pixel blocks separately applied to the DCT. Note
in Figure 2.16 that the fully sampled luminance raster and the subsampled color
rasters are all segmented into 8x8 pixel blocks, but that the chrominance subsam-
pling results in these blocks not containing exactly the same pixels.

The outputs from Figure 2.18 are applied to the DCT processing shown in Fig-
ure 2.17. The DCT is performed on each 8x8 block (luminance, first chrominance,
and second chrominance) of pixel values. The next block scales each (spatial) fre-
quency-domain coefficient X, ,, dividing it by a factor D, obtained by using or
modifying a default ISO table. Larger scaling factors imply a coarser quantization
of the frequency-domain coefficient, implying dedication of fewer bits to represen-
tation of that coefficient.
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Figure 2.19. DCT and subsequent processing for JPEG compression.

Next comes quantization, performed uniformly on the scaled coefficients, fol-
lowed by Huffman or arithmetic coding of the sequence of digital words produced
by the quantizer. Scanning of the coefficients is on the diagonal pattern shown in
Figure 2.20, which usually leads to long runs of zero coefficients and inmiproved
compression. This coded information, plus the scaling coefficients which the de-
coder will need, together constitute the compressed image data.
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Figure 2.20. Diagonal scanning pattern for quantized DCT coefficients.

The single DC coefficient among the 64 frequency-domain coefficients pro-
duced by the DCT may be entropy coded separately from the remaining (AC) coef-
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ficients. Since adjacent 8x8 pixel blocks have similar average values, coding the
differences of DC coefficients of adjacent blocks can yield a compression gain.

The decoder is not shown here but it reverses these procedures, using the in-
verse DCT, to recover an approximation of the original 8x8 pixel blocks.

Data interleaving is supported by the JPEG standard in order to reduce proc-
essing delays or buffer capacities. An MCU (minimum-coded unit) is defined in the
standard, containing one or more data units, each data unit being an 8x8 block of
picture samples of one of the components. For scans with multiple components, as
with the three picture components of Figure 2.16, the MCU interleaves three data
units.

Various extensions of JPEG are specified in addition to the four modes de-
scribed at the beginning of this section. One such extension is a hierarchical storage
system producing decimated n/2 x n/2, n/4 x n/4, etc. pixel maps from the original
nxn picture size. A second extension is variable quantization, with quantization
coefficients changing from block to block within a single picture. Other extensions
are selective refinement yielding better or worse resolution in a part of a frame, and
image tiling. Image tiling partitions an image into sections which may or may not
be of equal size. Pyramidal tiling partitions each tile into smaller tiles which may
use different resolution levels.

JPEG has become the standard of choice for images imbedded in HTML (Hy-
pertext Markup Language) pages on the World Wide Web, and JPEG images are
part of the MIME (Multimode Internet Mail Extensions) standard. But there is a
possibility that it will eventually be made obsolete by a newer image compression
system, JPEG2000.

2.8 JPEG 2000 Still Image Coding

A new, higher-performance image coding system has been standardized by the
Joint Pictures Expert Group. The ITU recommendation [JPEG2000] "defines a set
of lossless (bit-preserving) and lossy compression methods for coding continuous-
tone, bi-level, grey-scale or color digital still images", specifically the decoding pro-
cesses, the codestream syntax, the file format, and guidance on encoding processes
and implementation. This potential successor to the JPEG system described in the
previous section uses wavelet-transform encoding (Section 2.6) rather than the
DCT. Exploiting the properties of wavelet encoding, it goes beyond the JPEG sys-
tem by "allow(ing) great flexibility, not only for the compression of images, but also
for the access into the compressed data". This facilitates locating and separating
data (without decoding) for various purposes, including "extract(ing) data from the
compressed codestream to form a reconstructed image wih lower resolution or
lower bit-rate, or regions of the original images .... allow(ing) the matching of a
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codestream to the transmission channel, storage device, or display device, regardless
of the size, number of components, and sample precision of the original image".

The image to be coded may be broken into rectangular tiles, suggested in Fig-
ure 2.21. These tiles are larger than the DCT pixel blocks of JPEG encoding and
represent an object-level decomposition for image components.

Each tile may consist of several component bit maps, e.g. representing different
colors. Each tile component is independently coded using wavelet transform de-
composition , and each stage of the wavelet decomposition provides coefficients
representing half the horizontal and vertical spatial resolution of the previous stage.
Images with lower resolution than the original are recovered by decoding as many
of the reduced-image coefficients as are needed. Images are compressed because
"the information content tends to be concentrated in just a few coefficients", on
which bits are lavished, and "additional processing by the [lossless] entropy coder
reduces the number of bits required to represent these quantized coefficients ...".
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Figure 2.21. Tiling and wavelet-transform encoding of an image.

Figure 2.22 illustrates the entire JPEG2000 encoding system, operating on one
tile component at a time. Each tile component is wavelet transform coded through
several decomposition stages.
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Figure 2.22. JPEG2000 encoding system.
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At any stage of the decomposition, a sub-picture of that stage is represented by
a sub-band of (spatial) frequencies and thus a set of frequency coefficients. These
are quantized (which is where part of the wavelet-coding compression in done) and
formed into code blocks, which are rectangular arrays of spatial frequency coeffi-
cients. Each coefficient represents a black-and-white "bit plane” that is then en-
tropy-coded in three passes, or "layers", realizing a second stage of compression.
The (compressed) component bit-stream units thus generated from the code blocks
of all the sub-pictures are layered and packetized, where a given packet "is a par-
ticular partition of one layer of one decomposition level of one tile component."
Packets relating to a particular tile are grouped as a "tile part” with its own header
describing the "mechanisms and coding styles that are needed to locate, extract,
decode, and reconstruct every tile component". A main header at the beginning of
the codestream provides optional file format information about the original image as
well as the coding mechanisms.

Will JPEG2000 replace JPEG? One potential obstacle for JPEG-2000 is its
significantly increased complexity compared to JPEG, hindering its early use in
devices such as cameras and other handhelds. Although efficient hardware imple-
mentation has been pursued recently, it will add some cost.

2.9 Compressive Video Coding

Compressive video coding with much higher compression ratios than coding a
succession of still images has been realized in several international standards appro-
priate for different applications. These applications include Internet-based media
streaming (Chapter 5) including video on demand, and Internet, cable, and over-the-
air digital television broadcasting (Section 2.10.7).

The video (and audio) compression standards, a number of which are listed in
Table 2.3, have much in common with each other and with still image coding, but
add many new elements including the combination of spatial and temporal coding
and the coordination of audio and video for synchronized presentation. This section
introduces those standards, with more detailed descriptions of some of them in sub-
sequent sections.
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TABLE 2.3. Compressed video standards (not a comprehensive list)

Name Application Rates (typ.) Raster
Motion JPEG Camcorders, simple editing systems ~ 30Mbps (various)
Digital Video (DV) Camcorders, simple editing systems  25Mbps 720x480
H.261 Interactive video for ISDN 64Kbps

H.263 Interactive video on packet networks 64-384Kbps

MPEG-1 VCR-quality streaming video Up tol.5Mbps  352x240
MPEG-2 Broadcast-quality streaming video 4-15Mbps 704x480
MPEG-4 (incl. H.26L) Video from/to low-rate devices 32Kbps-

HDTV High-definition television 20Mbps 1920x1080

In addition to these compression standards, each including several different al-
lowable formats, there are related standards such as MPEG-7 for search and re-
trieval of video in multimedia databases, and MPEG-21 for intellectual property
rights management and media adaptation for pervasive media devices. Some stan-
dard picture formats are listed in Table 2.4, where "CIF" refers to common interme-
diate format. MPEG uses CIF and larger pixel maps.

TABLE 2.4. Standard image sizes (in pixels) [ELZARKI] for color pictures.
Picture format Luminance pixel map (HxV) Uncompressed bit rate at 30fps

SQCIF 128x96 4.4Mbps
QCIF 176X144 9.1Mbps
CIF 1352x288 36.5Mbps
4CIF 704x576 146Mbps
16CIF 1408x1152 584Mbps

2.9.1 Motion JPEG and Digital Video

Although JPEG was intended for still images and is usually used for still im-
ages, "motion JPEG" (Figure 2.23) is a simple way to realize motion video. It is
simply JPEG coding of successive frames (or fields). The compression ratio is
much less than that of video coders that include interframe coding, but it is easy to
realize with existing JPEG coders and has the advantage that each frame is complete
in itself, simplifying editing, storage, and reverse play. The data rate is determined
by the JPEG quality and the frame rate. As an example, with 30 frames/sec and one
megabit frames, the data rate is 30 Mbps.
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Figure 2.23. Motion JPEG.

DV (Digital Video) [www.adamwilt.com/DV.html] is an enhanced version of
motion JPEG used in digital video camcorders. It more effectively codes individual
parts of a frame by local optimization of the quantizing table (Figure 2.24). It also
can use interleaved fields, just as television does, to improve the display of fast-
changing scenes as shown in Figure 2.25. It produces a data stream of about 25
Mbps, but with the addition of audio and various time control and error correction
data the stream rate is about 29 Mbps. It has two tape cassette sizes and unique re-
cording formats [www.chumpchange.com/parkplace/Video/DVPapers/
dv_formt.htm].
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Figure 2.24. DV applying different quantization tables to different blocks in a pixel map.
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Figure 2.25. DV using full frames ("8x8") and interleaved fields ("2-4-8").
2.9.2 H.261 and H.263 Conferencing Video

H.261 and H.263 are ITU-T standards for real-time videoconferencing, at lower
resolutions than those of MPEG-1 and MPEG-2. H.261 is oriented to the constant-
bit-rate channels of ISDN (Chapter 3), while H.263 is oriented to packet-switched
networks, including the Internet (Chapter 4).

The H.261 and H.263 video coding standards of ITU-T are associated with the
larger H.320 and H.323 groups of standards for multimedia conferencing, described
in Chapter 5. Unlike MPEG standards, H.261 and H.263 are intended for highly
interactive two-way communication, so that the implementation complexity and
delays must be comparable for coding and decoding. This suggests symmetrical
encoding/decoding. High picture quality is not as important in conferencing appli-
cations as in entertainment video and users cannot be presumed to have wideband
full-duplex (two-way) communications access, so smaller rasters and lower trans-
mission rates are envisioned in the H.261 and H.263 standards than for MPEG.
Like MPEG, H.261 and H.263 use DCT image compression and motion-
compensated interframe coding. The description in this section follows that in
[RILEY].

H.261, designed for ISDN basic-rate access (Chapter 3) at rates of 64Kbps
or low multiples of 64Kbps, supports two image resolutions: CIF and quarter CIF
(QCIF) (Table 2.5). Note that the C, and Cy, color components have half the spatial
resolution of the Y luminance component. The nominal frame rate of H.261 video
is 29.97 frames/sec, reducible by up to a factor of four.

TABLE 2.5. Raster dimensions (in pixels) for H.261.

Raster format Horizontal Vertical
CIF: Y component 352 288
C, and C, components 176 144
QCIF: Y component 176 144

C, and C, components 88 72
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Image data from the pixel raster are processed in macroblocks of four 8x8
blocks of luminance (Y) coefficients, one 8x8 block of C; color coefficients, and
one 8x8 block of C, color coefficients (Figure 2.26). A similar macroblock is used
in MPEG video coding. The macroblocks may be either intracoded (spatial only) or
intra- and intercoded, where intercoding denotes motion prediction coding between
frames.

The H.261 coder is shown in Figure 2.27. If intracoded (as the first frame must
be), each 8x8 luminance or chrominance block in the macroblock is DCT-
transformed, quantized, and variable-length (entropy) encoded. This is the same
process used for JPEG image coding. Each quantized coefficient block is, addi-
tionally, rescaled (coefficients restored to roughly their original magnitudes) and
inverse-DCT transformed. This replica of the first block is placed in a frame store,
along with replicas of the other blocks in the macroblock. The entire reconstructed
frame in the frame store is used as the starting reference for prediction of mac-
roblocks in the next frame. The transmitted data is the combination of quantized
DCT coefficients and motion data described below. At the receiving end, the same
reference frame is generated from the received data.
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Figure 2.26. Macroblock yielding four luminance blocks and two chrominance blocks.

In subsequent frames, each new macroblock is motion-predicted from some re-
lated macroblock in the previous frame. The motion compensator of Figure 2.27
must determine exactly which related macroblock of 256 luminance samples (and
2x64 chrominance samples) in the previous frame is the best predictor of the current
macroblock. H.261 makes the simple choice of that prior-frame macroblock that
minimizes the difference between the 16x16 Jluminance block in the current mac-
roblock and in the prior-frame macroblock.
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Figure 2.27. Coder for the H.261 video compression system.

The vector location difference between pixels contributing to the current and
prediction blocks is entropy-encoded as a motion vector for the macroblock and is,
as mentioned above, part of the data sent to the receiver. The errors in the lumi-
nance and chrominance values between the prediction and current macroblocks —
i.e. the coded error macroblock — is also sent to the receiver if the luminance pre-
diction error lies between lower and upper thresholds. If the prediction error is too
small, the motion vector is all that is needed to reconstruct the current macroblock
from the predictor macroblock. If the prediction error is too large, motion compen-
sation is counterproductive and a straightforward intracoded macroblock is the only
information sent to the receiver.

The error macroblock is encoded through the same DCT, quantizer, and en-
tropy encoder used for the entire macroblock in the first frame. The DCT-
transformed and quantized error macroblock is rescaled, inverse-DCT transformed,
and added to the motion-compensated estimate from the previous frame to form a
new reference macroblock that is placed into the frame store.

The bit stream from the coder will fluctuate in rate depending on the motion
activity from one frame to the next and the scene complexity in each frame. Since
H.261 video is usually sent through a constant bit rate (CBR) channel, the buffer
shown at the output in Figure 2.25 smooths the variations. If the buffer gets too
full, the quantization intervals in the encoder are made larger, thereby increasing the
compression ratio and decreasing the rate, along with the picture quality. If the
buffer gets too empty, the quantization intervals in the encoder are made smaller,
decreasing the compression ratio and improving picture quality.

At the receiving end (Figure 2.28), the received coded error macroblocks are (in
8x8 blocks) entropy decoded, rescaled, and inverse-DCT transformed to replicate
the difference frame. Simultaneously, a motion-compensated reference frame is
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generated from the last decoded frame and the motion vectors received for the cur-
rent frame. The reference frame and replicated difference frame are added together
to generate the decoded output.
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Figure 2.28. Decoder for the H.261 video compression system.

So far this discussion assumes a unidirectional mode of prediction, relying only
on changes from the previous frame. Since unidirectional prediction may overlook
picture details hiding behind moving foreground objects, it is advantageous to pre-
dict from future as well as past frames, and this is also permitted in H.261. Bidirec-
tional (interpolated) motion prediction finds a best match between macroblocks in
both the last and the next frame and can result in significantly better compression.
The disadvantages are greater complexity and at least one frame-interval delay,
which can both be problems for interactive communication.

The information from an H.261 encoder is organized in a structured bitstream.
Each macroblock contains a header as well as the blocks of luminance and chromi-
nance DCT coefficients that are quantized to digital words of varying lengths. Mac-
roblocks are, in turn, assembled into groups of macroblocks each with its own
header. Finally, at the picture layer, a header is provided for a set of groups of mac-
roblocks that constitute an entire frame.

H.263 is a variation of H.261 appropriate for lower transmission rates and espe-
cially for Internet-based applications in which some users may be constrained to
modem access rates of 28.8-56Kbps. The one compulsory change from H.261 to
H.263, as described in [RILEY], is improved motion compensation through "half
pixel" prediction. The locations pointed to by the motion vector may lie between
actual raster pixels; these intermediate pixel values are generated by interpolating
between actual pixel values. Four optional enhancements are:

- Unrestricted motion vectors that may end (just) outside of the original picture. Constructing the out-of-
the-picture pixels by interpolating from edge pixels can reduce prediction error.

- Use of arithmetic rather than Huffman coding for the entropy coding, with the advantages described
carlier in this chapter.

- Separate motion vectors for each 8x8 luminance block within a macroblock.

- Joint coding of a forward-predicted (P) frame and a bidirectionally-predicted (B) frame, as used in
MPEG coding and described in the next section.
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2.10 MPEG

The Motion Picture Experts Group, a worldwide standards-setting organization,
is responsible for the MPEG-1, MPEG-2, MPEG-4, MPEG-7, and MPEG-21 stan-
dards [www.mpeg.org] focused on storage, retrieval, and broadcast audio/video
applications. The development of MPEG standards is one of the most significant
technology advances of the late twentieth century, a relatively rapid development
reflecting the belief of some, but not all, in the technical community that highly
compressed digital video of very good quality was possible. As the discussion in
Chapter 1 indicates, digitized media are inherently /ess bandwidth-efficient than the
analog originals. Only very sophisticated compression techniques can result in the
digital data rates of Table 2.3, allowing, for example, transmission of as many as six
MPEG-2 video programs in the 6MHz cable channel designed for only one analog
video program.

As described by Charles Judice, he, Hiroshi Yasuda and Leonardo Chiariglioni
began the push for compressed digital video standards over cocktails in Osaka in
November, 1987. Dr. Judice had just given a talk at a packet video workshop which
followed the IEEE Globecom conference in Tokyo, describing how VCR (video
cassette recorder)-quality digital video was possible at about 1.2 Mbps. With work
on the JPEG image standard winding down, Dr. Yasuda, active in that effort, wel-
comed a new initiative. Their scheme was to get the consumer electronics industry
interested enough in CD (compact disk) video to make mass-produced decoder
chips cheap. The chips would, of course, also be useful for telephone companies to
use on DS1 (1.5-2Mbps) networks. The MPEG working group, convened by Dr.
Chiariglione, was established in 1988. It is part of the Joint ISO/IEC Technical
Committee on Information Technology and has the formal designation ISO/IEC
JTC1/SC29/WG11.

There was a lot of disbelief by video and communications experts, but experi-
mental systems demonstrated at an MPEG meeting in Kurihama, Japan in October,
1989, hosted by JVC, showed good quality. This meeting also defined the segmen-
tation of the forthcoming standards into the three components of systems, video, and
audio [www.chiariglione.org/ride/development_of MPEG-1 part A.htm]. ADSL
(asymmetric digital subscriber line, Section 3.7.1) technology, already proved in at
Bellcore by Joseph Lechleider and others, made MPEG video attractive to telephone
network operators in Japan, Europe, and North America who dreamed of revenue-
generating video on demand services. The first, MPEG-1 standard was released in
1992. MPEG standards are now the presumed technical foundation for most com-
mercial video delivery.

These standards, described in texts such as [RBM], have many common ele-
ments but are oriented toward different needs. MPEG-1 corresponds to VCR-
quality video at around 1.5Mbps, appropriate for windows on computer screens and
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for portable devices. MPEG-2 delivers significantly better consumer-quality video
and television at around 4Mbps in several well-defined formats. MPEG-4 provides
for object-based encoding of image sequences and for usable, but reduced quality
video at rates as low as 10Kbps for low-bandwidth environments.

Recently, specifications in MPEG-4 Part 10 (also known as H.26L or H.264),
described in section 2.10.5.3, include new video coding standards that have shown
improved coding quality over a large range of bandwidth. The underlying technolo-
gies used in this new standard improve upon those used in earlier standards and add
intra~-coding with spatial prediction, motion compensation with adaptive block size,
the 4x4 integer DCT, universal variable length coding, context-based adaptive bi-
nary arithmetic coding, a loop filter, and the use of multiple reference frames.
These enhanced options are made possible by the availability of inexpensive com-
putational power and memory.

MPEG-7 [www.mpeg.org/MPEG-7] is a developing standard for search and
retrieval of video in multimedia databases. It concerns the "multimedia content de-
scription interface” [MPEG-7], and addresses the representation of coded
audio/video information for purposes of searching and browsing [WMM,
CHANG2, CHANG3, MSK, SCE]. It specifies audio and video descriptor sets such
as shapes, colors, textures, frequency content and motion, and couples these with
content labels. It also specifies description schemes that support structured specifi-
cations of metadata associated with video, such as a table of contents.

MPEG-21 moves even farther away from a coding standard; it defines an envi-
ronment for interaction and exchange of objects which may have intellectual prop-
erty constraints across a wide range of networks and devices. It also includes
schemes specifying constraints and descriptors facilitating video adaptation in re-
sponse to heterogeneous resource conditions and user preferences at client devices.

MPEG standards appear in many existing video distribution systems, including
satellite TV and digital cable television programming (using MPEG-2). Some digi-
tal camcorders are manufactured with MPEG-4 encoding for economical storage
and transmission over low-rate communication networks. The high-definition tele-
vision (HDTV) system described in a later section is largely based on MPEG stan-
dards. Streaming video on the Internet is uses mostly proprietary coding systems
from vendors such as Apple Computer, Microsoft, and RealNetworks, but these
systems are closely related to MPEG and may eventually yield to the MPEG stan-
dards.

MPEG coding is an asymmetrical system of coder, storage medium, and de-
coder for video (and accompanying audio) signals, illustrated in Figure 2.29. The
decoder is well specified but implementation details of the coder are not, allowing
differentiation among manufacturers. MPEG is asymmetrical because it requires
considerably greater processing resources to encode than to decode a signal, and
was intended for non-real-time events such as delivery of movies and other stored
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programming to relatively inexpensive consumer decoding units. However, the
demand for delivery of real-time signals, such as news and sports events, created a
need for real-time MPEG coders, which have become available at relatively modest
cost. MPEG coding can insert a significant delay, perhaps as much as one-half sec-
ond, that would not be acceptable for truly interactive applications such as video-
telephony which is more likely to use H.261 or H.263 as described in the last
section.

As noted earlier, the MPEG standards are organized in systems, video coding,
and audio coding parts. The systems part concerns multiplexing and demultiplexing
of multiple coded streams of audio, video and control signals for storage and trans-
mission across a network. MPEG specifies the structure of the coded bitstream and
requires only that all encoders work with a specified model decoder. Nor is the
raster size, frame rate or transmission rate fixed. MPEG-1 may typically have a lu-
minance resolution of 352x240 pixels and a frame rate of 30 frames/sec, resulting in
an encoded video bit rate of about 1.2Mbps [RILEY], but this is not a required set
of parameters. We will give, in this section, an overview of the MPEG model in-
cluding picture types and relationships and the systems layer features.

MPEG comes in various formats [members.aol.com/symbandgrl/], defined by a
combination of profile and level. The profile defines bitstream scalability (frame
rate) and the colorspace resolution (chrominance formats, how much reduced from
luminance resolution). Level defines image resolution and maximum bit rate. The
widely used Main Profile, Main Level is defined as 720x480 pixel resolution, 30
frames/sec, and data rate up to 15Mbps (for NTSC video).

The different MPEG standards (MPEG-1, MPEG-2, MPEG-4, MPEG-7 and
MPEG-21) were introduced at the beginning of Section 2.9. The description here
concentrates on MPEG-2, the entertainment standard, with a few additional com-
ments on the others, particularly MPEG-4. Figure 2.27 shows the end-to-end
MPEQG chain.

possible analog digital
storage storage

MPEG transmission MPEG
DR_’B—’ encoder system —» decoder[ P
000

Figure 2.29. End-to-end MPEG chain.

This book focuses on MPEG-2 [MITCHELL, BRETLFIMOFF], the norm for
broadcast-quality digital video in the near future.
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2.10.1 Levels of Containment: I, P and B Frames, the Group of Pictures, and
Macroblocks

An MPEG-coded video signal represents a sequence of image frames, or “pic-
tures”. The pictures are clustered in a GOP (group of pictures) of arbitrary size
(Figure 2.30), illustrating three picture types:

I (independent) pictures: “Intra-coded” (within a frame) independent of any other
pictures. Compression by reduction of spatial redundancy (typically 6:1). A com-
plete picture without help from any other.

P (predictive-coded) pictures: “Inter-coded” (among frames) to take advantage of
prediction from preceding 1 or P picture (temporal compression). Typical 15:1
compression, data is motion vectors and (some) difference information between
predicted and actual current picture.

B (bidirectionally-predictive) pictures: Inter-coded using the nearest preceding and
following 1 or P pictures, with compression factors of 100:1 and more. In Figure
2.28, B1, B2 and B3 are predicted from the preceding I picture and the following P1
picture.

Figure 2.30. A group of pictures in (a) display order and (b) transmission order.

To obtain the display sequence of Figure 2.30a, the three “B” pictures B(1),
B(2), and B(3) after the initial “I” picture require future information. The decoder
would not be able to decode B(1) if the pictures were transmitted in the display or-
der, so the pictures are instead transmitted in the order needed for decoding, as
shown in Figure 2.30b. With the first “P” picture P(1) in hand, B(3) can be decoded
using information from P(1), and then, in turn, B(2) and B(1) can be decoded. Ap-
propriate buffering allows the pictures to be rearranged for display.

An MPEG picture consists of luminance and chrominance macroblocks of dif-
fering densities, as already shown in Figure 2.26 for JPEG encoding. These mac-
roblocks appear in contiguous slices (Figure 2.31) of the raster scan. Coding
parameters for the macroblocks may vary from slice to slice.

The elements illustrated above represent successive levels of containment, as
shown in Figure 2.32. Creating an MPEG bit stream begins with compressive cod-
ing of a pixel block at the lowest level, resulting in the set of transform-domain co-
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efficients for I, P and B pictures that constitute a block as defined in the contain-
ment diagram. The MPEG system then works up to the sequence layer through
creation of larger and larger information units.
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Figure 2.31. Hllustrative slices in an MPEG picture.
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Figure 2.32. Layers of containment in the MPEG bitstream.

2.10.2 Intra- and Inter-Picture Compressive Coding

The complete MPEG coding system is shown in Figure 2.33. MPEG utilizes
both intra-picture and (for P and B pictures) inter-picture coding to reduce redun-
dancy in order to realize a low bit rate for a given subjective quality. For intra-
picture coding, as described for H.261, the Discrete Cosine Transform (DCT) con-
verts sampled signals into a transformed domain in which a handful of coefficients,
represented with varying degrees of digital precision, suffice to represent a subjec-
tively high quality picture. For P and B pictures, the input to the DCT is not the
original picture (pixel map), but a difference picture between the actual current
frame and a predicted current frame generated from past intra-picture information
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and motion estimation. MPEG compression of I pictures comes from selective
quantization of the DCT coefficients, and of P and B pictures from having to DCT
code only a difference picture that presumably has much less content than the origi-
nal, if it is coded at all.

The quantized output of the DCT, representing the difference frame, is con-
verted back to a regenerated difference frame which is added to the predicted cur-
rent frame to produce a new reference frame, to be used by the motion estimation
and compensation unit for the next frame prediction. Motion estimation data and
quantized DCT coefficients are run-length encoded, buffered, and either stored or
sent across a network to a decoder where a similar algorithm generates the display
frames.
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Figure 2.33. The complete MPEG encoding/decoding system.

The MPEG stream can be adjusted to any rate by changing the rate at which the
bitstream buffer is drained and hence the bit-rate control feedback to the quantizer.
For a lower transmission rate, the quantization is made coarser, i.e. fewer bits are
assigned to the DCT coefficients.

Why is a combination of transform-domain compressive coding and time-
domain estimation used for video, rather than squeezing redundancy entirely out of
the video time-domain signal? Just as for JPEG, the greater sensitivity of the human
visual system to lower-order spatial frequencies can be addressed by selective
quantization of DCT coefficients of different order. Moreover, the pixel blocks
applied to the DCT are conveniently-sized objects for temporal tracking and redun-
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dancy reduction. For a given subjective quality, the compression ratio achieved by
this combination is significantly greater than that achieved by compression of the
original time series.

To examine the MPEG coder in a little more detail, Figure 2.34 shows the intra-
picture DCT coding, an 8x8 two-dimensional DCT operating on a block of picture
samples (either one-fourth of a 16x16 luminance signal macroblock or all of an 8x8
chrominance signal macroblock). It produces an 8x8 array of transform coefficients
that are quantized to varying precisions. This is very similar to what is done in
JPEG coding.
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Figure 2.34. Processing a block of picture difference samples {pun} to yield DCT coefficients {P,y}that
are quantized to different resolutions.

The illustrative codings of transform domain coefficients {P,, n,m=0, ...,
7} in Figure 2.34 show eight-bit resolution for the lowest-order coefficient Py, six-
bit resolution for the next lowest order coefficients Py, Pyg, and Pyy, four-bit resolu-
tion for P,y, and two-bit resolution for P3 and P3;. The other DCT coefficients are
not assigned any bits, an extreme example of emphazing lower-order coefficients.

The inter-picture prediction uses motion-compensated inferframe prediction to
estimate movement between the reference frame and the current 16x16 macroblock
being coded [BBCMPEG]. It uses macroblocks rather than the individual 8x8 pixel
blocks fed to the DCT. Figure 2.4 suggests motion prediction as associating a mac-
roblock location in the reference frame with a particular macroblock to be coded in
the current frame. Objects in motion can move macroblocks. The prediction of the
macroblock observed in the current frame could be the best-match (minimum differ-
ence) macroblock from a prior reference frame, as suggested in the "forward pre-
diction" part of Figure 2.35. A search is carried out in the reference frame for that
best-match prior block. Although it is desirable to have a search area large enough
to capture any likely motion, it is also desirable to minimize the search area to re-
duce processing time. The MPEG standard does not specify encoding implementa-
tions so that different search algorithms may be used in different implementations.

Better predictions are possible when there are both past and future reference
frames, i.¢. for predicting a B-type frame from adjacent I or P frames. In this case,
as suggested in the "interpolated prediction” part of Figure 2.35, motion vectors are
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determined from searches in both the past and future frames. The coder is essen-
tially that of Figure 2.32, with the motion compensation unit generating a predicted
current frame that interpolates the closest-match macroblocks from the past and
future frames. Figure 2.36 illustrates an MPEG decoder for a B macroblock, where
there are options of forward, backward, or interpolated prediction, and the DCT
difference coefficients are optional (and usually not used).

Interpolated prediction

Forward prediction ;
; Macroblock grid

Macroblock grid Macroblock grid

Macroblock grid in current frame :3 i:;':‘f‘;ilfﬁkﬂfnd in nth (B) frame ™ (0 DthTor P
inref frame [T P frame [ T
| L1 Séarth
| Sé: = ] | H— e ——
a =1-1 Search g g = R B |

a

Figure 2.35. Searching in a past reference frame (forward prediction) or in both past and future reference
frames (interpolated prediction) for best matches to a macroblock in the current frame that is experiencing
frame-to-frame movement.
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Figure 2.36. An MPEG decoder for B macroblocks.
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2.10.3 The MPEG-2 Systems Layer

The picture structure outlined above is the heart of MPEG, but MPEG is a sys-
tem specification that goes beyond picture sequencing and coding to include audio
coding, transmission packet structure, clocking and synchronization, a transport
protocol assuring integrity of the received data stream, storage considerations, and
additional features. The transmission packet structure defines a transport pack as
illustrated in Figure 2.37 that carries audio, video and control data packets.

pack  pack

final packet 188-byte packet header start code

N
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Figure 2.37. Transport pack encapsulating audio, video and control data packets (with arbitary choices
made for this example).

These transport packs are sent to an MPEG decoder, shown in Figure 2.38. The
video decoder for I pictures relies entirely on the DCT coefficients of the actual
picture, while for B and P pictures it utilizes DCT coefficients of the difference
picture and/or motion-compensated prediction as illustrated in Figure 2.36. The
complete I pictures, typically about one in fifteen, allow frequent resetting to re-
cover from errors. MPEG audio coding/decoding is described in a later section.
The control data includes decoding and presentation timestamps. The decoding
timestamp specifies when a picture with which it is associated is to be decoded, and
the presentation timestamp specifies when that picture is to be presented to the
viewer. Two different timestamps are needed because of the reordering of pictures
described earlier and illustrated in Figure 2.30. The timestamps inserted at the
transmitting end must be adjusted to compensate for the transmission delay in the
channel.
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Figure 2.38. MPEG transmission and decoding system.
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There are two multiplexing alternatives allowed by MPEG-2 for the transport
pack bitstream, the program stream and the transport stream. The descriptions here
derive in part from the more detailed tutorial overview in [RILEY]. The program
stream is designed for transmission on very high quality transmission channels with
few errors, multiplexing together streams of variable-length packets from the audio
and video encoders. The transport stream is based on fixed 188-byte packets and is
oriented toward reliable transmission over channels that may produce errors. Most
of the emphasis here is on transport stream multiplexing because of its Internet ori-
entation, although program streams may be feasible in a future QoS-sensitive Inter-
net. Chapter 4 carries this discussion further with a discussion of MPEG on RTP
(the Internet's Real-Time Protocol), and of using Internet DiffServ (Differentiated
Services) to enhance the perceived picture quality.

In either case, multiplexing begins with access units which are I, P, or B coded
pictures, of variable size, plus timestamps. A sequence of access units is a video
elementary stream. There may also be audio and data elementary streams. The
video streams are multiplexed into the information fields of a PES (packetized ele-
mentary stream), as shown in Figure 2.39, where the packets may be of arbitrary
size. Audio and data streams are similarly multiplexed into the information fields of
other packetized elementary streams.

For program stream multiplexing, a set of packetized elementary streams (e.g. a
video, an audio, and a data stream) are multiplexed (Figure 2.40) into a pack of re-
lated elementary streams. A pack is constrained to < 0.7 seconds in duration. The
system header defines the multiplexed stream, specifically the peak data rate, the
number of streams joined together, and additional timing information. Individual
audio or video packets may contain presentation or decoding timestamps.

Three video elementary Packet Packet Packet

streams i i' 1
CAOE@E 1 m BEEEO@OOIOH MO 2 OH
R I » Packetized elementary stream

Figure 2.39. Multiplexing video elementary streams into a packetized elementary stream (PES).
stream.

Audio and video buffers are provided at the receiving end. Buffer overflow
and underflow is avoided through the time stamping system. Data are drawn from
the audio and video buffers at instants specified by the decoding time stamp. If this
time stamp advances more rapidly (audio/video data are arriving more rapidly), the
sampling rate at the buffer outputs is increased. Since the audio and video bit
streams may differ in intensity from time to time, the synchronization of audio and
video is realized in buffers within the audio and video decoders, the outputs of
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which are sampled according to the presentation time stamp that is also contained in
the arriving bit stream.
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Figure 2.40. Combining related packetized elementary streams into a program

Transport stream multiplexing uses 188 byte (fixed length) transport packets,
defined as shown in Figure 2.41. The four-byte packet header including synch, data
type, packet ordering, encryption type, and priority. An adaptation header within
the information field may include time and media synch, random access, and stream
join flags. The 188-byte packet size was originally intended for ATM transmission
(Asynchronous Transfer Mode, Chapter 3). It corresponds to the information fields
of four ATM cells using ATM Adaptation Layer 1 (AAL1), so that an MPEG trans-
port packet is easily mapped into an ATM cell stream. The subject of this book is,
however, transport across the Internet using protocols and services built upon IP
(Internet Protocol), in particular RTP (Real-Time Protocol). Chapter 5 includes a
discussion of how MPEG transport streams are conveyed using RTP.

188 bytes

adaptation

Information field (transport stream data) field (if present)

Figure 2.41. An MPEG-2 transport packet.

The MPEG transport packet header ("H" in Figure 2.41) is sketched in Figure
2.42. The payload unit start indicator, if "1", indicates that the first payload byte is
the first byte of a new PES packet. The transportn priority bit may be used only if
the first byte of the information field is also the first byte of a PES packet. The 13-
bit packet ID identifies the elementary stream that the PES was created from, and
the continuity count is the transport packet sequence number for that elementary
stream. The two-bit adaptation field control indicates whether the packet has an
adaptation field and a payload or which is missing. The two-bit transport scram-
bling control indicates whether the packet is scrambled or, as an alternative, which
of three user-definable scrambling techniques is being used.
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Figure 2.42. MPEG transport packet header.

The PES described in the previous section is fragmented into the information
field payloads of a sequence of transport packets (Figure 2.43). The first byte of
each PES packet must be the first byte of a transport packet payload, and only one
PES packet, or a part of one packet, can be carried in any single transport packet.
The last transport packet completing a PES packet will be padded out to fill the in-
formation field. Transport packets from different elementary streams may be inter-
leaved into one MPEG-2 transport stream, keeping the transport packets for any one
clementary stream in proper chronological order.

Transport packets

Packetized elementary

stream (PES) Transport : 188 bytes i 188 bytes A: 188 bytes =

Fragmented elementary stream packet

Figure 2.43. Fragmenting an elementary stream into 188-byte MPEG transport packets.

Additional program-specific information is carried within a transport stream to
relate it to its constituent elementary streams. This information consists of the PAT
(program association table), the PMT (program map table (PMT), the NIT (net-
work information table (N,). and the CAT (conditional access table ). A PID (pro-
gram identifier, shown in the transport header of Figure 2.42) of 0 marks a transport
packet containing a PAT, which is the full set of PIDs for this transport stream. The
PMT provides more information about the constituent elementary streams. If PID
"0" is included in the PAT list, it identifies transport packets containing a NIT,
which is information reserved for the broadcaster concerning network details. PID
"1" within the PAT list identifies the CAT that carries information about special
access or scrambling facilities.
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2.10.4 MPEG Audio Coding: MP-3 and AAC

The MPEG-1 standard incorporates a perceptual algorithm for audio compres-
sion that has been carried over into MPEG-2, with some enhancements. This audio
standard, known as MP-3 (from "MPEG-1 Level 3") and widely used for music
downloads in the Internet, specifies the syntax of the coded audio bit stream, defines
a standard decoding process, and describes compliance tests. Any encoding imple-
mentation can be used provided audio can be correctly recovered in the standard
decoder. This description draws from [BHASKARAN],
[www.wlv.ac.uk/~c9818573/MM/web9020page/], [www.
umiacs.umd.edu/~desin/Speech1/node14.html], and [www.stanford.eduw/~udara/
SOCO/lossy/mp3].

The MP-3 coder relies on spectral subband compressive coding, introduced
earlier in Figure 2.5. There are three layers offering successive levels of refinement
and coding efficiency (Table 2.6):

Layer 1: Basic algorithm with 12-sample blocks from subband filters.

Layer 2: 36-sample blocks from subband filters, and more compact coding of bit allocations, scale factors,
and quantized samples.

Layer 3: Additional DCT (discrete cosine transform) providing finer frequency resolution.

These layers are hierarchical; an MP-3 bitstream coded in any layer can be decoded
by a decoder at that layer or a higher layer. Note that MP-3 is an independent audio
compression standard that can be and is used entirely separately from MPEG video
coding/decoding.

TABLE 2.6. Performance by use of 1, 2, or 3 MP-3 layers (adapted from www.scit.wlv.ac.uk/

~c9925739/MMT/)
Allowable bitrate range 32-448Kbps  32-384Kbps  32-320Kbps
Data compression ratios  Layer 1 Layers 1+2 Layers 1+2+3  Audio bandwidth
Telephone quality 96:1 2.5KHz
FM radio quality 24-26:1 11 KHz
CD quality 4:1 (384Kbps) 6-8:1 (192- 12-14:1 (112- 20KHz

256Kbps) 128Kbps)

All layers use perceptual subband coding, with layer 3 enhanced with DCT
coding. Figure 2.44 shows the layers 1 and 2 design. For each audio channel, a
polyphase filterbank analyzes the 32 equal frequency subbands within a 24KHz
auditory range, generating frequency coefficients to be coded and using its energy
measurements as input to the scale factor calculator. The input to the filterbank is
384 PCM samples (8ms of audio at a 48Kbps sampling rate) that are decimated into
32 groups of 12 consecutive samples. The filterbank works 12 times to generate 32
frames, one for each analysis frequency, each frame containing 12 successive values
of its particular frequency coefficient. In the scaler, the samples of each frame are
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multiplied by normalizing scale factors related to the maximum absolute value of all
12 samples. These scale factors are sent to the decoder as part of the encoded audio
signal.

The psychoacoustic model is embedded in the lower leg of the encoder. It uses
an FFT (fast Fourier transform) of the input PCM audio signal to determine the sig-
nal to (quantizing) noise ratio and thus the "masking threshold" for each subband,
which is the psychoacoustic input to the bit and scale factor allocator. The goal is to
de-emphasize information that is less perceptionally significant to human beings.
Loud sounds, such as a strong tone within a subband, will mask (make unhearable)
other, quieter sounds within that subband, so there is no need to devote scarce bits
to representation of those quicter sounds. A minimum number of bits, representing
the single strong tone, is sufficient for recovery of what the human listener believes
is an accurate representation of the original sound. Some output frames are desig-
nated for high resolution and others for low resolution. The scaled and quantized
frequency coefficient frames, together with the scale factors and bit allocation in-
formation, are multiplexed together to form the encoded audio stream. The decoder
is simpler, using the coefficients and side information to resynthesize the audio
PCM data stream.
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Figure 2.44. MPEG audio encoder and decoder, layers one and two.
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Figure 2.45. MDCT (modified discrete cosine transform) layer 3 implementation in the MP-3 coder.

The system described above realizes the first-layer algorithm, achieving about
4:1 compression [www.stanford.edu/~udara/SOCO/lossy/mp3]. The Layer 2 algo-
rithm achieves compression ratios of 6.5-8 by coding data in larger groups of 36
samples. It limits bit allocations to higher-frequency subbands and uses fewer over-
head bits to send the bit allocation and scaling information to the receiver.

The Layer 3 algorithm achieves compression ratios of the order of 10-14, add-
ing a modified Discrete Cosine Transform in each frequency subband (Figure 2.45)
to realize a finer frequency analysis. It is typically an 18-sample transform, so that
the number of frequency coefficients in the entire audio band is increased from 32
to 32x18 = 576, corresponding to a segmentation of the 24KHz audio bandwidth
into 41.67Hz mini-subbands. This allows finer control of the process of determin-
ing which sounds can be psychoacoustically masked and of the assignment of cod-
ing bits.

The enhancements of MP-3 that came with the MPEG-2 standard are:

-A low sample rate extension, with sampling rates of 16K/sec, 22.05K/sec, or 24K/sec, and coded stream
bit rates as low as 8Kbps.

-Multichannel ("surround sound”) capabilities with left, center, right, left surround, and right surround
channels and an optional extra "sub-woofer" low frequency enhancement channel.

-Multilingual capabilities, with up to seven more channels.

In order to surpass even these capabilities, an enhanced audio standard, AAC
(Advanced Audio Coding) [www.mp3-tech.org/aac.html, www.aac-audio.com/],
has been added to the MPEG-2 standard, driven particularly by the multiple channel
requirements of surround sound with many channels, requiring high coding gain. It
includes up to 48 audio channels, 15 low-frequency enhancement channels, 15 em-
bedded data streams and multi-language capability. The sampling rate is selectable
from 8000 to 96,000/sec. AAC provides (subjectively) slightly better audio quality
than MP-3 does at 128Kbps or even 192Kbps.

The techniques used by AAC include the MDCT (modified discrete cosine
transform) as in layer 3 of MP-3; backward adaptive prediction, exploiting the tem-
poral redundancy of audio waveforms and especially speech, analogous to inter-
frame predictive coding for MPEG video; and temporal noise shaping. Figure 2.42
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illustrates how these components fit together, including additional, already familiar
techniques such as Huffman lossless entropy coding, scaled quantization of MDCT
coefficients, temporal noise shaping, gain control, and a hybrid filter bank to select
subbands.

The discrete cosine transform is included in the temporal noise-shaping box of
Figure 2.46, which is expanded in Figure 2.47. Temporal noise shaping (TNS)
controls the distribution of quantization noise (and thus bit allocations) in time by
prediction in the frequency domain, and works particularly well for speech. This
prediction operation is separate from the backward prediction of a later box. Coef-
ficients from the inverse DCT implemented here are not only applied to a scaler, but
also to a predictor that determines those frequency bands most likely to be signifi-
cant in the next-to-be-analyzed audio segment, in order to adapt the scaling coeffi-

cients in time for the next data block emerging from the IDCT.
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Figure 2.46. AAC model [www.iis.thg.de/amm/techint/aac/aac_block.gif].
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Figure 2.47. Temporal noise shaping.
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Like MPEG video, AAC has several profile options. These include the Jow
complexity profile with no hybrid filter bank, no prediction and with limited tempo-
ral noise shaping, and the scalable sampling rate profile that augments the low
complexity profile with gain variation and the hybrid filter bank

2.10.5 MPEG+4

One of the main challenges for multimedia technologies in the future is to make
it possible to search for and retrieve multimedia information on the basis of content
itself. That means, for example, searching a database of moving video clips on the
basis of events in the clips: the appearances or movement of people or things.
Searching and retrieval must be by object descriptions such as shape, texture, color
areas, and motion. This suggests the desirability of digital encodings that are them-
selves based on such object parameters. Instead of treating a picture as a collection
of pixels, it should be processed, as it is in the human brain, as a collection of ob-
jects and relative movements. An MPEG-4 image encoder, for example, must be
able to derive object boundaries, code the objects, and follow them as they move in
successive images of a video sequence.

MPEG-4 "will be the first international standard allowing the transmission of
arbitrarily shaped video objects" [KATSAGGELOS]. After a video object is identi-
fied, MPEG-4 conveys its texture, motion, and shape information within a dedicated
bitstream. A collection of several object bitstreams, and information on how they
are associated in complete pictures, are multiplexed into the total stream sent to the
decoder.

By focusing on objects within a picture that are important and may be chang-
ing, MPEG-4 is capable of much higher compression ratios than MPEG-1 or
MPEG-2 for a reasonable subjective quality level. This makes it particularly useful
for relatively low-rate wireless access. As one of the standards documents [MPEG-
4] states, it "provides a generic QoS description for different MPEG-4 media (with)
the exact translations ... to the network QoS .... left to network providers. Signaling
of the MPEG-4 media QoS descriptors end-to-end enables transport optimization in
heterogeneous networks. For end users, MPEG-4 brings higher levels of interaction
with content .. [and]... multimedia to new networks, including those employing
relatively low bitrate, and mobile ones".

2.10.5.1 Scene Description, Data Streams, and Encoding

Objects are typically audio, visual, or audio/visual segments. MPEG-4
audio/visual scenes consist of media objects in a hierarchical tree-like organization
(Figure 2.48), with the leaves consisting of standardized primitive media objects
including still images, video sequences (such as an active person), and audio se-
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quences (such as the voice signal from that person). MPEG-4 provides a standard-
ized scene description including

- Placement of media objects within a coordinate system.

- Transforms to alter the appearance of an object.

- Grouping of primitive media objects into compound objects.

- Associating additional streamed data with media objects to modify their attributes.
- Interactive modification of the user’s perspective.

A scene description, composing a set of objects into a scene, is coded and
transmitted together with the media objects. MPEG's BIFS (Blnary Format for
Scenes) is a binary language for scene description derived from VRML (the Virtual
reality Modeling Language [VRML].

Scene descriptions are BIFS-coded independently from the data streams associ-
ated with primitive media objects. MPEG-4 parameters are organized in two sets:
parameters used to improve the coding efficiency of an object (e.g., motion vectors
in video coding algorithms), and parameters used as modifiers of an object (e.g., the
position of the object in the scene). The latter are placed in the scene description
and not in primitive media objects, allowing their modification without having to
decode the primitive media objects themselves.

Wall-ceiling object

Environment compound object /&;jggf Hierarchy
Total scene
Person compound object Environment Person
i compound compound
Person image j Voice clip object] object object
object / | \ N\
A Picture Table  Wall- gfl;sge" Xf}ice
. image image ceilin ¢ I
Table object objegct objegct imageg object object
object

Figure 2.48. An example multi-object scene and the corresponding MPEG-4 object hierarchy.

Object positioning is in both space and time. Each media object has a fixed
spatio-temporal location and scale within a local coordinate system associated with
the object. Media objects are positioned in a scene by specifying a coordinate
transformation from the object’s local coordinate system into a global coordinate
system defined by one or more parent scene description nodes in the tree.

Certain parameters of media objects and scene description elements are avail-
able to the composition layer. They include the pitch of a sound, the color for a
synthetic object, and activation or deactivation of enhancement information for
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scalable coding. MPEG-4 also has a collection of scene construction operators
including graphics primitives.

BIFS is very extensible. The extensions include "advanced sound environment
modeling in interactive virtual scenes, where properties such as room reflections,
reverberation, Doppler effect, and sound obstruction caused by objects appearing
between the source and the listener are computed for sound sources in a dynamic
environment in real time." Another enhancement is source directivity modeling for
3-D scenes. Still another is human-like animation supported by "either a default
body model present at the decoder or .. a downloadable body model [with] anima-
tion of the body .. performed by sending animation parameters to it in a bitstream."
Chroma keying is available for generation of shape masks (to isolate an object from
its background) and transparency values for images and video. Nodes in a hierar-
chical scene description can be controlled through interactive commands.

Relevant data are contained in one or more elementary streams area associated
with a media object.  All streams associated with a particular media object are
identified in an object descriptor that can handle hierarchically encoded data and
also object content information (meta-information about the content and intellectual
property rights). Each stream has its own set of configuration descriptors specifying
decoder resource requirements, timing precision, and QoS needs such as maximum
bit rate, bit error rate and priority. Figure 2.49 illustrates the main elements of an
MPEG-4 receiving device that processes the streams.
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Figure 2.49. Main elements of an MPEG-4 receiving device (adapted from [MPEG-4]).

Object streams coming from the network access protocol layer (shown as net-
work access functions) are demuxed into elementary streams that are decompressed
(decoded). Scene description data goes to a scene description interpreter. The de-
compressed elementary streams and the scene description together describe media
objects that are submitted to a compositor that drives the rendering function.
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MPEG-4 video image encoding uses both shape encoding, where pixels within
an arbitrarily shaped active object are coded, and conventional MPEG rectangular
block encoding, where a rectangular block of pixels are encoded. It might appear
desirable to use shape encoding all the time, since it offers higher compression than
block encoding, but because of the difficulty of modeling object motion, MPEG-4
motion compensation coding is block-based as in MPEG-1 and MPEG-2. Moreo-
ver, no effort is made to automatically analyze images to identify its objects. The
presumption is that "presegmented” video sequences will be presented to MPEG-4
encoders, that is, sequences in which the production process or human analysis has
identified the key object or objects. The motion picture and video production in-
dustries "rely to a large extent on the chroma-keying technique, which provides a
reliable segmentation of objects in front of a uniform background in controlled stu-
dio environments" [KATSAGGELOS)].

Figure 2.50 illustrates the coding system including shape coding , motion com-
pensation, and DCT-based texture coding (using standard 8x8 DCT or shape-
adaptive DCT). There is also provision in MPEG-4 for use of wavelet coding
(Section 2.6) for intraframe coding of the textures of synthetic objects [MF].

Video + Motion ]
input ] "@" DCT " Quantizationl l — texture +—| Video
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-Switeh,
— Pred. 1
GM— Frame
store
» Motion f _
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Figure 2.50. Outline of MPEG-4 video coder.

An important advantage of the content-based coding approach of MPEG-4 is
that the compression efficiency can be significantly improved for some video se-
quences by using an appropriate motion prediction process for each individual ob-
ject in a scene and for the background. For individual foreground objects, the
process is standard 8x8 or 16x16 pixel block-based motion estimation and compen-
sation using shape motion vectors. For the static "sprite” background, global motion
compensation can be based on only eight parameters describing camera motion.
The sprite image is initially transmitted to the receiver where it is stored in a buffer,
with no further background provided in subsequent frames except for the camera
parameters. The receiver composes both the foreground and background images to
reconstruct each frame. For applications in which transmission delay is undesirable,
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it is possible to transmit the sprite in multiple smaller pieces over consecutive
frames or to build up the sprite at the decoder progressively.

MPEG-4 audio "facilitates a wide variety of applications which could range
from intelligible speech to high quality multicahnnel audio, and from natura! sounds
to synthesized sounds" [MPEG-4]. This includes speech coding from 1.2Kbps to 24
Kbps using the provided speech coding tools, and synthesized speech generated
from text at 200bps to 1.2Kbps that may be annotated with personalization parame-
ters such as pitch contour and phoneme duration. General audio signals may be
coded at a rate as low as 6Kbps (for audio bandlimited to less than 4KHz) or at
much higher rates to realize broadcast quality audio in single and multiple channels.

MPEG-4, like other MPEG systems, offers a number of visual, audio, graphics,
scene graphics, Java coding, and object descriptor profile alternatives explained in
[MPEG-4]. The ASP (Advanced Simple Profile) offers acceptable subjective qual-
ity in low bit rate applications.

2.10.5.2 MPEG-4 Systems Level
Figure 2.51 shows the MPEG-4 system layer model with its synchronization

and delivery functions.
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Figure 2.51. The MPEG-4 system layer model [MPEG-4]. The TransMux layer is not part of the
MPEG-4 standard.

The arriving object streams are called "TransMux Streams" that are demulti-
plexed into intermediate FlexMux Streams before being passed to appropriate
FlexMux demultiplexers, in the DMIF (Delivery Multimedia Integration Frame-
work) layer, to retriecve the Elementary Streams. FlexMux is a tool to group ele-
mentary streams, with similar QoS requirements or destinations, with low
multiplexing overhead. The Elementary Streams belonging to a particular object are
identified by coding type and passed to the appropriate decoders. Decoded A/V
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objects, along with scene description information, are used to compose the scene as
described by its originator and facilitate user interaction to the extent allowed by the
originator.

Time stamping of clementary streams, in a synchronization layer, makes it pos-
sible to align them properly in rendering. Independent of the media type, this layer
identifies, in each elementary stream, the source type (e.g. video or audio frames or
scene descriptions), and the timing recovery requirement.

The TransMux (Transport Multiplexing) layer relates to transport services pro-
viding the desired QoS. This can be, for example, RTP (Real-time Transport Proto-
col) which is described in Chapter 5. Only the interface to this layer is specified by
MPEG-4. A transmux "instance" is defined by virtually any suitable transport pro-
tocol stack, at the option of end users.

The synchronization layer, which is always present, has a packet structure in-
cluding time stamps and encoding information. These packets are decoded by ele-
ments of the decompressor appropriate for each media type.

In summary, the MPEG-4 system layer functions are [MPEG-4]:

-Identify access units, transport timestamps and clock reference information and identify data loss.
-Optionally interleave data from different elementary streams into FlexMux streams.

-Convey control information to specify QoS for each elementary stream and FlexMux stream, translate
QoS requirements into network resources, associate elementary streams to media objects, and specify the
mapping of elementary streams to FlexMux and TransMux channels.

The elementary streams resulting at the top of Figure 2.51 are submitted to the
decompression unit shown in Figure 2.49 as a box and expanded in Figure 2.52.
Note that more than one decoded elementary stream may contributed to a media
object.

Elementary stream interface

Decoding [Media Objecﬁ_’ Composition
DMIF Application buffer DB1 *IDecoder] Memory CB1
interface _________ Decoding

§ ot r’ buffer DB2

Media Object_,| Composition | ]

RO [ (I E

Decoding Memory CB2 Compositor
J buffer DB3 »Decoder2 ry

| Decoding ; : —

' °© »Media Object | Composition

[ buffer DBn Decoderm | ] Memory CBm

Figure 2.52. Decompression functions.
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2.10.5.3 H.26L

The MPEG-4 standard uses an object-based model as the starting point for its
very high compression algorithm, but the alternative of extending traditional pre-
dictive block coding techniques has become surprisingly competitive. H.26L
(MPEG-4 part 10, H.264) is a standard of this latter type that has become part of
MPEG-4, with significant improvement over the object-based MPEG-4 ASP (Ad-
vanced Simple Profile) in terms of subjective quality for a given bit rate. Moreover,
PFGS (Progressive Fine Granularity scalable) layered coding as described in [HE],
using H.26L as the base layer, improves on MPEG-4 PGS (Progressive Granularity
Scaling) layered coding using MPEG-4 ASP as the base layer.

H.26L video coding uses a combination of techniques: Intra-coding with spatial
prediction, motion compensation with adaptive block size, the 4x4 integer DCT,
universal variable length coding, context-based adaptive binary arithmetic coding,
and a loop filter. Figure 2.53 shows how these elements are combined.
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Figure 2.53. The H.26L base stream encoder.

Each macroblock (16x16 pixels) to be encoded is predicted, so that only the dif-
ference between the original and predicted macroblocks are DCT encoded, operat-
ing on 4x4 component pixel blocks, going zig-zag through a macroblock as in the
earlier MPEG-4. DCT coding is followed by alternative entropy encodings of the
quantized DCT coefficients. UVLC (Universal Variable Length Coding) has the
advantage of simplicity and but relatively poor performance at moderate and higher
rates, while CABAC (Context-based Adaptive Binary Arithmetic Coding) is more
complex but has advantages in statistical estimation of coded symbols, assignment
of fractional bit resolutions to coefficients, and adaptation to changing probability
distributions of coded symbols.
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The predictor selector switches between intraframe (spatial) and interframe
(temporal) macroblock prediction; both are used in H.26L. The intraframe predic-
tion examines either 4x4 or 16x16 pixel blocks within a macroblock, looking for
similarities between one pixel block and others above it and to its left (Figure
2.54a). The larger pixel blocks are better for very uniform areas such as large areas
of white or black.

The interframe prediction uses one of several possible previous frames for
comparison with the present frame. The pixel block size used for this temporal
prediction is automatically selected from a set of seven different sizes: 16x16, 16x8,
8x16, 8x8, 8x4, 4x8 and 4x4. This compares with a set of only two sizes, 8x8 and
16x16, in the original MPEG-4 standard. A search (moving out in a spiral from the
reference location) for similarities among pixel blocks in past and present frames,
evaluates the cost in coding bits (including overhead) for each block size and selects
the least expensive size. If the 4x4 block size should be the winner, there will be
eight motion vectors for the macroblock.

The loop filter in Figure 2.53 smooths the reconstructed reference signal, which
is the sum of the spatial and temporal predictions and the reconstructed error signal.
This smoothing, first on vertical edges and second on horizontal edges, softens the
edge effects between coded blocks. The filter is dynamically adjusted according to
the need for smoothing between two adjacent blocks.

The scalable encoder proposed in [HE] produces a base H.26L stream as de-
scribed above, and additionally uses the reconstructed reference signal and the re-
constructed etror signal as inputs to an enhancement layer of coding, as shown in
Figure 2.55. For intraframe encoding, the bottom DCT of Figure 2.55 operates on
the difference between the original image and the (relatively) low-quality prediction
produced by the base layer H.26L encoder.

For interframe encoding, the two switches in the enhancement layer encoder
select either the low-quality prediction generated in the base layer H.26L encoder,
or the high-quality prediction generated in the enhancement layer encoder. The
selected prediction signal is subtracted from the original image and the difference
applied to the bottom DCT encoder in 8x8 pixel blocks, as in the MPEG-4 FGS
encoder.

At the output of the DCT, the most significant bit in each quantized DCT coef-
ficient becomes an element of a matrix (bit plane), and similarly for each of the bits
in the coefficients. Each of the bit planes is separately entropy-encoded, using
Huffman variable-length encoding.
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Motion estimation in the enhancement layer uses the same motion estimator
used by the base layer encoder, but the estimator is improved by taking the en-
hanced reconstructed reference signal from the enhancement layer encoder. The
reader is referred to [HE] for further details on this and other aspects, including the
block diagram of the entire layered decoder.

2.10.5.4 DivX

An MPEG-4 compliant commercial implementation that has come into wide
use is DivX [www.divkx.com]. Originally deriving from a beta version of Micro-
soft's Windows Media 8 [ALCARAZ], it was further developed and made part of a
system, marketed by Circuit City, for disposable DVDs for controlled delivery of
copyrighted movies. That venture was discontinued but DivX 5 (at the time of
writing) provided good quality at a modest rate (perhaps 1.1 Mbps for an entertain-
ment movie) in many individual and commercial applications.

Among the variety of MPEG-4 features or enhancements employed by DivX
[www.divx.com/divx/pro/specs.php] are multi-pass encoding, CBR (constant bit
rate) as well as VBR (variable bit rate) encoding, quarter pixel enhancement, gen-
eral motion compensation, psychovisual modeling, and noise reduction pre-
processing.

2.10.6 MPEG-21

Complementing the individual digital media standards, MPEG-21defines "an
environment that is capable of supporting the delivery and use of all content types
by different categories of wusers in multiple application domains"
[www.mpeg.org/MPEG-21]. The purpose is "to enable transparent and augmented
use of multimedia resources across a wide range of networks and devices". The
seven architectural elements of MPEG-21 are:

1. Digital Item Declaration, an interoperable schema for declaring digital items or objects.

2. Content Representation, i.e. the different media in which data is represented.

3. Digital Item Identification and Description, identifying and describing any multimedia entity.

4. Content Management and Usage, a set of interfaces and protocols “that enable creation, manipulation,
search, access, storage, delivery, and (re)use of content across the content distribution and consumption
value chain”.

S. Intellectual Property Management and Protection, mechanisms to manage and protect content across
networks and devices.

6. Terminals and Networks, definition of the capabilities for transparent access to content across multiple
networks and end systems.

7. Event Reporting, interfaces and measurement criteria informing users about reportable performance or
failure events.
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"Users" are everyone involved in the exchange and use of multimedia objects,
including end users and content providers. MPEG-21 pulls together the various
elements of such exchanges and uses and integrates the component standards. It
does not, in itself, define media, intellectual property, or communications protocols;
rather, it encourages e-commerce through a common framework making it easy for
consumers to reach and use content, while protecting the property of content crea-
tors and vendors and the privacy of users. The intended capabilities go beyond re-
trieval and use of finished digital items; users should be able to assemble their own
media objects from components acquired with the help of MPEG-21 mechanisms.
Figure 2.56 illustrates the authorization and value exchange model for two users.
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Figure 2.56. Transactional environment addressed by MPEG-21, for two users. Figure redrawn from
[MPEG-21].

The user requirements cited in [MPEG-21] include secure, private, trackable,
and unaltered content delivery and value exchanges; quality and flexibility of inter-
active services; personalization of content; enforcement of business rules;
interoperability with other multimedia frameworks; definition of performance met-
rics; inclusion and addition of metadata (information about content); integration of
business processes and provision of a library of standard business exchange proc-
esses; and user protection including reliability, loss, and insurance guarantees. This
is almost a complete market system for electronic objects.

[MPEG-21] proposes seven architectural elements intended to meet these re-
quirements, of which a few are reviewed here.

1. Digital Item Declaration

An unambiguous definition of a Digital Item does not yet exist, although many
multimedia documents can reasonably be considered to be Digital Items. A par-
ticular Web page with imbedded media objects can be regarded as a Digital Item,
but the boundaries of this item are not clear when the Web page contains executa-
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bles whose display outcomes depends on interaction with the user, or when push or
pull links exist to distant servers. An acceptable definition is still under considera-
tion, with the following requirements:

- Declarations must encompass digital items including both MPEG media resources and wrappers for
other media objects and descriptive statements.

- A digital item must be unambiguously declarable while accommodating any and all media resources
types and descriptions, composite items that may share media elements, manipulation by applications, and
identification through revisions.

- A digital item declaration must explicitly define the relationships between the elements of the digital
item and the descriptors of those elements. A descriptor may be a statement or a media component, must
be describable by other descriptors, and must be capable of association with a particular anchor point
within a media component.

- A digital item declaration must include a mechanism for defining decision trees (user interaction
choices).

- The declaration must allow definition of “containers” supporting digital items in hierarchical and refer-
ential structure, facilitating delivery of digital item packages, providing a structural foundation for man-
aging collections of digital items, and arbitrary container descriptors.

MPEG-21 has a preliminary set of standard elements for its abstract model includ-
ing item, container, component, anchor, descriptor, condition, choice, selection,
resource, reference, statement, and predicate, and their interrelationships.

2. Content Representation

MPEG-21 admits all major existing still-image, moving video, and audio cod-
ing types and intends to be extensible to include additional types. The main re-
quirements for content representation in MPEG-21 are:

- Representing a large number of data types including images, various video types, audio and speech
(both natural and synthesized), graphics, text, and 3D renderings. These data types should be able to
represent any type of content.

- Efficient representations, with options to selectively choose the efficiency and quality of individual data
types combined into a digital item.

- Scalability in the sense of adding elements to a multimedia item and reducing granularity in spatial,
temporal, and quality dimensions.

- Random access to all elements in a multimedia item.

- The possibility of selectively protecting media elements against communications or other channel-
associated errors.

- Synchronization of all media elements in a multimedia item, and other relevant data as well.

- Multiplexing the data associated with different elements in the multimedia item.

3. Digital Item Identification and Description

A large number of classification and identification structures exist for media
objects of various kinds, usually for single media. The need is for a system inclu-
sive of multimedia objects of an endless variety. It must integrate different compo-
nent schema and introduce mechanisms to track versions, dynamically change
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identification when parameters such as ownership or location change, and utilize
trusted third parties. The requirements include:

- Identification and description of content, transaction or contracts, people who are stakeholders in a
transaction, and usage rules (e.g. copying, pay-per-view).

- Transactional rules, including read/change/write authorizations.

- Rules for persistence and consistence of identification systems, including both static and dynamic iden-
tification and description schemas.

- Accommodation of different cost/pricing structures.

This partial overview is intended only to give the flavor of the comprehensive
structure for management of the business world of multimedia object creation, sale
and exchange that MPEG-21 is intended to be. Future growth of businesses in the
sale and exchange of musical items, movies, and other media objects, and of the
broadband networking and high-speed computing infrastructures to support these
businesses, is being delayed by unsettled issues of protection and fair use of intel-
lectual property. As these issues are (hopefully) resolved, MPEG-21 could provide
an important management infrastructure that is as necessary as broadband network-
ing and high-speed computing for the multimedia Internet of the future.

2.10.7 Digital Television and the "Grand Alliance” HDTYV System

Digital television [MASSEL] is a set of models and standards for over-the-air
broadcast of digital data streams representing television programming, plus added
data. Although over-the-air broadcast is outside the scope of this Internet-focused
book, digital television as a service concept is very much part of the multimedia
Internet, and MPEG-2 is the audio/video compression standard. This section de-
scribes the display and systems elements of digital television, and HDTV (high-
definition television) in particular, that are equally relevant for Internet or over-the-
air delivery. In the interest of coherence, a brief introduction to physical broad-
casting networks is included here, with forward reference to the modulation systems
described in Chapter 3.

Digital television is standardized by the ATSC (Advanced Television Standards
Committee [www.atsc.org] in the U.S. and the DVB (Digital Video Broadcasting
consortium [www.dvb.org]) in Europe. The ATSC's Digital Television Standard
[ATSC-DTS] is the successor to the familiar NTSC analog television standard.
Figure 2.57 describes the digital broadcast television system at a very high level, as
modeled by the ITU-R (International Telecommunications Union-Radio) organiza-
tion.

Digital video programming (but not HDTV) has been widely adopted in the ca-
ble television industry, but broadcast stations have been slow in moving toward the
conversion to all-digital broadcasting scheduled by the U.S.'s FCC for 2006 but
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likely to be delayed by several years. The FCC envisioned complete conversion to
digital signals in the presently unused (because of interference) "taboo"channels,
such as channel 3 in New York, with the present analog channels returned to the
government for lucrative auctioning.
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Figure 2.57. Digital terrestrial television broadcast model as promulgated by ITU-R.

The ATSC Digital Television Standard envisions high-quality digital video,
audio, and data transmission over a 6MHz channel, at rates up to 19.4Mbps in over-
the-air broadcast and up to something over 30Mbps in a cable television channel.
The supported picture formats, which differ from the communication industry's
picture sizes listed in Table 2.4, are shown in Table 2.7.

Because of high MPEG-2 compression, a very good, normal 4x3 television
picture can be delivered at a rate below 5Mbps, making it possible to send four
over-the-air programs or six over-the-cable programs in one 6MHz channel, or use
some of the capacity for Internet downloads and multicast information services.
However, one HDTV program will consume all of the 19Mbps. It is easy to see
why broadcasters and cable operators like digital television, which multiplies their
capacity four to six times, and also why they might prefer multiple normal programs
and new data services to one HDTV program, to the consternation of government
planners.

Table 2.7. Picture formats supported by the ATSC digital standard [www.atsc.org].

Pixel map Frame rates (per second) Aspect ratios
1920x1080 60 interlaced fields, 24 and 30 progressive frames 16:9
1280x720 24, 30, and 60 progressive frames 16:9
704x480 60 interlaced fields, 24, 30 and 60 progressive 16:9,4:3

640x480 60 interlaced fields, 24, 30 and 60 progressive ~ 4:3
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The ATSC standard can be shown as a layering of functions from transmission
up to picture and audio formats. Not every layer need be used; for studio produc-
tion and processing purposes, an uncompressed or lightly compressed digital video
stream may be used. Table 2.8 specifies typical layers in this model for HDTV.

Table 2.8. Typical layers in the ATSC digital standard for HDTV [ATSC].

Layer Typical parameters (one example)

Video/audio layer 1920x1080 pixels, 29.9 frames/sec, interlaced fields, 16:9aspect,
video/audio formats 5-channel audio

Compression layer MPEG-2 video, AC-3 Dolby audio

Transport layer MPEG-2 transport

Transmission layer 8-VSB modulation in 6MHz band

The ATSC transmission layer is for terrestrial over-the-air broadcast. In
Europe's DVB (Digital Video Broadcast) system, a variation of OFDM (orthogonal
frequency-division modulation) is used for over-the-air broadcast, and in cable sys-
tems, QAM (quadrature amplitude modulation). Modulation formats are described
in Chapter 3.

HDTV today is one particular format for digital video broadcasting, based on
MPEG-2 as are other digital television formats. But HDTV has a long history that
began well before digital television, and has considerable political significance
within the broadcasting infrastructures of the United States and other countries. An
1125 -line analog HDTV system, pioneered by NHK, the Japanese broadcasting
system, was demonstrated in the United States in February, 1981 and attracted a
great deal of  interest from  broadcasters and the FCC
[www .bgsu.edu/departments/tcom/hdtvhistory.html]. For satellite broadcasting, it
required 12MHz bandwidth. By 1984, the ATSC was proposing a world HDTV
standard of 1,125 scanning lines, 5x3 aspect ratio, and a 60/sec or 80/sec field dis-
play rate. In early 1985, rejecting an RCA counter-proposal, the ATSC voted for
the NHK HDTV standard with 1,125 lines, 60 fields/sec, 2:1 interlace, and a 16:9
aspect ratio. Later that year the CCIR (International Radio Consultative Committee)
adopted this recommendation with further specification of 1,920 samples per active
line for luminance and 960 for color difference. Soon a way was found to pack the
HDTYV signal within a standard 6MHz television channel, and was demonstrated in
early 1987. Efforts began to make the system backward compatible with traditional
NTSC television receivers.

However, some U.S. political and industry figures favored development of a
new U.S. system, and rapid progress in digital video began to throw doubt on the
NHK analog system. The FCC set up a testing schedule in 1989 to evaluate alterna-
tive proposals. In 1990, General Instrument Corporation, later teamed with M.I.T.,
proposed its all-digital "DigiCipher" HDTV broadcast system. By 1992, Zenith and
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AT&T demonstrated a competitive system. Broadcasters were in any event not in
any hurry to deploy HDTV services, until resolution of spectrum allocation and
other issues.

In 1993, with the FCC clearly waiting for an acceptable all-digital system,
NHK withdrew its analog system from the competition for the FCC's HDTV trans-
mission standard. With no digital proposal appearing overwhelmingly better than
the others, GI, Zenith, AT&T and ATRC (Advanced Television Research Consor-
tium of RCA, Thompson, NMC and Philips) joined forces as a "Grand Alliance" to
develop a single digital HDTV system. The Grand Alliance decided to base its
system on the new MPEG-2 video compression system, a 1,920-pixel by 1,080-line
interlaced scanning picture plus a progressive scanning option, and on six-channel,
CD-quality Dolby AC-3 sound. The new system was standardized by the ATSC
and, by mid-1996, adopted by the FCC for terrestrial digital television broadcasting
in the United States.

The FCC has indicated its intention to eventually restrict digital television
broadcasting (which will be all television broadcasting) to the channel 7-channel 51
spectral range, liberating spectrum above and below for other purposes. Mean-
while, stations transitioning to digital broadcasting have been offered use of cur-
rently unused UHF and "taboo" VHF channels (avoided by analog television
because of interference between stations in different cities), but these stations are
expected to return their current analog signal channels to the government when con-
version is complete.

A digital television signal on a taboo channel not only coexists with an analog
broadcaster on the same channel in another city, but provides acceptable pictures up
to a radius of 55 miles when interfering stations are a minimum of 155 miles apart
[HDTV]. Analog channel impairments such as ghosting (multipath interference)
and snow (noise) are avoided. The large information content of an HDTV signal is
conveyed in a signal that can be detected by a receiver with one-tenth the received
signal to noise ratio required for comparable quality in an ordinary analog TV sig-
nal. The compromises included one major one between the broadcasting and com-
puter industries: there are two scanning options in the standard, progressive (favored
by the computer industry) and interlaced (the present and preferred standard of the
broadcasting industry).

HDTYV is defined as television with resolution approximately four times that of
conventional television and with a 16:9 display format rather than the 4:3 screen
format of conventional television. In order for HDTV to be meaningful, that is, for
the increased resolution to make a significant difference, the display in a viewer's
home must be large enough so that a viewing angle of about 60 degrees exists with
normal seating arrangements, as shown in Figure 2.58. A screen size of about
100cm (diagonal measurement) is required in most cases. Since this implies a bulky
and expensive cathode-ray display, the consumer electronics industry has long de-
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sired either a thin, wall-hung display or a good projection system. The wall-hung
display is preferable for several reasons including difficulty in mounting a projector
and the lower illumination levels typically of projection systems. Very good prog-
ress is now being made on plasma displays that are bright, large, and may someday
be reasonably priced, with display sizes of 100cm diagonal measurement and more
demonstrated at trade shows . Projection systems are also getting brighter and
sharper, and are already widely used for computer output displays.

60° .4
¥
16

Figure 2.58. Appropriate viewing angle for HDTV.

Basing the Grand Alliance HDTV standard on the same MPEG-2 used for stan-
dard format television facilitates use of the same equipment for a variety of digital
video formats, builds a foundation of compatibility with computer-based multimedia
applications, and leaves the door open to applications not yet conceived. The stan-
dard allows any mix of audio, video, and data information streams, packaging each
type of information in its own set of 188-byte transport packets (see the discussion
in Section 2.10.3 of the MPEG systems layer) and allowing dynamic allocation of
transmission capacity.

The basic system, shown in Figure 2.59, consists of video and audio encoders, a
transport encoder, a channel modulator (the channel coder of Figure 2.57 is assumed
within this box), and reciprocal elements at a receiving location. The video and
audio encoders are MPEG-2 standard, the transport encoder includes error-
correction coding to protect the data stream, and the channel modulator, including
channel coding such as trellis-coded modulation [GSW], produces eight-level ves-
tigial sideband signal (8-VSB, Chapter 3). The excellent VSB realization of one of
the development prototypes, and the marginally better performance of carrier phase
acquisition in VSB, resulted in the choice of VSB over QAM. The transmission
characteristics of cable channels are different, favoring 30-36Mbps QAM-based
cable modems that are already used for normal-format digital video and for Internet
access, as described in Chapter 3.

The HDTV video encoder does a frame by frame encoding that is indifferent to
whether an interlaced or sequential scan is used and supports both 1920x1080 pixel
interlaced, and 1280x720 pixel progressive. Driven by the broadcasting industry,
most available equipment is for the interlaced standard, although conversion of 24
frames/sec motion pictures to HDTV video is probably most convenient in the pro-
gressive format.
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Figure 2.59. Digital HDTV broadcast system.
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In addition to supporting 2:1 interlaced, 59.94 fields/sec standard HDTV video
and the progressively scanned, 29.97 frames/sec and 24 frames/sec formats, the
Grand Alliance standard supports 66 frames/sec used on some workstations (and not
part of the ATSC broadcast standard). The encoder reconciles entertainment and
computer-based video, overcoming the “square vs. rectangular pixel” controversy
described in Chapter 1, by also supporting a progressively scanned 1440x810
square pixel format. Thus Grand Alliance HDTV can mix computer and entertain-
ment media, such as computer animation, graphics, and virtual reality materials
from the computer side and video camera or motion picture film from the entertain-
ment side.

As already noted, the Grand Alliance standard includes the Dolby Labs AC-3
digital audio compression system (Figure 2.60) with a sampling rate of 48,000 sam-
ples/sec and 18-bit samples. It has six channels, five for different speaker positions
and the sixth for low-frequency enhancement, making the total pre-compression bit
rate SMbps, compressed to 384Kbps in the AC-3 coder [HOPKINS]. The fre-
quency-domain coding provides reduced resolution for spectral components that are
psychoacoustically unimportant to human listeners. The user has control over audio
level fluctuations that broadcasters have traditionally used. The TDAC (time-
domain aliasing cancellation) transform filter bank is a frequency-domain transla-
tion similar to the DCT, transforming overlapping blocks of 512 PCM samples, with
the output coefficients decimated by two to 256 coefficients because of the overlaps.

The U.S. Grand Alliance HDTV standard opens new delivery channels for
multimedia content. For the first time, viewers will be able to see motion pictures
full screen with the correct aspect ratio, and might even be able to simultaneously
access and display background information on the actors and events that are por-
trayed. As in past television experience, a worldwide broadcast standard may never
be achieved, even though MPEG-2 is a world standard for digital video coding.
Europe has its own DVB standard, with a 1920x1080 HDTV format [WMM].
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Figure 2.60. The Dolby encoding technique used in Grand Alliance HDTV.

2.11 Media Encoding Systems and Communications Capacity

More than one book would be required to cover all the significant coding sys-
tems in use today and to treat them in the depth required for a complete exposition.
However, this brief chapter has described the main concepts of lossless and lossy
digital coding of media that are seen again and again in contemporary coding sys-
tems. The advances in digital compressive coding, permitting realistic balances
between information rates and affordable broadband communication, have been
essential for early deployment of media services in the Internet. Although some
further improvements in compression ratios are possible, most of the redundancy
has been wrung out of the media objects and it is likely in the future that develop-
ment of lower-cost, lower-power and higher-bandwidth communications, the topic
of the next chapter, will be more important.
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COMMUNICATION NETWORKS AND
TECHNOLOGIES

A variety of physical networks, constituting the lower layers of the protocol
stack (Figure 3.1), support the IP (Internet Protocol)-based multimedia Internet.
These underlying communication infrastructures are as important as the IP-level
protocols and services described in Chapters 4 and 5 for the media applications in-
troduced in Chapter 1.

Application level: What people & machines want to do
(Web client/server, media create/play/exchange, VoIP and MM confer,, ......)
Supporting applications: Digital media compression

Supporting protocols: Real-time media flows, media stream control E Signaling

Presentation level: Data formats for presentation and display
(Web retrievals, multimedia document markup languages)

Session level: Dialog between processes
(Open and close sessions; object exchange and retrieval)

Transport level: Application to application data unit transfer
(Connections, reliable transport, end-to-end rate control)

Network level: Network ingress node to network egress node
(Internetworking [IP], routing, QoS services, traffic policing)

] Path setuE }:

Link (or Medium Access Control) level: Node-to-node operation
Described (Framing, switching, contention resolution, QoS & bandwidth allocations)
in this
chapter

Physical: Wired/wireless networks
(Signaling and modulation formats, facilities and bandwidth provisioning)

Figure 3.1. Physical and MAC-level elements within the protocol stack.

The physical networks must be capable of transferring media streams and files
with the required QoS (quality of service) defined as usable data speed (related but
not identical to "bandwidth"), acceptable delay and delay jitter, and acceptable
packet loss or bit error rate. They come in many varieties, using alternative switch-
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ing and routing technologies and transmission media. This chapter introduces the
architectures and technologies of the local, access, and core networks, wired and
wireless, giving access to the multimedia Internet for end users and transport of
Internet traffic. It describes basic switching and routing concepts, the optical core
network, multi-user medium access in popular LAN and access networks, and QoS
mechanisms such as connection-oriented communications and preferential treatment
of priority traffic. These QoS mechanisms are coupled and interdependent with
those at higher protocol layers. Some voice/data networks of relatively little future
interest, particularly ISDN (Integrated Services Digital Network [KESSLER]), are
omitted here.

3.1 NETWORK CATEGORIES

Networks are characterized by geographic scope, topology, communication
protocols, and services. For some time "broadband" has been a key goal, offering
end users data rates of at least several Mbps [LEE, SCHWARTZ3]. Figure 3.2 il-
lustrates the classification by geographic scope. Some of the networks exist in more
than one category. WLAN (wireless LAN) is a particularly interesting example,
expanding from a purely local and private network into a public access network at
airports, hotels, and campuses. Several of the more widely used local, access, and
metropolitan networks noted in this section are described in more detail in later sec-
tions of this chapter. These include Etheret, under the IEEE 802.3 series of stan-
dards. Ethernet, long dominant in the local network environment, may become
prominent in both "first mile" access networks [grouper.ieee.org/groups/802/3/
efm/], replacing older standards such as Frame Relay [www.frforum.com/] at rates
as low as 2Mbps, and in metropolitan area networks, where mesh networks switch-
ing Ethernet frames at rates of 1-10 Gbps [www.10gea.org/] may replace many
SONET rings in the future. End-to-end Ethernet, perhaps an alternative to IP-based
networks, is also a possibility.

The Internet, with the simplified access and inter-ISP (Internet Service Pro-
vider) model sketched in Figure 3.3, is built upon the public carrier network repre-
sented by the access, metropolitan and core elements of Figure 3.2. The Internet
utilizes all of these public carrier facilities, adding network (IP), transport
(TCP/UDP) and additional protocol layers as described in Chapters 4 and 5. For
example, regional ISP networks may be built upon metropolitan and access facilities
leased from communications carriers, and the connections between ISPs may be
lightpath circuits through the optical core network.
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Metropolitan area networks
(DS1-DS3, cellular mobile backbone,
SONET rings, Resilient Packet Rings,

Broadband long-haul core networks
(DWDM optical, satellite)

Access networks
(PSTN, xDSL, cable data, power line, cellular
mobile/PCS, IEEE 802.11 WiFi, IEEE 802.16
WiMax, DS1-DS3, satellite data)

Local and Personal Area networks
(IEEE 802.3 Ethernet, IEEE 1394 FireWire, HPNA (tel. wiring),
HomePlug (power wiring), IEEE 802.11WiFi, UWB, Bluetooth,
ZioBee IR

| Consumer devices
(computers; voice & data handsets;
set-top box/webTV; Internet appliances; ...)

Figure 3.2. Geographic classification: Core, metropolitan, access, local, and end devices.
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Figure 3.3. Access and inter-ISP connections for the Internet.

For "broadband" Internet access facilities, the dial-up telephone modem and
ADSL (asymmetric digital subscriber line) services (Figure 3.4) offered by local
telephone companies, and cable modem service in HFC (hybrid fiber-coax) cable
systems (Figure 3.5), are most familiar to residential subscribers. Broadband sub-
scriber access in present-day systems provides a downstream data rate of the order
of one Mbps, but future HFC, VDSL (Very high speed DSL) and FTTH (Fiber to
the Home) services promise much higher rates. Note from Figure 3.4 that dialed
telephone circuits are limited in bandwidth (and data rate) by the voice-channel line
cards in carrier systems, not by the bandwidth of the twisted-pair subscriber line.
ADSL and cable modem systems (sections 3.71 and 3.72 respectively) are fast but
asymmetric, with much faster rates downstream to end users than upstream from
end users. This may not be adequate for a future that is already here, in which con-
sumers generate and exchange large-volume music, image, and video files. Business
subscribers are beginning to have high-speed, relatively symmetric service through
HDSL (high-speed digital subscriber line) and PON (passive optical network) fa-
cilities.
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Figure 3.5. HFC (hybrid fiber-coax)-based Internet, PSTN and program distribution access.

In Europe, data communications via the electrical power network, at symmetric
rates of the order of 2 Mbps, has also become a credible access mechanism (section
3.73). Work on an IEEE standard was just beginning as this book was being com-
pleted.

Wireless Internet access facilities (Figure 3.6) are growing in importance.
Cellular mobile networks are evolving to 3G (third generation) systems with 2Mbps
indoor and 384Kbps outdoor (pedestrian) data rates. But the high prices paid by
cellular mobile operators for licensed spectrum are making it questionable whether
this will become an economical and widely used access mechanism, unless they are
saved by higher spectral efficiency techniques such as MIMO (multiple antennas),
described later. WLANSs, using unlicensed "free" spectrum, offer fast data rates up
to 54Mbps and more in the current IEEE 802.11 family of standards, and support
low-powered Internet appliances. WLANs will both complement and compete with
3G cellular mobile for multimedia Internet traffic.  Both are introduced in this
chapter.
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Figure 3.6. Wireless access networks.

In addition to these wireless networks designed from the beginning for mobil-
ity, services that began as fixed terrestrial microwave systems are evolving through
the [IEEE802.16] "WiMax" standard as high-speed metropolitan data access net-
works with mobility possibilities. Finally, satellite data services are available in
either two-way satellite format or a lower-cost hybrid format in which relatively
high-speed downloads to subscribers are sent by satellite and relatively low-speed
upstream communication is via the dialed telephone network. There are commercial
mobile satellite services and future consumer mobile services are a possibility.

For in-residence local networking, Ethernet, IEEE 1394 (FireWire/iLink), and
IEEE 802.11 WLAN are the leading networking technologies with speeds and per-
formance adequate for media services. Very high speed UWB (ultra wideband)
wireless systems may become a home networking technology, supporting IEEE
1394. Home networking using existing telephone or power wiring is also being
pursued. All are described later in this chapter.

3.2 THE DWDM CORE OPTICAL NETWORK

A very high capacity and flexibly-configured core transport network, shown in
Figure 3.2 as "broadband long-haul core networks", is a key requirement for huge
volumes of Internet media streams. End to end, this traffic will be handled with the
IP networking protocols and services to be described in Chapters 4 and 5, but within
the core network, the main service may be "fat pipes" linking high-capacity routers.

The broadband long-haul core network is largely built of optical transport and
switching systems in which information streams of 2.4Gbps to as much as 40Gbps
modulate lasers that are coupled into very low loss single-mode optical fibers
[RAMASWAMI]. Figure 3.7 shows a DWDM (dense wavelength-division multi-
plexed) core network with nodes consisting mainly of OXC (Optical Cross-
Connect) switches that transfer optical signals between input and output optical fi-
bers. Links between OXCs may extend hundreds of kilometers without signal re-
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construction in the "3R" operations of regeneration, retiming, and reshaping. Mod-
ern optical transport networks use WDM with a multiplicity of information-bearing
optical carriers. These would be different "colors" if they were visible. WDM mul-
tiplies the transport capacity by the number of wavelengths (large for DWDM), al-
lowing upgrades of existing fiber links by changing only the end systems.

Various optical and electrical metropolitan networks can feed the DWDM core
network with high-speed information signals to be carried through on lightpaths. A
lightpath is a sequence of wavelength links carrying an optical signal from an in-
gress node to an egress node of the optical network. Figure 3.8 illustrates a particu-
lar lightpath using A, from OXC, to OXC,, A, again from OXC, to OXCs,and A,
from OXC; to OXC,, where the As are values of wavelength. For simplicity, this
figure only two outgoing fibers from OXC, and labels only one (A;) of the many
wavelengths on this fiber. Note, from Chapter 1, that in free space a wavelength A
and its equivalent frequency f; are related by the formula A; x f; = c, the speed of
light (300,000,000 meters/sec). Wavelength division multiplexing is the same as
frequency division multiplexing.

SONET/SDH (Synchronous Optical Network/Synchronous Digital Hierarchy
[HOLTER, BOEHM]) is a transmission standard described in the next section. A
SONET ring, one of many linked SONET rings that are typically used in a hierar-
chical structure in the public network, is an example feeder network in Figure 3.7.
It is shown carrying fixed-rate tributary streams that draw from many digital voice
signals or data sources. OADMs (Optical Add/Drop Multiplexers) in the SONET
ring add and drop tributary streams. SONET, widely used in the public network
and briefly described in Section 3.2.2, is a popular framing standard for orderly data
transmission on optical links. It provides timing, delineates component signals
(where they begin and end), and includes many management functions. Another
client signal source indicated in Figure 3.78 is a high-speed router that has accumu-
lated data from high-speed metropolitan area Ethernet switches. The router may
use SONET framing or other standards on its incoming and outgoing links. For
end-to-end Ethernet, Ethernet frames coming from any of the metropolitan area
networks can be accommodated within the framing structure of the optical core
network.

At the ingress OXC of the DWDM core network, incoming client signals are
multiplexed into SONET or alternative OTN (optical transport network) frames.
Each framed information signal modulates a laser operating at some wavelength
(say A;) to create an optical signal for transmission on the first link of a lightpath. A
typical optical signal in present-day networks may be at the OC-48 rate, but com-
mercial systems with optical signals as fast as OC-768, at least for shorter spans,
were already developed at the time of writing. If 10Gbps metropolitan Ethernet
feeds the optical network, four OC-192 signals could be combined at the ingress
node into one OC-768 signal.
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Figure 3.7. DWDM core network and its feeder networks.

DWDM (Dense WDM) uses 40 to 160 or more wavelengths. Figure 3.8 shows
the wavelength ranges that are characterized by relatively low transmission loss in
the fiber, with the most-used bands around 1300nm and 1550nm. The horizonal
scale is in nanometers. Recent development work has eliminated the "water peak" at
1400nm, opening up a new band. The ITU-T grid refers to standard spacings be-
tween DWDM carriers as specified by the International Telecommunications Union,
in equivalent units of frequency spacing (in GHz) and wavelength (in nm). The
figure also suggests the bandwidths covered by alternative EDFA and Raman ampli-
fiers used to boost signal strength in very long optical links.
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Figure 3.8. DWDM transmission bands, showing also elimination of the "water peak" to increase avail-
able bandwidth.
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3.2.1 Opaque and Transparent Optical Nets, and Hierarchical Switching

Internal nodes may operate in an "opaque" mode, a "transparent” mode, or both.
In the lightpath example of Figure 3.8, OXC, is shown operating in transparent
mode while OXC,; and OXC; operate in opaque mode.

The opaque mode requires an O-E-O (Optical to Electrical to Optical) process
to transfer an optical signal from an input fiber, through the electrical fabric of an
OXC switch (despite being called an optical crossconnect!), to an output fiber. This
has the advantage of cleaning up the signal and facilitating wavelength conversion
(use of a different wavelength on the outgoing fiber from that used on the incoming
fiber), which eases the lightpath routing problem. It is easier to reserve an end-to-
end lightpath when there is freedom to choose any unused wavelength on a given
link. However, the opaque mode has the disadvantage of requiring demodulation
and an O-E-O operation on each and every wavelength, and provision of an OXC
switch that has a port for each and every wavelength. In a major node, this implies
a huge and very expensive OXC with thousands of ports.

The transparent mode, in contrast, handles only light. It carries an individual
wavelength, a band or set of wavelengths, or the entire contents (all wavelengths)
on an incoming fiber directly to an outgoing fiber. In nodes that are serving merely
as transit points for very large traffic streams between major cities, it is much more
economical to allow these aggregated "express trains" of multiple wavelengths to
pass through untouched. There is a large benefit in reduction of switching com-
plexity in such nodes.

The future node architecture may be the layered one sketched (in one version)
in Figure 3.10, with the capacity of optical networks enhanced by such hierarchical
switching and routing systems [WANG]. At the highest level, entire fiber-loads (all
wavelengths) are switched through transparently, but one or more fiber outputs may
be passed down to the waveset crossconnect level. At that level, bands or arbitrary
sets of wavelengths are (optically) disaggregated from the incoming fiber and
switched transparently to output ports. Figure 3.10 illustrates dropping the contents
of incoming fiber 2 to the waveset level, where a particular separated waveset is
aggregated with wavesets from other sources and sent up for transmission on out-
going fiber 1.

For finer switching, Figure 3.9 shows another waveset (from this same dropped
fiber) transparently switched to the waveset crossconect's third output port and
dropped down to the individual wavelength crossconnect (OXC) level. There it is
demultiplexed (demux) into individual wavelengths whose electrical information
signals are detected. Each electrical information signal is applied to a different in-
put port of the OXC switch. One of those information signals is switched to a
wavelength set multiplexer (mux) that modulates signals from different OXC input
ports onto different wavelengths and raises the wavelength set to the waveset level.
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In the example shown, an individual wavelength on incoming fiber 2 may be
switched to a (possibly different) individual wavelength on outgoing fiber 1.

Figure 3.9 also illustrates a still finer switching level. A wavelength (actually
the electrical information signal demodulated from a wavelength) from the OXC is
dropped to an optical deframer to retrieve packets. Each packet can be routed to a
destination outside of the optical core network, or forwarded on another optical link.
To forward on an optical link, packets from the router are applied to an optical
framer that creates the electrical information signal that will modulate an optical
wavelength. This signal is switched to a wavelength set multiplexer where it and
other information signals are modulated onto different wavelengths. The wave-
length set is then switched through the waveset crossconnect and fiber crossconnect
layers into an outgoing fiber. A routing node of this kind is likely to be imple-
mented in ingress/egress nodes.

The implementation of transparent optical switches is a developing art. The
most popular technology at the time of writing was the use of MEMS (micro elec-
tromechanical system) devices, in an array of small mirrors controlled by electrical
signals. The lightpath remains purely optical. A two-dimensional array of 16
MEMS switchpoints is sketched in Figure 3.10. Three-dimensional arrays can be
produced. Heated bubble devices are an alternative technology. Solid-state tech-
nologies, preferably with wavelength-filtering capabilities that mirrors do not have,
have also been proposed for a transparent optical switch.

Although IP packets are efficiently carried in the existing optical framing and
circuit switching environment (next subsection), there is hope for future implemen-
tation of very large capacity optical routers, forwarding packets entirely in the opti-
cal domain [ES]. This would make the links and nodes of optical networks truly
consistent with the Internet model.
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3.2.2 SONET and IP Traffic

The Optical Internet requires carrying IP (Internet Protocol) packets within the
information frames composing each optical signal (on each wavelength), and the
functions of framing are evolving with the evolution to WDM networking
[CAVENDISH]. ITU-T has defined a new optical frame for the DWDM OTN
(Optical Transport Network) [G.709] with several advances over SONET/SDH,
including management of optical channels without conversion into the electrical
domain and forward error correction [AGILENT], but is similar to SONET in most
respects. Although G.709 is often associated with DWDM, SONET may also be
used directly on DWDM wavelength carriers, as suggested in Figure 3.8, and appar-
ently is not going to disappear anytime soon.

Figure 3.11 shows the system model and a sequence of transmitted SONET
OC-3 (155 Mbps) frames. The duration of the SONET frame (Fig. 3.13) is 125us
so that a particular byte reserved in a sequence of frames carries a 64kbps informa-
tion signal, such as one tributary in a TDM (Time-Division Multiplexing) frame
(Chapter 1). The payload encapsulates a variety of synchronous and asynchronous
client signals. Synchronous client signals are packed into virtual containers, with a
pointer from the overhead section showing where the container is located. Note
that the 2430 bytes of a SONET OC-3 frame are transmitted sequentially, one row
after another in the representation of Figure 3.12.

Path termina-  Section termin- Line termina- Section termin- Path termin-

ting equip. ating element  ting element  ating element  ating equip.
|Termina1 I———-Repeater 1 ADM |———|Repeater ’——’Efr?ui;lp_'
< -

Section N P
~ Line ~ o
T Path
Frame n-1 (2430 bytes) Frame n Frame n+1
A —~ A — A -
| Framen1 ] ] ] Hl ¢
0 125us 250us 375us

Particular byte in frames n-1, n, n+1, ...
Figure 3.11. SONET model, and 2430-byte OC-3 frames transmitted each 125 ps.

Important management functions are included in the overhead portion of the
SONET frame, including protection (circuit recovery in milliseconds), restoration
(circuit recovery in seconds or minutes), provisioning (allocating capacity to
routes), consolidation (combining traffic from underutilized bearer circuits), and
grooming (aggregating traffic of a particular type into a high-speed bearer circuit).

The currently favored encapsulation mechanism for IP packets into either
SONET or G.709 frames is GFP (Generic Framing Protocol [SCHOLTEN], [ITU-
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G7041]), shown in Figure 3.13. It liberates individual traffic streams from the con-
straints of the fixed synchronous data rates specified in Figure 3.9 and from the
waste of optical path bandwidth when bursty data traffic cannot fill one of those
fixed-rate allocations. GFP accepts virtually any type of client traffic, including
Ethernet frames and variable-length IP packets, and encapsulates it in a frame for
transport over a network. It is particularly suitable for irregular IP traffic. It permits
multiplexing multiple data streams for transport over a single path, and it can be
used to transparently extend a local network through a wide-area network.

t=0 Transport overhead Example virtual container (including path overhead)

First byte 3---- (ORI . ol T Payload __________
m::::rlllll[!l'ﬂ ......... rrrerieeees (1]
{1 6 OO 1]
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LTI TTTTT] I I [T 1]
T TTTTTT] A | i [ [ L
T Ranpeswgibye | Costbyte i rame 155,01
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—
Total of 270 columns in frame (9 for the transport overhead)

Figure 3.12. A 155.52Mbps SONET/SDH frame, and definitions of section, line, and path. The frame is
transmitted one row after another in a total of 125ps.

In Figure 3.13, aggregated traffic is routed to a SONET mapper that encapsu-
lates packets in the GFP frame using PPP (point-to-point protocol [RFC1548] over
GFP, and maps the GFP frames into a SONET payload (that may contain sub-rate
"concatenated” streams). PPP is the same protocol used for any circuit-switched
transmission pipe, such as a dial-up connection from a home to an Internet service
provider. The mapping process includes 8B/10B conversion between the eight-bit
symbols used in Ethernet and the ten-bit symbols used in SONET, incidentally los-
ing control information that has been transmitted as in-channel symbols.

The SONET frames (in which the GFP frames are imbedded) are sent across
the optical network to a next-hop router on the other side. The optical network thus
serves as a high-rate pipe linking IP packet routers.
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Figure 3.13. Generic Framing Protocol, shown encapsulating IP packets into SONET frames.

"Virtual concatenation”, another efficiency technique, "inverse multiplexes" a
fairly high-speed stream into several moderately-priced standard channels rather
than placing the entire stream into an expensive higher-speed channel that it would
underutilize. Still another approach to efficient carriage of IP traffic in optical rings
is the Resilient Packet Ring (RPR) {IEEE802.17] that replaces SONET with a more
flexible packet add/drop mechanism, one not disturbing through traffic. Neverthe-
less, SONET persists in the Optical Internet.

The traditional method of setting up lightpaths in an optical network is through
network management mechanisms, instructing an element management agent in
each node to configure cross-connect paths. It is slow and requires working
through the customer service system of each networking domain. Replacing this
infrastructure with new connection control mechanisms, at both the UNI (User-
Network Interface) and the NNI (Network-Node Interface) within and between net-
working domains, is a major trend in current optical networking standardization
effort [OUNINNI]. GMPLS (Generalized Multi-Protocol Label Switching
[GMPLS]) connection setup, derived from the MPLS packet network path setup
described in Chapter 4, is a leading contender for these interfaces which are effec-
tively signaling protocols. GMPLS is a collection of IP (Internet Protocol)-based
protocols that extend MPLS traffic engineering from its original packet switching
orientation to support of other traffic classes including time-division multiplexing
(described below) and wavelength switching. One area still in dispute is the extent
to which control functions, particularly routing of flows into lightpaths, will be an
internal responsibility of the optical core network or will be available to external
routers that are supplying these flows.
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3.3 Circuit, Packet, and Cell-Switched Communications

Switching is needed because it would be expense and wasteful to provide a
dedicated transmission line between every pair of endpoints. Three distinct modes—
circuit, packet, and cell switching — are widely used. Cell switching (Asynchronous
Transfer Mode) derives from both packet and circuit switching and implements
virtual circuit switching (Section 3.4.4). Each has its role in the support of multi-
media applications and the realization of quality of service. The last section de-
scribed circuit switching in optical core networks.

Communication sessions are characterized as either connectionless or connec-
tion-oriented. Circuit and cell switching implement connection-oriented communi-
cation, while packet switching may be used for either connectionless ("datagram")
or connection-oriented (e.g. TCP/IP) communication. Connectionless communica-
tion independently routes each packet of information. Connection-oriented commu-
nication sets up, in advance, ordered flows between designated parties. At the end
of a session, its connections are usually torn down.

A connection is an abstraction that does not necessary have any transmission
resources associated with it. However, circuit switching and cell switching, plus
IntServ (chapter 4) in packet networks, are further characterized by advance re-
source reservation (for each communication session) of paths, bandwidth or rate,
and other required QoS resources.

Figure 3.14 illustrates the relationships among the concepts introduced in this
section. Although shown separately for "whole line"” switching, space-division
switching, in which crosspoints are used as in the optical switches described earlier,
is one possibility for the fabric of ATM, TDM, and FDM switches.

'.C_o_n_n_e_cp_o_n_le_s‘s‘ Packet switching  Circuit (or virtual circuit) switching

rmmm——-————

Switched | | Time-division af\?eulzrécyh()?r Space- i
ATM cell | | multiplexing division gt division |}
L multiplexing switching ,:
hhbhhhhi it bbbl Shbbbhbt b bRl 4 2hatiad
(Possible resource Connection-
reservation) oriented

Figure 3.14. Relationships among switching types and concepts.
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3.3.1 Circuit-Switched Communication

Circuit switching dedicates a physical transport circuit end-to-end to a given
communication session. In older telephone crossbar (space) switches, an actual
copper path was allocated, but that is not necessary for a communication circuit,
defined as a dedicated part of the available end-to-end transmission capacity. This
dedicated part may an entire wire or fiber, a set of time slots, or a set of frequency
(or wavelength) slots. A virtual circuit, used in ATM switching described in Sec-
tion 3.4.4, is one in which capacity but not particular slots is guaranteed. Figure
3.15 illustrates the generic circuit-switching concept, and also suggests the carrier
system conveying multiplexed information signals between the switches.

Figure 3.16 illustrates the operation of a particular circuit switch implementing
time-slot interchange in order to complete circuits in a TDM (time-division multi-
plexed) transmission system. In TDM, periodic time frames of data are segmented
into slots that may be assigned to different circuits. A train of TDM frames arrives
at input port 1 of the switch and another train of TDM frames departs from output
port 2. A particular incoming circuit is allocated slot 2 of each incoming frame.
Each slot could, for example, contain one 8-bit (one byte) PCM sample (Chapter 1)
of a voice signal.

time or o o
frequency Circuit Circuit
mux demux  switch mux demux switch

\ -

B T~

Information Capacity slots
signals (time or frequency)

Carrier system with multiplexed circuits (time or frequency)

Figure 3.15. End-to-end circuit through circuit switches guaranteeing capacity.

In order for this particular information signal to reach its destination, it is to be
switched to output port 2. There it is allocated slot 3 in each departing TDM frame.
Other slots, including slot 2, may already have been allocated to other circuits.
Output port 2 is attached to a transmission link going to the next switch along an
appropriate route for this session. Network signaling is used to set up the series of
connections to realize an end-to-end circuit. The surest way to guarantee QoS is
through this kind of connection setup that includes reservation of resources on each
link.

Quality of service is guaranteed because there is no possibility of significant
delay or preemption by other sessions. There is only minimal buffering to allow for
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Figure 3.16. Time-slot interchange switch switching signal tributaries within 24-slot TDM frames.

change to a slot at a different time within a frame. Careful design of transmission
systems results in extremely low error rates, so this element of quality is also as-
sured.

Note the TDM frame contains no addresses. The advance connection setup (of
time-slot interchanges) in each switch along a route has guaranteed end-to-end cir-
cuit completion. The drawback for the customer is a fixed transmission rate which
has to be paid for even if the information at times is at much lower rates. This is a
fundamental disadvantage of circuit switching for data traffic, which often is
"bursty" with wide fluctuations in rate.

3.3.2 Packet-Switched Communication and Routing

Figure 3.17 illustrates a connectionless packet switching mode for data packets
or cells, which have a header and an information field. Packets of varying (but
bounded) size are transferred from transmission link to transmission link by store
and forward routers. The destination address of an arriving packet is submitted to a
forwarding lookup table that specifies the next hop (link) to be traversed toward the
destination. Buffers and schedulers at each output port resolve contention among
packets desiring the same next hop, and packets are discarded if the buffer over-
flows (if not before). Routing each packet independently, on the basis of a self-
contained destination address, is fundamentally different from switching on the ba-
sis of a pre-established connection.

The origins of packet switching and the functions of a router are explained
more fully in Chapter 4. The Internet Protocol (IP) described there facilitates trans-
fer of packets between different networks, independent of the physical infrastructure
supporting the packet service.

Figure 3.18 illustrates alternative routings of different packet flows (A-D, B-E,
C-F), and internetworking through a gateway router. Within each flow, packets will
usually but not necessarily take the same route. Routing algorithms used to com-
pose routing tables are designed to load the network efficiently, and increasingly to
provide alternative routes appropriate for different classes of traffic. Routings can
change in response to changes in the network.
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Figure 3.18. Packet routing in a network or collection of networks.

Packet communications has several important advantages. A source can send
bursty or variable-rate traffic without having to purchase dedicated capacity for the
peak rate. The network operator enjoys statistical multiplexing gain by mixing
packets from sources generating traffic at different speeds, leading to higher utiliza-
tion of transmission facilities. One disadvantage of packet switching is the over-
head of address (and other) control data in each packet, required because there is no
advance connection set up. Another disadvantage, particularly for real-time media
such as Internet telephony (Chapter 5), is delay and delay jitter from store-and-
forward buffering in routers and from reassembly of information streams from
packets possibly arriving out of order.

The delay problem (in a router) arises not so much from the processing re-
quirements as from the possibility of a large packet holding up smaller packets des-
tined for the same output port. Real-time voice and video traffic utilize relatively
small packets to minimize the filling time. These small packets may be held up by
large data packets that are not time-urgent. One way to mitigate this problem, sug-
gested in Figure 3.18, is to provide priority-class buffers and service disciplines
favoring the buffers with more urgent traffic.
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3.3.3 Asynchronous Transfer Mode

ATM (Asynchronous Transfer Mode [DEPRYCKER, BLACK], pioneered by
J-P. [COUDREUSE], A. Fraser and J. Tumer, is connection-oriented packet
switching in which the packets (“cells™) are of fixed size. It is called asynchronous
because traffic from different sources need not be time-synchronized, unlike TDM.
ATM provides transport services to Internet traffic in some carrier networks. ATM
offers a guaranteed QoS framework superior to that offered in IP networks and good
congestion control [RD]. Its header brings a significant overhead cost. Although
sometimes viewed as a defeated competitor of IP networking. ATM concepts are
appearing in IP-network traffic engineering based on MPLS (Multi-Protocol Label
Switching, Chapter 4). In any event ATM is a significant element of broadband
communication.

The basic principle of ATM is cell switching. Information units created at a
higher level in the communications protocol hierarchy are segmented at the source,
or somewhere in the communication infrastructure, into 48-byte information pack-
ages, each of which has a header attached to become a 53-byte cell.

The choice of a 53-byte cell size, including the five-byte header, was a com-
promise between the transmission efficiency of a large cell, in which the header is
very small compared with the payload, and the desirability of a small cell for voice,
$0 as not to introduce too much delay while loading the cell with voice samples
(packetization delay, Figure 3.19). Delay in voice communication impedes conver-
sation and makes echoes more disturbing.

Packetization delay, ms % transmission efficiency

100

L9g A 32Kbps speech packetization delay
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Figure 3.19. Tradeoff in cell size between efficiency and delay. Dashed curve is transmission effi-
ciency. Adapted from [DEPRYCKER].

Figure 3.20 illustrates the cell structure. The header contains a VCI (Virtual
Circuit Identification) and/or a VPI (Virtual Path Identification) which a table in an
ATM switch identifies with an incoming or outgoing port and hence a trunk circuit
connected to a neighboring switch. The VCI may be changed at each ATM switch,
allowing reuse of the VCI address space. A VPI identifies a virtual path which is a
bundle of connections, facilitating reallocation of resources among the bundled con-
nections and a reduction in control signaling.
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VCI: Connection-oriented node to node channel ID)
PTI: Payload Type Identifier (3 bits) (data, maintenance, end of message, ...)
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100 = Hop-by-hop OA&M cell, 110 = RM (resource management) cell
CLP: Cell Loss Priority (1 bit)  0=high, 1=lower (more likely to be discarded in congestion)
HEC: Header error correction, computed as a polynomial operation on the header.

Figure 3.20. ATM cell.

Figure 3.21 illustrates how virtual circuits and paths are used. VCls are
swapped only in VC switches, and VPIs are swapped only in VP switches. In the
example, the top left terminal sends cells using VCI 19 and VPI 0. The initial VC
switch swaps VCI 19 for VCI 10 on the next link, leaving VPI 0 unchanged. At the
first VP switch, VPI 0 is swapped for VPI 17 on the virtual path, leaving VCI 10
unchanged within the virtual path. A cell identified by VCI=10 and VPI=17 will
travel on one of the virtual circuits within the virtual path "pipe" to a second VP
switch. Here the VCI is unchanged by the VPI is swapped for VPI=0, so the cell
travels on with VCI=10 and VPI=0. At the final VC switch (in this simple exam-
ple), the VCl is switched to VCI=11, reusing the VCI some other virtual circuit used
for its transit through the virtual path pipe.

Virtual circuits and paths may be either switched, set up on demand by signal-
ing, or permanent, set up in advance through network management protocols for
relatively long periods. The notations are SVC and SVP for the switched virtual
circuits and paths, and PVC and PVP for the permanent virtual circuits and paths.
PVCs and PVPs are forms of "private lines" attractive to larger users.
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Figure 3.21. Illustration of use of virtual circuits and paths.
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Switched virtual circuits are offered within several service classes that may be
priced accordingly:
CBR (Continuous Bit Rate): User guaranteed dedicated bandwidth up to the negotiated peak bit rate.
VBR (Variable Bit Rate): User granted average plus statistical portion of difference between peak and
average rates.
ABR (Available Bit Rate):  User can transmit at any bit rate up to the capacity remaining after the CBR
and VBR customers' allocations are made.
UBR (Unrestricted Bit Rate): User can transmit at any speed, with lower priority than traffic of CBR,
VBR and ABR customers..

There is a subtle difference between a cell switch (Figure 3.22) and a packet
router. A router switches packets on the basis of address information provided in
the header of each packet and a routing algorithm established a-priori without re-
gard to the resource requirements of a particular packet or a flow of which it is a
part. In contrast, a cell switch forwards cells on the basis of an advance call setup
and reservation of resources at every switch in the connection. The router lookup
tables are huge, since a route for any of millions of destinations must be provided
(although there are ways of compressing it to some extent), while the VCI/VPI ta-
bles are small, only as large as the number of virtual circuits or paths that have actu-
ally been established. The smaller processing load for switches makes them cheaper
for a given traffic capacity, and inspired the Multi-Protocol Label Switching
(MPLS) path setup concept described in Chapter 4 that effectively turns routers into
switches, although not necessarily on a per-connection basis. The simplified Figure
3.22 hides many complexities of ATM switch design, particularly input/output buff-
ering and scheduling to accommodate many types of traffic, particularly video with
its long statistical interdependencies.
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Incoming VCI || New VCI E —

........ sRouting through

switch
Figure 3.22. ATM switch.

Advance resource reservations for virtual circuits are made via signaling mes-
sages at the UNI (User-Network Interface) and at each between-switch NNI (Net-
work-Node Interface). Figure 3.23 shows UNI signaling for setup and teardown,
respectively, using the Q.2931 protocol [STILLER]. Not shown is the syntax re-
quired to request and secure a desired QoS. UNI signaling is fully defined in the
ATM Forum's Specification Version 4.1 [ATMF4.1].

The setup time of a virtual circuit and possible waste of reserved resources are
the penalties paid for realizing QoS guarantees. For data applications with short,
bursty transmissions, a connectionless service may be better. The resource reserva-
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tion perspectives of the public network and Internet have been converging but are
still somewhat different, with "per call" and user-initiated resource reservation (e.g.
by Q.2931) in the public network, and resource reservation for aggregations of traf-
fic preferred in the Internet.

The multiplexing of different types of traffic and dynamic assignment of band-
width are major virtues of ATM in support of multimedia applications. As Figure
3.24 suggests, a stream of ATM cells will have a higher density of cells from a
high-rate video source than from low-rate voice sources, but the video cells do not
impede voice cells. Because all traffic is fragmented into relatively small cells, it is
easy to prevent a high-rate source from capturing a channel and delaying lower-rate
urgent traffic. A low-delay QoS contract can be given to a low-rate but time-critical
source such as voice.

Initiating SETUP . ; inati
device First switch Second switch Destination
device
call proceeding. fuy
’ . "“_&_g_,
| call proceeding | connect
connect
) Connect ack
- connect Connect ack
Connect ack
v
TEARDOWN ~ inati
First switch Second switch Destination
case device

ase

__release complete
_release complete

clease
_ release complete

time

Figure 3.23. Signaling to set up and tear down connections.

Voice: B C_ D
A

A A C A D

B A A C A D A B

Figure 3.24. Example ATM cell stream from high-rate source "A" and lower rate sources B, C, and D.

Figure 3.25 shows ATM communication protocol stacks for user data and for
signaling messages and suggests that ATM became more complex than it was origi-
nally intended to be. In particular, ATM has evolved an "adaptation layer” to pro-
vide additional transport services to certain classes of traffic. Figure 3.26 shows
that an IP packet of 9180 bytes, useful for MPEG, conveniently maps into a 9216-
byte SDU (Service Data Unit), the transport "truck" of the so-called convergence
layer of AALS (ATM Adapation Layer 5), carrying information between AAL enti-
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ties across the ATM network. The 9216-byte SDU can then be segmented into the
48-byte information fields of 192 ATM cells.

The AAL referred to above is a protocol layer, or rather a set of two layers
(Figure 3.26), adapting to requirements of a specific service. The AAL provides
timing, sequencing, error detection, and other functions. The convergence sublayer
maps higher-level packets into SDUs (Service Data Units) that in turn are seg-
mented by the SAR (Segmentation and Reassembly) sublayer into consecutive
ATM cells.

[ Application ]
Service-specific | Service-specific
coord. function coord. function

l UNI (Q.2130) for NNI (Q.2140)
IP packet 9180 bytes Service-specific connection oriented
Transport Lo oprotocel g at, cecoeneeae
ayer ---4-AALI1-F AAL2-1-AAL3-4 1- AALS | F--==---====--< (Signaling AAL) ______|
Network AALS AALS
etworl
layer --4-- ATM d-- ATM
Physical |_____.__. SO e b SONET ]
layer Physical Medium Physical Medium
Information stack Signaling stack

Figure 3.25. Information flow and signaling protocol stacks.

ATM Adaptation Convergence
Layer (AAL) |~77" """ ""TmmmsTmoomomommossmsssosoeod
SAR (Segmentation and reassembly)

Generic flow cont, VPI/VCI translation,

ATM layer -
cell mux/demux, cell rate decoupling

Figure 3.26. The ATM Adaptation Layer, actually two layers above the ATM layer, adapting to re-
quirements of a specific service.

The AAL comes in several varieties, each of which consumes part of the ATM
payload for its functions. AALLl, designated for CBR services with more or less
constant end-to-end delay, has responsibility for creation and transfer of Service
Data Units and their timing information, for information about data structure, and
for indication of lost or damanged data. AAL2 no longer exists, and AAL3/4 pro-
vides a framing service for both connection-oriented and connectionless communi-
cation protocols, including identifiers for a multiplicity of simultaneous data streams
multiplexed within a single ATM virtual circuit plus additional items such as se-
quence numbers and check codes. AALS (Figure 3.27), a lighter-weight framing
service that consumes less of the ATM cell information field, is particularly oriented
to datagram protocols such as IP. All but one of the ATM cells into which the SDU
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is mapped (in the AAL SAR sublevel) will have information fields carrying user
data exclusively. The SDU framing information will fit entirely into the last ATM
cell.

Padding 0-47 octets g;?;_ggeﬁ?)rt indicator (all zeros if user
l User data  0-65535 octets ]\ PAD ]U,U]CPII I CRC-32 _\]

User-user info (1 byte) Length of user data 4 octets
Figure 3.27. AALS convergence sublayer SDU (Service Data Unit).

ATM has not been well accepted by the data communications community be-
cause of its complexity and relatively high overhead (ratio of header size to total cell
size), but it has evolved many of the quality control mechanisms that are gradually
being introduced into IP networking. These include connection-oriented communi-
cations with label swapping and resource allocation, peak and average rate control
and traffic engineering techniques, and service disciplines giving preference to more
urgent traffic. These techniques will be discussed in the IP networking context in
later chapters.

3.4 Computer Communication Fundamentals

Computer communication, encompassing the networking infrastructure used for
distributed data applications, predates the Internet by decades. It has long been used
by air travel, banking, and other commercial industries. These business transaction
applications, and the perceived need for a shared computer utility before inexpen-
sive desktop computers became available, stimulated the development of many ex-
perimental and operational "public" (not restricted to a private company) computer
communication networks. Introductions to several early computer communication
networks, including TYMNET (for time sharing), SITA (international air reserva-
tions), and the 1970s ARPAnet, are made in [SCHWARTZ!]. Many good refer-
ences cover computer communication, including ([SCHWARTZ1-2],
[KLEINROCK1-3], [HAYES], [KUROSE], [TANNENBAUM], [LEON-
GARCIA]J, [BG],[ PD)).

Queueing analysis ([SCHWARTZ1], [HAYES], [KLEINROCKI1-3]) has al-
ways played a major role in traffic engineering for the telephone network, and was
important in the successful development of computer communication networks in-
cluding the Internet. The use of packets in computer communication networks
brought new attention to the analysis of queues such as the packet buffering and
service delay in forwarding nodes. These analyses permit evaluation of perform-
ance and the design of minimum-cost networks to meet the expected offered traffic.

The M/M/1 queueing model provides a simple example. In this notation, the
first character represents the statistical distribution function of packet arrivals, the
second character represents the service discipline (the statistical distribution of
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serving time), and the third character states the number of servers. Thus M/M/1
specifies Poisson (exponentially-distributed interval) arrivals, Poisson service time
(corresponding to messages with a Poisson length distribution), and a single server.
If we define an average message length = 1/u and assume service time is propor-
tional to message length, an average time between arrivals = 1/A, an output link ca-
pacity C bps, and a traffic intensity (fraction of link capacity to be occupied) (1=
M(uC), then the expected packet delay is shown (in many of the references above)
to be

Av. delay = [1/(uO)[1/(1-0] G.1)

Exponentially-distributed
interarrival intervals _ - . .
- Server with | Capacity=1 output link

t 1

' ‘ - exponentiall i d packet:
:ll Butfer with auene o sliributed y| with forwarge packets

—— 3
Message av. length = service time

101 Delay in buffer and server

M/M/1

Traffic intensity = Average rate/Link capacity
] I S
f 1 1 T
02 04 0.6 0.8 1.0

Figure 3.28. Delay example for the M/M/1queueing model.

This function is illustrated in Figure 3.28 with the assumption of an average
message length of one and an output channel of capacity one. Note the rapid in-
crease of delay as the load approaches the capacity of the outgoing link. This illus-
trates the inadvisability of running computer communication networks close to their
peak capacities. The situation is more complicated when multiple queues are al-
lowed for preferential treatment of QoS-sensitive traffic, as described (but not ana-
lyzed) in Chapter 4.

Many public data communication networks developed in the 1970s and later
were based on the X.25 packet-switched networking standard [www.rad.com/
networks/1996/x25/x25.htm] adopted by the International Telecommunications
Union in 1976. X.25 defines the physical, link, and network levels of the protocol
stack (Figure 3.1). It was particularly significant for development of packet com-
munications concepts and implementation, introducing virtual circuits and da-
tagrams, and techniques of framing and sliding window rate control that are
important to IP networking today.

Figure 3.29 shows the X.25 architecture and protocol stack. Like IP networks,
X.25 networks transfer packets and take advantage of statistical multiplexing rather
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than dedicating circuits. Unlike IP networks, X.25 networks offer a connection-
oriented virtual circuit service in which packets arrive in order. Both permanent and
switched virtual circuits are accommodated. X.25 handles the necessary functions
of connection establishment, flow control, error control, and multiplexing.  The
DCE (data circuit equipment), a digital transmitter/receiver, is controlled by a DTE
(data terminating equipment such as a computer) through the X.25 interface.

At the physical level, X.25 specifies the X.21 protocol (among others) that
specifies the setup and teardown of calls using a small number of control signals.
A call request is made by one DTE to another, through their DCE’s, and a call ac-
ceptance is (normally) sent back. Data and data acknowledgments similarly go back
and forth.

X.25 interface

DCE g
. Data Channel [\
Data Termina- Equipment  |°

ting Equipment-

Multiple logical DCE
DIE  channels DCE
Packet Packet

Tink eg LAPB [Tk | -
Physical X21 Physical

Figure 3.29. Architecture and protocol stack of an X.25 network.

At the link level reliable transfer of data between DTE and DCE is realized
through organization of the data into a sequence of frames with appropriate fields
for address, control, and user data. The transmitter and receiver are synchronized
and transmission errors are detected and corrected by retransmission. These proce-
dures conform to the HDLC (high-level data link) protocol of the ISO (International
Standards Organization) and are realized in several versions, including LAPB (link
access protocol-balanced).

At the network level, packets are usually conveyed via a virtual circuit, set up
with a call request, or permanent virtual circuit between two DTEs, but connection-
less datagrams are also permitted. As in today's Internet, a datagram must carry ad-
dress information adequate for routing through the network.

The maximum packet size is at least 128 bytes and can be up to 1024 bytes.
Packets come in different request, clear, confirm, control, and data functional types.
Flow control restrains a DTE from overloading the network and helps realize fast
and orderly packet delivery. Network-level packets are encapsulated into link-level
frames for transmission through the data network.

A sliding window form of flow control, in which several transmitted packets
may simultaneously be in transit and not yet acknowledged, varies the data transfer
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rate in response to network congestion. A sliding window is also used by TCP
(transport control protocol, Chapter 4) in IP networks. Figures 3.30 and 3.32 show
the difference between use of packet-by-packet acknowledgement (a sliding win-
dow with window size one) and a larger-size sliding window. In the first case, the
transmitter would have to wait for an interval equal to the round-trip transmission
time before sending the next packet, unnecessarily limiting data rate even in periods
of light network loading.

Figure 3.31 illustrates the sliding window control mechanism for a maximum
(window) of seven unacknowledged packets. Under window A, an acknowledge-
ment is received for packet 1 as packet 7 is being transmitted. As soon as packet 7
is out the door, the window slides to cover packets 2, 3, 4, 5, 6, 7, 8 (window B).
Acknowledgement of packet 2 causes the window to slide again to cover packets 3,
4,5,6, 7, 8,9 (window C). The acknowledgement of packet 3 comes a little late,
causing the transmitter to hold up after packet 9 is out because it cannot exceed the
window of seven unacknowledged packets. When that acknowledgement is re-
ceived, the window slides to cover packets 4, 5, 6, 7, 8, 9, 10 (window D) allowing
the transmission of packet 10. The acknowledgement message conventionally indi-
cates the number of the next expected packet rather than the one just received.

If a packet is lost rather than only delayed, the transmitter waits a time-out in-
terval before rescheduling transmission of the lost packet. So long as the window is
not exceeded, the transmitter may transmit new packets while waiting for time-out
of a lost packet.

Transmitter receives acknowledgment of
receipt of packet 1 and begins transmission
. of packet 2

Round-trip travel time
Eacket 1 plus packet 1

transmission time H Time

Figure 3.30. Packet-by-packet flow control.

Window D
1 Window C >
. Window B :
Window A : —
TN | | N | N I | | 2 | | 2 R KT
A A Abi 3T me

Figure 3.31. Sliding window flow control.
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The sliding window flow control can be more complex than this illustrative ex-
ample. TCP, in particular, has "slow start" capabilities that begin with a small win-
dow size that increases linearly with each timely acknowledgement and decreases
by a factor of two with each timeout, as described in Chapter 4. When transmitting
delay-sensitive data such as a media stream, any kind of flow control system with
retransmissions may not be suitable at all, leading to use of a non-corrective trans-
port protocol such as UDP.

3.5 Wired Local Networks

An overview of network categories and types was given earlier. This section,
describing local networks used in residences, business offices, and campus envi-
ronments, begins more detailed discussions of several networks that are particularly
important for access to multimedia applications on the Internet. Table 3.1 lists local
data networks that are commonly used or likely to be in the near future. This table
does not include the point-to-point serial (e.g. RS442) and parallel interfaces used to
connect computer peripherals.

IEEE 802.3, or "Ethernet”, is particularly important because it has become the
standard local networking interface for personal computers. Network terminations,
such as cable modems, described in later sections generally provide Ethernet on the
subscriber side. IEEE 1394 (FireWire) is intended for high speed (100Mbps and
up) media exchanges among personal computers and media devices including digi-
tal television receivers, digital camcorders and digital media players.

TABLE 3.1. Consumer-Oriented Wired Local Area Network Technologies.

Name Rate Main Properties Typical Application
IEEE 802.3 (Ethernet)'
10BaseT 10Mbps Multiple access, non-contention Serve r/client, peer-to-peer
100BaseT 100Mbps Multiple access, non-contention "
Gigabit 1000Mbps Multiple access, non-contention, fiber "
HomePlug 1.5-842Mbps2 CSMA/CA on home power wiring "
HPNA® 128-240Mpbs  Home telephone wiring, incl. non-contention”
SCSI4 Up to 50Mbps  Parallel port Computer to peripheral
USB Up to 12Mbps Serial port, daisy chained Computer to peripheral, A/V

IEEE 1394  (FireWire, iLink)
Up to 400Mbps  Serial port, daisy chained Computer-digital A/V

! Ethernet incorporates medium access control for contention resolution, but contention systems
have long been replaced by non-contention switched systems.

2 Based on 2001 field test (www.homeplug.org/docs/HomePlug_Field_Test Results.pdf).

* Home Phoneline Networking Alliance.

4 Small Computer Systems Interface. The Ultra 2 version operates up to 640Mbps.
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Existing home wiring can also be used for home networking. The Home
Phoneline Networking Alliance defines a standard using telephone wiring
[www.homepna.org], and the HomePlug Powerline Alliance [www.homeplug.org]
sponsors a standard using electric power wiring. HPNA supports high rates and a
synchronous (non-contention) MAC. HomePlug [GMY] uses OFDM (Section
3.6.3) and error correction coding to cope with the difficult power line noise and
distortion environment, and has a CSMA-CA MAC, defined in Section 3.8.4.2.
These are important alternatives despite the lack of further descriptions here.

3.5.1 IEEE 802.3 (Ethernet)

Ethernet [METCALF, PD] is one of the growing IEEE 802 family of stan-
dards, covering both wired and wireless networks and with a consistent reference
protocol model, shown in Figure 3.32.

Figure 3.33 shows the historical versions of Ethernet, which is the best-known
local-area network type, with tens of millions deployed in businesses and homes.
Originally designed for 10Mbps operation in a shared coaxial cable medium, it im-
plemented a contention protocol in which a station on the network "backs off” if it
hears that the frame (Figure 3.34) it just transmitted has collided with a transmission
from another station, retransmitting later the lost frame. Contention is no longer
present in Ethernet switches which effectively link one user to another, with the
help of buffering in the switch. Nevertheless, switched Ethernet continues to use
the Ethernet frame structure and supports "network" (Ethernet) cards that include
the IEEE 802.3 CSMA-CD MAC (medium access control) protocol, a protocol that
was designed to resolve contention.

Endpoint 1 | [Higher [Higher | Endpoint 2
layers] layers]
Data link layEr”"'; [_LLC__] [[ILC. 1Y .
in OSI ref. mode cope 0
"""" MAC MAC IEEE 802
PHY PHY

LLC: Logical Link Control

Transmission !
MAC: Medium Access Control

medium

Figure 3.32. The generic IEEE 802 LAN/MAN protocol reference model [I[EEE802.20requir]
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Figure 3.33. (a) Obsolete 10Base2 or 10Base5 shared medium Ethernet (coax). (b) 10BaseT Ethemnet
(twisted pair and a hub). (¢} Switched Ethernet.
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Figure 3.34. Ethernet frame.

CSMA-CD (Carrier Sense Multiple Access-Collision Detect) remains of inter-
est because of related techniques used in wireless systems. A CSMA-CD capable
station prepares an Ethernet frame and listens for anyone else's transmission (carrier
sense) before beginning its own. If the channel seems clear, the station begins
transmission but its receiver continues to listens for a collision with a frame from
another station. A collision can occur even though the channel appears to be clear
because of the latency (delay) in the transmission medium. Figure 3.35 presumes
two stations, A and B, detecting each other's interference some time after beginning
their own transmissions.

Station A’s signal reaches station B which detects
collision and waits one latency interval to begin retransmission
-1

A _(retransmission) l

>

1
13
L3
1
1
1 (retransmission)

Station B’s signal reaches station A which detects collision and
waits zero latency intervals to begin retransmission

Time

Figure 3.35. Example of collision resolution in CSMA-CD MAC protocol.
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If the receiver does in fact detect a collision, it random selects a wait of either
zero or one latency intervals and then tries again. A latency interval is the time to
traverse this particular Ethernet end to end. A collision is less likely this time, but if
one occurs, the colliding stations go another round, this time randomly selecting
0,1,2, or 3 latency intervals. If they go to still another round, the choice is from the
set of 0,1,2,3,4,5,6, or 7 latency intervals. This "binary exponential backoff algo-
rithm" continues until there is no collision or for a maximum of 16 collisions. Fig-
ure 3.35 illustrates a first-round collision, with station A waiting zero latency
intervals and station B waiting one latency interval for their respective retransmis-
sions.

Contention Ethernet performance, in terms of utilization of the channel, de-
grades as the number of stations trying to send increases and/or the frame size de-
creases. The probability of collision increases in both cases. For a 64 byte frame
and a 512-bit latency interval, the utilization of the channel falls below 30% for only
four stations [TANNENBAUM]. Switched Ethernet, which is not a shared medium,
avoids this inefficiency entirely. Ethernet has had outstanding success as a local
data communications medium and the cost of an Ethernet card for a personal com-
puter was in the $20 range at the time of writing.

The success of Ethernet illustrates one side of a debate about how to provide
quality of service in future data networks. The debate is whether to use connection-
oriented communication plus advance resource reservation, or simply overbuild a
"best effort” service (like Ethernet at the medium access level or IP at the network
level) and get good QoS by providing excess capacity. In a LAN, where capacity is
cheap, the overbuilding alternative exemplified by Ethernet prevails. In wide-area
networks the engineering instinct is not to overbuild, but the high cost of band-
width-efficient control and management, relative to transmission costs, will fuel this
debate for years to come.

The fact that Ethernet supports QoS by having a lot of capacity does not pre-
clude additional quality-support capabilities. Switched Ethernet is a centralized
non-contention system, with frames held in buffers within the switch until an output
line is available. This makes it possible to enforce QoS priorities (not guarantees) at
the MAC level, as described in two additional standards. [IEEE 802.1D] is an "ar-
chitecture and protocol for the interconnection [bridging] of 802 LANs below the
MAC service boundary" that provides filtering services, "including expedited traffic
capabilities to support the transmission of time-critical information in a LAN envi-
ronment”". A three-bit “user priority value” can be inserted in the Ethernet frame
header, selecting from a set of eight priority levels. Another filtering service is di-
recting traffic for a private group, forwarding this traffic only on LAN segments
serving group members. IEEE 802.1D contains definitions of these filtering serv-
ices and of traffic classes, multicast, and other features.

The [IEEE802.1Q)] standard for MAC bridges, which makes use of many ele-
ments of IEEE802.1D, "extends filtering services and MAC bridging to provide
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capabilities in MAC bridges for management of VLANs". A VLAN (virtual LAN)
is the realization of what looks like a private LAN for a defined group of users
within what is actually a more public LAN with many more end users. The VLAN
frame format, containing a 12-bit VLAN ID (identifier) and the three-bit user prior-
ity, carries user priority information end-to-end across any number of consecutive
underlying MACs. As Figure 3.36 illustrates, an extra "tag control” field is intro-
duced into the Ethernet header. The tag contains a "tagged frame type interpreta-
tion" defining the frame type among several alternatives, plus the priority and
VLAN ID fields.

Destination | Source Tag control | Type/ |
address address (4 bytes) le_ng’[h
Tagged frame type 802.1Q VLAN
interpretation (16 bits identifier (12 bits
Set to 8100H for Ethernet frames riority " Canonical

(3bits) (1 bit set to zero)

Figure 3.36. VLAN and priority fields in the Tag Control element of the Ethernet frame header.

The 3-bit user priority field is read by switches and other 802.1D-compliant de-
vices which submit the frame to an internal buffer designated for the indicated pri-
ority level. There may be anywhere from two to eight such buffers (Figure 3.37).
These eight (for example) buffers are serviced in priority order; a frame is for-
warded from buffer k only if there is no frame waiting in higher-priority buffers k+1
to eight. Non-tagged frames and frames tagged with a 0 user priority level are
given a best-effort service associated with the lowest priority buffer.

Incoming Ethernet frame
l Buffer 7 (highest priority)‘
P « Service
Priority :'\‘{ Buffer 6 '— discipline

—— 5 (absolute |
bu?fgmg to o priority) | Frame forwarded

to destination
Buffer 0

Figure 3.37. Preferential queueing implementing priority classes.

Preferential servicing does not address the problem of a destination device be-
coming overloaded by traffic directed to it, as when several transmitting devices
simultaneously address the same destination device. Flow control (a part of traffic
and congestion management [MARTINY]) is also needed, and is implemented by the
congested device sending a medium access control packet upstream requesting flow
control. Specifically, IEEE [802.3x] requests the transmitter to temporarily pause
to reduce the load on the receiving device. Flow control can be combined with
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preferential servicing to throttle less-urgent traffic more than the urgent traffic.
There are concerns about using IEEE 802.3x flow control for TCP packets (Chapter
4) that have their own transport-level flow control mechanism, and various limita-
tions are being addressed in the standards working group.

Preferential servicing and flow control are not the same as a guarantee of
transmission resources, but they are important mechanisms for realizing the low-
delay quality of service needed for media applications. They also illustrates one of
the themes of this book, that QoS is addressed at the MAC/link level as well as the
higher levels discussed in Chapters 4 and 5.

3.5.2 IEEE 1394

One of the major trends in multimedia is the integration of computers with me-
dia equipment, especially consumer electronics such as camcorders, digital record-
ers/players, and video display equipment. This makes possible use of the PC as a
sophisticated editing, composing, and play control device, and the full integration of
the media environment with the world of distributed computing. IEEE 1394, a
high-speed serial bus standard adopted at the end of 1995, provides many of the
capabilities needed for effective media/personal computing integration in the local
environment ([WICKELGREN], [IEEE1394], [www.intel.com/technology/1394/]).
The IEEE P1394b supplement, approved in 2002, provides improved physical-level
signaling permitting speeds of 800Mbps and above, and other improvements in-
cluding a more efficient access protocol, support of optical fiber media, and opera-
tion even if the user mistakenly connects the bus in a loop.

Also known as "FireWire" and "iLink", IEEE 1394 connects equipments at
rates up to 1600Mbps in both star and daisy-chained configurations, as shown in
Figure 3.38. The standard cable encloses two shielded twisted pairs and two power
wires within an outer shield and plastic jacket. One of the twisted pairs is used for a
binary data signal in either direction. Since only one device at a time is allowed to
transmit, transmission is effectively one way at a time and without any interference
among devices. The other twisted pair carries a totally dependent binary signal that
changes state when two consecutive data bits are the same, so that a binary data
signal "0000000" would generate a dependent binary signal "101010" . This physi-
cal redundancy is a simple and reliable, though not especially efficient, way of pro-
viding some error detection capability, and also generates a fairly regular timing
signal.

Developed at Apple Computer in the 1980s, this residential networking tech-
nology supports both asynchronous (bursts not synchronized with each other) and
isochronous (regularly timed) data transfer modes (Figure 3.39). Control messages
and other short intermittent data are sent in the asynchronous mode to specific
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Figure 3.38. Media and computing devices connected in a flexible network topology by IEEE 1394
(adapted from [WICKELGREN].)

addresses which return acknowledgements. In the isochronous mode used for one
or more real-time media flows, packets are broadcast to all nodes without acknow-
ledgement of receipt. Guarantees of reliable, on-time delivery are made through an
arbitration function described below that gives priority to isochronous media sig-
nals. This another example of MAC-level QoS control.

In an IEEE 1394 network, which can contain up to 64 device nodes, one device
is designated the "root", any device with multiple links to other devices is called a
"branch"”, and a participating device with only one link connected to it is called a
"leaf”. Up to 1023 IEEE 1394 networks can be bridged together. The root device,
usually a computer, arbitrates access to the bus and may bridge the network to an
internal computer bus such as a PCI bus. The 64-bit address format allocates 16 bits
to designate (bridged) networks and nodes and a generous 48 bits for addressing
memory registers in each device.

- dia /O
device l me dia I

. timing

isochronous -
Source [data - "1 Addressed
device |__________ ____flle_cf. --____Bsynchronous data__ | device

Figure 3.39. Asynchronous and isochronous data transfer modes.

The standard has a three-level protocol model, shown in Figure 3.40. Packets
created at the link level may be of arbitrary size, up to a specified limit. A transac-
tion-level protocol handles the writing of asynchronous data to nodes and reading
asynchronous data from nodes. The link-level protocol formats synchronous data
packets, delivers them (at each node) to a designated port used by an audio/video
application, and generates and distributes a timing and synchronization signal called
"cycle control”.
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Figure 3.40. IEEE 1394 protocol architecture.

Within the management function are the synchronous resource manager and the
bus manager, functions that may be assumed by any devices. The synchronous re-
source manager allocates time slots to devices with periodic data to send, on a first-
come first-served basis and without any QoS prioritization in the standard at the
time of writing. The bus manager does power management and bus optimization
functions. Contention for management roles occurs during initialization, with se-
lections made according to device numbering or random selection criteria, assuming
qualified devices are contending.

Sources of isochronous flows send requests for time slots to the synchronous
resource manager, which maintains a "channels available” register. The maximum
number of active channels is 64, equal to the maximum number of connected de-
vices. Each cycle (Figure 3.41), normally 125 microseconds, supports a fixed num-
ber of one-byte time slots, e.g. 6250 one-byte slots at 400Mbps. The source
requests a channel number (selected from the set 0-63) and a desired number of one-
byte time slots in each cycle. If the channel number is available it is granted, other-
wise the source keeps requesting channel numbers until it gets one (if one is avail-
able). Once a channel number is assigned, the resource manager will assign the
desired number of time slots if available, on a first-come, first-served basis. A de-
vice node holding a channel number is not required to transmit data in every cycle,
and is allowed to transmit more than once during a cycle (if slots are available).
Twenty percent of the time slots are reserved for asynchronous traffic, so only 80%
of the time slots are available to the arbitrating isochronous sources. For the asyn-
chronous data part of the cycle, another arbitration process occurs with a limitation
of one transmission burst per cycle, to assure access for multiple nodes.
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Figure 3.41. Arbitration of the transmission cycle.

IEEE 1394 is a good example of how a relatively simple and straightforward
residential networking standard can enhance the interoperability of multimedia ap-
pliances and computer-based multimedia applications. It takes the "overbuild" ap-
proach of high capacity, which is cheap in local environments, rather than the
complexity of enforcing a set of traffic priorities. It has been extended to the wire-
less environment with the help of a bridge that couples an IEEE 1394 device to a
wireless transceiver (such as UltraWideBand, UWB) so that the IEEE 1394 network
operates over wireless links.

3.6 Modulation Techniques

Carrier modulation - the process of imprinting an information signal on a car-
rier waveform for transmission through a wired or wireless communication medium
- is an aspect of many of the communication systems described in the remainder of
this chapter. This is a very brief introduction for the nonspecialist to some basic
modulation formats.

3.6.1 Linear modulation formats and FM

Linear modulation formats impress the information waveform on a carrier
waveform in a linear (proportional) manner, possibly affecting the spectral shape
but not expanding it. The resulting line or transmitted signal is essentially the
modulation signal m(t) translated to another place in the spectrum, with only a linear
transformation of the spectral shape.

The carrier waveform is usually a sinusoid (Chapter 1) such as cos(2xnft), a co-

sine wave of frequency f, Hz. The modulation m(t) may be either analog or digital,

the latter usually the train of amplitude-modulated pulses expressed by equation
(1.6). Each modulation format produces a time waveform that has a corresponding
frequency spectrum (amplitude and phase vs. frequency) related by the Fourier
transform [GSW]. The illustration accompanying each of the following examples of
commonly used carrier modulation systems is the time waveform, the frequency
spectrum, or both:
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1. AM (Amplitude Modulation, Figure 3.42).
Only the amplitude of the carrier waveform is varied with the information sig-
nal. The transmitted signal is s(t) = [1 + Km(t)] cos(2nf.t), essentially adding the

modulation (in an appropriate proportion K} to the amplitude of the carrier wave.
The frequency spectrum is two-sided from the mathematics of the Fourier trans-
form, but the casual reader can disregard the negative frequencies when thinking
about the transmission passband.

2. VSB (Vestigial Sideband Modulation, Figure 3.32) and SSB (Single SideBand).

One of the AM frequency sidebands is partially suppressed, narrowing the re-
quired frequency passband, with some carrier also left for phase recovery. SSB (not
illustrated) results from totally suppressing the carrier and one of the sidebands.

3. QAM (Quadrature Amplitude Modulation,).

Two information signals, mi(t) amplitude-modulating a cosine carrier and
m)(t) modulating a sine carrier, produce the transmitted signal s(t) = mj(t)
cos(2nft) + mo(t) sin(2nf.t). QAM is a suppressed-carrier system with all of the
energy in the information sidebands, so that the amplitude of the frequency spec-
trum looks like that of Figure 3.41 but without the carrier spikes. Subsection 3.6.3
describes QAM for further.

4. FM (Frequency Modulation, Figure 3.44) or FSK (Frequency-Shift Keying) for
digital modulation.

The frequency of the carrier is varied in proportion (via the constant K) to the
information signal, producing the signal s(t) = cos{2a[f.+Km(t)] t}.5. PM (Phase
Modulation) or PSK (Phase-Shift Keying) for digital modulation.

The phase of the sinusoidal carrier is varied in proportion to the information
signal, as in the transmitted signal s(t) = cos{2nf;t + Km(t)}. Figure 3.45 illustrates
the 4- PSK case with the simple but unrealistic example of abrupt phase changes
(rectangular modulation pulses). Here Km(t) = 0, n/2, &, or 3n/2 radians.

//,[\Frequency spectrj’x/I
T\ time ' ILfreq
Y £

Figure 3.42. Amplitude modulation. The arrows at + the carrier frequency represent power concentrated
at that frequency.
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Figure 3.43. Vestigial sideband modulation.
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Figure 3.44. Frequency modulation.
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Figure 3.45. Example of a phase-shift keying waveform with four possible phases (4-PSK).

3.6.2 Spread spectrum: Frequency-Hopping, Direct Sequence, and UWB

Spread spectrum expands the frequency spectrum of the information signal so
that the transmitted signals of all users within a particular transmission band occupy
the entire band. It has good performance against transmission impairments and
graceful degradation (one more user can always be added). The three most common
forms are frequency-hopping, direct sequence modulation, and low duty cycle
pulsing (Ultra Wideband) spread spectrum.

Figures 3.46 and 3.47 illustrate the alternative frequency-hopping and direct se-
quence implementations respectively. For frequency hopping, a modulation signal
m(t) of bandwidth B, maps into a radio-frequency signal of much larger bandwidth
B, by modulating m(t) onto short bursts or "chips" of a wide range of carrier fre-
quencies. A pseudo-random sequence, unique for each mobile unit and uncorre-
lated with all other pseudo-random sequences, drives the frequency hopping.

Transmitted RF spectrum B Correlation receiver
Example modulation waveform cos(2nfyt), (k-DA <t<kA
i‘ : Interfe €rs o
m(t
AP N Low-pass
" _913*_1931?1_: > filter |
£y

Bs? f, £ £ Carrier frequency [for cos(2nfit), (k-1)A <t <kA]
JX— 20 3A4A €

Figure 3.46. Spread spectrum implemented in a frequency-hopping transmitter.
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Figure 3.47. Spread spectrum implemented as CDMA.

For direct sequence modulation, called CDMA (code-division multiple access)
[VITERBI] when users have different and uncorrelated spreading signals, m(t) is
multiplied by a spreading signal that is typically a pseudo-random sequence of short
binary pulses. Researchers have developed sophisticated techniques for generating
random sequences and scrambling data signals for other important purposes such as
guaranteeing frequent zero crossings for timing purposes [LEEKIM].

The spread spectrum transmitted signal occupies a frequency band at least as
wide as the total frequency-hopping band or the bandwidth of the spreading signal
in CDMA. A spreading ratio of 100 is typical.

In either implementation, a correlation/low-pass filter receiver with the correct
frequency-hopping or spreading reference signal isolates the desired transmission,
mapping it back into the relatively narrow-band moduliation signal m(t). Correla-
tions with other transmissions produce a relatively low-level noise. An interfering
narrowband radio-frequency signal is, in contrast, spread by the correlation receiver
into relatively uniform wideband noise, largely rejected by the low-pass filter. This
is why spread spectrum was originally used as a military anti-jamming technology.

CDMA yields a processing (spreading) gain between the signal-to-interference
ratios at the input and output of the correlation receiver, given by [UTLAUT]

G, =ByB,, = R/R,, (3.2)

where B and B, are the bandwidths of the spreading sequence and modulation sig-
nal m(t) respectively, with the same ratio as their respective bit rates. For multime-
dia communications, there is an additional advantage of flexibility in the bandwidth
of the modulation signal, which can vary considerably so long as a reasonable
spreading ratio (perhaps at least a factor of 10) is maintained.

UWB (Ultra WideBand) is a transmission mode used (so far) for relatively
short distances. It occupies a very wide bandwidth (Figure 3.48) possibly overlay-
ing other radio services. Figure 3.49 illustrates the low duty cycle pulsing used in
single-band UWB. By employing pulses that may be only a few picoseconds wide,
sent at relatively large intervals in comparison with the pulse width, a given trans-
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mitter is active only a small fraction of the time [FONTANA]. Multiple users oper-
ate simultaneously separating their timing epochs (pulse starting times) by more
than a pulse width. In the frequency range of interest, such as the 3.1 GHz-10 GHz
range initially authorized by the FCC in 2001 [UWBFCC], a pulse will include only
a few cycles of the carrier waveform.

2G-3G spread spectrum ﬂ Narrowband
1.5-5MHz = [ 30KHz

“ )
z \ A

Ultra wideband 10-1000MHz

Figure 3.48. UWB signals bandwidth compared with narrowband and conventional spread spectrum.

i User 1 : [ time
I User 2 ﬂ H time
1 User 3 ﬂ

!

Figure 3.49. UWB signals at different timing epochs, and a typical pulse (time axis expanded).

Because its energy is spread over such a large bandwidth, ranging from a few
tens of MHz to about S00MHz in versions under discussion at the time of writing,
UWRB places very little power in any bandwidth channel used by existing services.
This suggests that UWB signals, transmitted as non-licensed overlay services on
existing licensed spectrum, may not significantly interfere with the existing licensed
services, opening up vast new spectrum for wireless PANs (personal area networks)
and LANs. Figure 3.50 shows the FCC power limitation mask for indoor UWB use,
extending over spectrum used for many existing services. This new concept for
spectrum utilization and sharing is one of several big changes from traditional con-
cepts of spectrum management.

freqq 1.61GHz 3.1GHz 10.6GHz
| | I
-41.3dBm
-51.3dBm J l—
-53.3dBm

-75dBm

Figure 3.50. FCC indoor power limitation mask for UWB (in 2002) [ITUUWB].
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There is a second form of UWB, multi-band, that has some advantages in im-
plementation. This is to segment the entire transmission bandwidth of hundreds of
MHz into a number of subbands, each of which may fairly broad (perhaps tens of
MHz), with some form of spread spectrum used in each.

This is reminiscent of another modulation format used in modest bandwidths,
DMT (discrete multitone) or OFDM (orthogonal frequency-division multiplexing),
that subdivides a transmission frequency band into a number of very narrow chan-
nels each of which carries part of the information stream, giving great flexibility in
allocating power and data bits to different parts of the transmission band.
DMT/OFDM is described below.

3.6.3 QAM - A Closer Look

QAM, a modulation format used in traditional telephone channel modems and
many other communication systems, takes advantage of the orthogonality and hence
separability of cosine and sine waves of the same frequency. Two data symbol
streams can be transmitted simultaneously on cosine and sine carriers, and sepa-
rately recovered at the receiver through multiplication by cosine and sine reference
signals, integrating, and sampling, as shown in Figure 3.51. The phase of the refer-
ence signals and a timing reference for the data detector can be recovered from the
arriving signal by closed-loop systems [GHW].

The information bit stream is coded into two parallel symbol streams {an} and

{bn} in which each symbol may represent several bits. The {a,} stream amplitude-
modulates the cosine carrier and the negative of the {b,} stream (for mathematical
convenience) modulates the sine carrier.  Using a convenient complex-number
mathematical notation, the QAM line signal may be expressed as [GHW]

s(t) = 2Jap(t-nT)cos(2m f.t) - bp(t-nT)sin(27 £ 1)]
= Re [X(a,+ jbn) p(t-nT)exp(j2n f:1)] (3.3)

where T is the symbol interval and p(t) is a pulse shape that conserves spectrum and
minimizes intersymbol interference. The summation is over all symbol pulses in the

transmission. In this expression, anp(t-nT) is the amplitude of the pulse centered at

t=nT that modulates the cosine carrier wave, and byp(t-nT) is a comparable pulse
amplitude modulating the sine carrier wave.
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Figure 3.51. QAM transmission system.

The adaptive equalizer in the receiver is a device that automatically compen-
sates for the distortions introduced by the transmission channel, to the extent possi-
ble without significantly enhancing the damage from additive noise. Standard
algorithms adjust the equalizer to minimize the mean-squared error (which includes
both intersymbol interference and noise) between detected and transmitted signal
points. The multiplications in the receiver by cosine and sine reference signals are
part of the process of separation of the sine and cosine signals and detection of the
data trains modulating them.

The coder in Figure 3.51 codes information bits into transmission symbols,
which are the amplitudes of the pulses. For example, 64-QAM is created by coding

three information bits into one of eight a, levels and three more information bits
into one of eight by levels. Thus there are 64 different possible values of the pair

(an, by), or equivalently of the complex symbol amplitude ay+ jby, as shown in the
signal constellation of Figure 3.52a. That is, a sequence of six information bits
specifies one of 64 possible signal points. Allowing multiple amplitudes for a signal
pulse does not affect its bandwidth but does increase the information rate, so that,
assuming ideal minimum-bandwidth Nyquist pulses, 64-QAM has a spectral effi-
ciency of six bits/sec/Hz in comparison with a binary amplitude modulation system's
one bit/sec/Hz..

Note that QAM constellations can come in any (square) size N°. With the
number of bits conveyed by each symbol equal to log,(N), it would seem desirable
to make the constellation as large as possible. But for fixed average transmitted
power a larger constellation reduces the minimum distance between signal points in
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the constellation, and thus increases the probability that additive noise will cause an
incorrect signal point decision at the receiver. An appropriate engineering choice is
the largest constellation size (and hence largest bit transmission rate) consistent with
acceptable noise immunity.
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Figure 3.52. Signal constellations. (a) 64-point CAP/QAM. (b) 8-PSK. (c) 4-PSK (or 4-QAM).

Other signal constellations are also used. Figure 3.52b shows an §-phase con-
stellation popular in wireless systems where phase modulation’s peak-to-average-
power ratio of one is desirable for transmitters with power amplifiers incapable of
much dynamic range. In this case, the complex symbol amplitudes a,+ jb, are se-
lected from the set of eight signal points equally spaced on a circle. The spectral
efficiency is 3 bits/sec/Hz. Figure 3.52c illustrates a 4-phase constellation (4-PSK)
which also happens to be 4-QAM.

The discussion above maps one (complex) information symbol into one signal
point, but channel coding over a time sequence of information symbols and a space
collection of signal points (time-space coding) can realize significant gain in the
SNR (signal to noise ratio). Trellis-coded modulation ((UNGERBOECK], [GSW])
is a version described in the next section.

3.6.4. DMT/OFDM - A Closer Look

DMT/OFDM [BINGHAM2, KURZWEIL, WE, PROSAL] is different, and
more adaptive. It uses DFT (Discrete Fourier Transform) signal processing, which
has an efficient FFT (Fast Fourier Transform) implementation, to create a line signal
which is equivalent to a large number of very narrow subchannels. It offers flexi-
bility in allocation of data and power across a transmission band, and works in dis-
persive multipath channels by transmitting, in parallel, pulses that are long
compared with the dispersion rather than a rapid succession of short pulses in series
that would be smeared. Figure 3.53 illustrates the 256 4 KHz downstream narrow-
band signals generated in ADSL (section 3.7.1). The frequency spectrum for each
subchannel extends over a number of nearby subchannels, but has nulls at the cen-
ters of those neighbor subchannels and its signal is orthogonal to (and thus does not
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interfere with) the signals of the neighbor subchannels. Channel distortion can,
however, lead to inter-subchannel interference.

Upstream: Downstream:
?IE(O}’II‘ZS) ngillgrlxie s 256 4KHz subchannels
™ — 7

iy
5
vl \( [\ Frea 02)

26KHz 138KHz 1.1MHz

Actual |sinc(f)] spectrum for a particuilar subband, with nulls at carrier frequencies of others.

Figure 3.53. DMT subchannels for ADSL. The differing amplitudes reflect different allocations of
energy and bits.

The carrier frequency within each subchannel is independently modulated, per-
haps with QAM. The power and the number of bits assigned to each subchannel
can be varied, according to the transmission quality of that subchannel. For exam-
ple, 16-QAM (4 bits/symbol) might be used in subchannels in favorable portions of
the frequency spectrum, and 4-PSK (2 bits/symbol) in less favorable regions. With
careful assignments, one can maximize the total data rate for the allowed total
power expenditure.

A transmitter and receiver implementing these subchannels using the DFT is
sketched in Figure 3.54. The bit stream from a data source is mapped into complex
data symbol values d,= a,+ jby, (at intervals of T seconds) as suggested earlier for
QAM. A serial to parallel converter accumulates N such consecutive symbol values
(say N=256) and then presents them simultaneously to an inverse DFT operation,
where the DFT and inverse DFT are defined respectively as [KURZWEIL]

N-1
DFT: d,= X22D.exp(-j2x nm/N), m=0,1,...,(N-1)
n=0
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N-1
IDFT: D, = X2duexp(j2r nm/N), n=0,1,...,(N-1) 3.4)
m=0

If we define the subchannel carrier frequency f,, = m/NT and the time sample point
t, = nT, and take the real part of D,, then for 0<n<N-1,

N-1 N-1
Re D, = Re X (agt jbn)exp(427 fn ty) = 2 {amcosRnfy ty) - busin(2n £, t)}
m=0 m=0 (3.5)

This parallel block of transform values is converted to serial time format.
When the values of Re D, appear at times nT, n=0,1,..., N-1, they become time
samples of the sum of all of the subchannel transmissions at the different frequen-
cies fy =0, f; =1/NT, ..., fy.; = (N-1)/NT. Note that the modulation of the carrier at
frequency fi, =m/NT is the complex data symbol a,,+ jb, . The separation between
these sub-band carrier frequencies is Af = 1/NT, which for N=256 and T=1ps is
4KHz. The duration of this transmitted block is NT, so that the transmission time
for each complex data symbol value has been expanded by a factor of N as it is sent
in parallel with other symbols. The time sequence of Re D, values is passed
through a lowpass filter to interpolate between the sample values, and frequency-
translated into the desired transmission band.

Because the abrupt beginning and end to a transmitted block is inevitably dis-
torted by a finite bandwidth channel, various forms of cyclic extension of the trans-
mitted block are used. The transmitted signal block (3.5) may be defined on a
broader interval (1+2a)NT, where o is a small positive constant, and multiplied by
a shaping "window" g(t) that drops off in the extension regions on the two ends.
The overlap between consecutive blocks can be reduced by a guard space if needed
to reduce intersymbol interference.
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Figure 3.54. ADSL system using the DFT for DMT modulation. (Adapted from [KURZWEIL] and
[SDSU])

DMT has problems of high peak-to-average power and inter-subchannel inter-
ference that can be mitigated by a variant known as OFDM (Orthogonal Frequency-
Division Multiplexing), described by Hara in [MKS]. In OFDM, the transmission
of amand jb,, components are staggered in time by NT/2, half the new symbol inter-
val, as shown in Figure 3.55. In the receiver, samples of the received signal are
taken every T/2 seconds, i.e. at twice the original symbol rate, accumulated in
blocks of 2N samples, and subjected to a DFT operation that produces 2N outputs.
This double-size DFT is needed to resolve aliasing distortion that would otherwise
occur, and of the 2N outputs only N are retained, corresponding to the original N
complex data symbol values applied to the transmitter. These values may have been
distorted in the transmission channe! and a relatively simple equalization, equivalent
to rotation in the complex signal plane, may be applied in each subband. Data-
driven echo cancellation may also be used to mitigate the damage from reflected
echoes of the transmitted signal, with efficient implementations possible for OFDM
[NEDIC].
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Figure 3.55. Shaping window and OFDM staggered signaling.

New symbol intervals will overlap causing some, but minimal, intersymbol in-
terference. Another challenge of DMT is to avoid the large peak-to-average power
requirement that can be caused by a data block that happens to arrange many sub-
carriers in phase. Scramblers and OFDM staggering can mitigate this problem.

DMT/OFDM is used in xDSL (described in the next subsection), in proposed
3G/4G cellular mobile systems (subsection 3.7.1) and in the IEEE802.11a wireless
LAN (subsection 3.7.2). In the cellular and WLAN systems, multiple access can be
arranged through scheduled, non-conflicting allocations of OFDM subchannels to
the different wireless users sharing a channel, as suggested in Figure 3.56. Note
that the allocation to a particular user may hop among the available subchannels, in
order to avoid noisy or fading subchannels or a high peak-to-average signal level.
Some poor subchannels, such as 0 and 7 in the figure, may be avoided entirely.

In wireless systems geared to IP traffic, OFDM and error correction techniques
can be used between mobile devices and router-equipped base stations for high-rate,
low-delay packet transfers across the air interface. The technique called "flash
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Fig. 3.56. Possible subchannel allocations for three users in an 8-subchannel OFDM multiple access
system.
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OFDM" associates the allocation of OFDM subchannels with the needs of IP traffic
streams and stresses fast hopping among subchannels [www.flarion.com]. Different
hopping sequences are allocated to different users within a cellular mobile cell.
This has the added benefit of reducing interference between users in adjacent cells,
since they are highly unlikely to have the same hopping sequences.

In summary, DMT/OFDM adapts to the data transmission needs of the applica-
tion and the characteristics of the transmission channel. QoS-sensitive data traffic
can be offered superior transmission service, and portions of the transmission chan-
nel can be entirely avoided if narrowband interference or signal fading occurs there.
Within the framing structure, delay-sensitive information can be transmitted faster
than other data. The computational complexity is within reasonable bounds, and the
costs of addressing the problems alluded to above are much less than the gains in
overall performance. DMT/OFDM is the preferred modulation format in many cur-
rent and developing access systems, both wired and wireless.

3.6.5 Trellis-coded Modulation and Turbo Codes

The previous section alluded to performance improvement from channel cod-
ing, mapping information bits into a group of signaling levels rather than just one.
Trellis-coded modulation and turbo codes are two prominent techniques.

TCM (trellis-coded modulation) [UNGERBOECK] realizes substantial SNR
(signal to noise ratio) gains by convolutional coding [GSW] of the signal levels. (A
convolutional code computes a new value of the coded bitstream, depending on past
as well as new information, each time a new information bit is submitted.) TCM's
gain comes despite the initial SNR loss caused by the enlarged signal constellation
(with more closely spaced signal points) needed to create redundant convolution-
ally-encoded sequences. But the coding more than compensates by increasing the
distance, in the multidimensional signal space representing several symbol intervals,
between coded line signal sequences. Increasing this distance makes it less likely
that noise perturbing a transmitted signal sequence will make it look like another
possible signal sequence.

The term "trellis coding" expresses the fact that the sequence of states of the fi-
nite-state machine that models convolutional encoding follows a trajectory in a trel-
lis diagram of (possible) states vs. time. Note that although the signal constellation
must be expanded, there is no bandwidth expansion because the pulse modulating
the carrier waveform remains the same.

A simple four-state example, drawn from [UNGERBOECK], illustrates the
concept (Figure 3.57). The original 4-PSK signal constellation is enlarged to an 8-
PSK constellation of the same radius=1 and hence the same average power, both
shown in Figure 3.58. The signal points 8-PSK are closer together, illustrating the
initial loss mentioned above.
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For a 4-PSK system without trellis-coded modulation, a pair of binary informa-
tion bits x,(n), X,(n) maps into a single signal point at time nT, one of the four
shown in Figure 3.52¢. The minimum free distance is the distance between adjacent
signal points, which is [2 for signal points of magnitude one. For trellis-coded
modulation using the enlarged 8-PSK constellation, assume the convolutional en-
coder shown in Figure 3.57. The output of this encoder is the triplet x;(n), x,(n), so
{(n), where the parity bit s, (n) depends on two past values of x;(n). This triplet of
bits maps into one of the 8-PSK signal points. Note that a particular data bit will,
though the convolutional encoding, affect three successive signal levels.

The state of the convolutional encoder is specified by the pair s, (n), s; (n),
which can take on the four values (00, 01, 10, 11) as shown in the state trellis of
Figure 3.58. Each symbol interval, a new x;(n), X»(n) data pair determines a transi-
tion from each possible state at time (n-1)T to some state at time nT. A convolu-
tional decoder compares all possible trajectories through the trellis and from time to
time (when alternative trajectories merge) selects that trajectory most likely to have
occurred, based on observation of the received signal. Selection of a trajectory im-
mediately yields the sequence of data pairs that produced the trajectory.

x,(n) 8-P§K signal mapping

¢« x,(n
3211;}’ in) > signa] point
:D Sl(ﬂ)éé Dso(nz

Fig. 3.57. Rate 2/3 convolutional encoder mapping two data bits into three bits determining a signal
point.

It can be shown [GSW] that the minimum free distance between paths through
the state trellis is two. This compares with (2 for the original uncoded 4-PSK sys-
tem. The improvement is a factor of [2 in distance or 2 in power, a coding gain of
3dB. The receiver, not shown, has a convolutional decoder that computes the best
path through the trellis using the efficient Viterbi Algorithm [HAYES2].

Turbo coding ([HW], [www331 jpl.nasa.gov/public/TurboForce.gif]) combines
two relatively simple convolutional encoders, placing an interleaver before the sec-
ond encoder that more or less randomly rearranges an input block of K information
bits, as shown in Figure 3.59 with a very simple example of exchanging x; and x.
K=2 in the encoder of Figure 3.57 and K=3 in the example of Figure 3.59, although
it is usually larger. The interleaving operation shown in Figure 3.59 is similarly
simplified as an example.
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Fig. 3.58. State trellis for the encoder of Figure 3.53. For simplicity, X;X; labels are shown only for the
(n-1) to n transitions but are the same for all future transitions.

The surprising result is that the parity bit blocks produced by the two encoders
tend to have different weights (proportion of "1" bits), so that a low-weight parity
block from one encoder is usually complemented by a high-weight parity block
from the other encoder. This property makes the combined system much stronger,
in separation of alternative transmitted streams and thus in SNR, than either simple
encoder. In fact, the combined system performs as if it were a very complex ran-
dom block encoder producing many parity bits. [A block encoder operates on a
complete stored block of information bits rather than continually processing an ar-
riving information bit stream as in a convolutional encoder.]

x5 N
%,(0) » signal
x,(n) m%g_
> ity bi ping(s)
$Simple convolutional Parity bits s,(n),s,(n), ... » signal
lencoder#l | point
—
3 LNy . N
— Interl x,(n) | Simple convolutionall Parity bits _J
nierieaver x? o) encoder #2 Ug(m),u, (n), ...

Fig. 3.59. Turbo coder.

The turbo decoder in the receiver, which is not shown here, has two simple de-
coders corresponding to the simple encoders and makes decoding decisions through
an iterative process of exchanging increasingly good estimates of the actual trans-
mitted information data between them. These estimates are made using a decoding
algorithm similar to the Viterbi algorithm. The simple encoders have relatively few
states, so that the computational complexity of the decoder is modest. After a few
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iterations, the estimates from the two simple decoders tend to converge and a "hard"
decision is made. SNR improvements of 1-1.5dB are realized in practice.

3.7 Wired Access Networks

Access networks are those public network facilities used to reach ISPs and the
core Internet. They may be wired or wireless, with transmission capacities from a
few Kbps to hundreds of Mbps. Future fiber to the curb (FTTC, Figure 3.60) and
fiber to the home (FTTH, Figure 3.61) may provide residential up to hundreds of
megabits per second. There are already economical deployments in settings such as
apartment buildings. High-speed PON (Passive Optical Network), shown in Figure
3.5, serves businesses and might possibly serve residences in the future.

In this section, we restrict attention to xDSL service over TP (twisted pair) cop-
per subscriber lines, and digital services in HFC (hybrid fiber-coax) cable systems.
In the long run, it 1s likely that high-speed xDSL on an FTTC architecture will com-
pete with a similar fiber node architecture supporting cable data systems. Wireless
access networks are described in Section 3.7.

office Twisted pair or coax,

Switched circuit rates to S0Mbps,
ge%%rk (e.g Single Mode Fibers, distance 400m
OC-3 (I55Mbps) to pipor .
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Sl
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Headend digital terminal Transcoivel \"\Hj\
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Tl

Figure 3.60. FTTC (fiber to the curb) access network.
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Figure 3.61. FTTH (fiber to the home) access network.
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3.7.1 xDSL

The Digital Subscriber Line ("xDSL" covers many different types) is the tele-
phone industry's approach to high-speed Internet access using the existing copper
plant. By using a dedicated physical access line for each subscriber, it has the po-
tential to provide Internet access with rate guarantees that are not so easily made on
shared access networks such as cable systems. Table 3.2 is an overview of the dif-
ferent types, including also ISDN (Integrated Services Digital Network). POTS is
Plain Old (analog) Telephone Service. SHDSL, HDSL2 and G.shdsl are business-
oriented access facilities. SHDSL requires two subscriber lines to realize the T1
rate of 1.544 Mbps each way and HDSL2 realizes the T1 rate in a single subscriber
line through sophisticated signaling techniques including channel trellis coding that
was mentioned above. G.shdsl, which negotiates the highest data speed possible on
a given subscriber line, is a high-performance ITU-T standard (in 2000) for multiple
services such T1, E1, ISDN, ATM, or IP framing [www.cisco.com].

Table 3.2 Digital Subscriber Line Types (Assuming 24AWG twisted pair).

Name Rates down/up POTS Distance

ISDN (Basic Rate) 144kbps/144kbps no 18Kft

ADSL (Asymmetric Digital 1.5-8 Mbps/ yes 6.5-24Kft
Subscriber Line) 128-640Kbps

G.lite (ITU-T G.992.2 0.78-4Mbps/<512Kbps yes <24Kf
“splitterless”

SHDSL (or just HDSL) Typ. 0.768Mbps each way no <18Kft

(Symmetric High Speed DSL)

G.shdsl 0.144-2.32Mbps each way no 12-20Kft

VDSL (Very High Speed 26-55Mbps/2Mbps no ~1Kft
Digital Subscriber Line)

How can these higher rates be supported in a subscriber line that a dialup mo-
dem can only use at S6Kbps at most? The reason is that it is not the subscriber line
that limits the bandwidth of the telephone circuit used by a dialup modem, but rather
the voiceband filter (300-3300Hz) in telephone office equipment. These filters are
necessary for the multiplexed voice transmission systems of the telephone network.
xDSL service bypasses the voiceband filter, diverting the data traffic through a wide
passband filter and into a data network. Of course, the data channel also has per-
formance limitations from distortion and noise (mainly interference crosstalk from
other subscriber lines). Subscriber lines can be improved by removal of loading
coils and other steps, and there are processing schemes to mitigate crosstalk, al-
though these steps may be too expensive in practice.



172 The Multimedia Internet

Figure 3.62 shows, for simplicity, just one of the many subscriber lines con-
nected to the DSLAM (DSL Access Multiplexer) of an xDSL access system. The
DSLAM provides protocol services such as routing and dynamic IP address assign-
ment as well as multiplexed aggregate capacity in a backhaul to a data network. It
serves a subscriber line as an ATU-C (ADSL Termination Unit - Central office),
communicating with the subscriber-side ATU-R (ADSL Termination Unit - Re-
mote).

Local Exchange Office xDSL interface
(with splitter or
“splitterless™)

Twisted pair If
subscriber line \J @Q

\ Separation filters
(low-frequency voiceband and
high-frequency data passband)

PSTN/ISDN Network

PSTN/ISDNA
switch

ISP

Figure 3.62. xDSL access system.

Terminates many subscriber lines

Residentially-oriented xDSL systems carry both normal analog telephone serv-
ice and the high-speed data service, separated by frequency-division multiplexing of
a 300-3300Hz voiceband and a 26KHz-1.1MHz data band. Figure 3.63 illustrates
the full-rate ADSL (Asymmetric Digital Subscriber Line) subscriber-side configu-
ration in which a frequency splitter separates the telephony band from the data sig-
nal band. The data modem (described in more detail later) implements, as the name
ADSL implies, two-way data transmission with asymmetric rates. Downstream
(toward the subscriber) the rate may be 1.5-8 Mbps, while upstream it is likely to be
of the order of 384 Kbps, adequate for real-time audio/video conferencing. The
data interface is an Ethernet port that connects to the Ethernet card in a computer or
other data device.

A typical IP protocol stack, for communication between the user equipment
and the ISP, may be expected to run on top of the ADSL physical protocol between
subscriber and local exchange office, as suggested in Figure 3.64. There may or not
also be an intervening ATM layer.

Transmitting Coder/decoder
fer | [ | Pulse
2% 138 KHz Modulator shaper
L Spliter, ______ Ethernet

Subscriber line |

‘\
1
1
:
. ' D
Voice D , i \ _:‘_’ emod/
’ i

filter equalization/
detection

e m——————
N

Figure 3.63. The ADSL subscriber configuration, incorporating a splitter (bandpass filtering) to separate
the data and voice signals.
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Figure 3.64. Typical protocol stacks in ADSL service.
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Subscribing to ADSL service requires installation by a service person from the
telephone company. To avoid the expense and inconvenience, a consortium of
computer and telephone companies pledged, in early 1998, to back a version of
ADSL in which the telco-installed splitter/modem network interface would be re-
placed by a user-installed ADSL modem in the user's personal computer (Figure
3.65). Connecting to ADSL service would be just as easy as connecting a modem to

a normal telephone line.

Local Exchange Office

PSTN/ISDN Network

PSTN/ISDN+
switch

ISP

arrier

Low

Possible voiceband
filter for telephone

Twisted pair
subscriber line

J High

[DSLAM

Figure 3.65. "Splitterless” xDSL-lite.

—4

xDSL-lite modem
(plugs into computer)
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This revised system, called G.lite or splitterless, sacrifices performance for the
advantage of using already existing inside-the-residence telephone wiring and
eliminating a service call. Inside wiring is notoriously noisy and impaired with nu-
merous taps, stubs and attached low-quality telephones that together pose a great
risk for high-speed passband data communications. Normal ADSL speeds may not
be possible on such circuits, so the G.lite specification [G.992.2] specifies data rates
roughly half those of full-rate ADSL, and even those may not be attainable in many
cases.

Elimination of the splitter may result in interference between telephones and the
ADSL modem attached to the same subscriber line. It may be necessary to install a
filter for the telephone, shown in Figure 3.65. Messy residential telephone wiring
may still impair performance for the computer.

Two modulation techniques have been implemented for xDSL service: CAP
(Carrierless Amplitude-Phase), virtually the same as QAM (but generated in a spe-
cial way), and DMT. DMT is the generally accepted international G.dmt standard
[G.992.1], but QAM may be used within the subchannels of DMT.

Above this physical level, data framing (Figure 3.66) provides some QoS fea-
tures. Data to be transmitted are applied to either "fast" or "interleaved" buffers, the
former for information intolerant to the coding delay required to obtain protection
against error bursts through dispersing and interleaving data over time. Streaming
media, for example, might be applied to the fast buffer. However, each 250us
frame, corresponding to parallel transmission of 256 complex symbols (down-
stream), has some protection with Reed-Solomon [RS] FEC (forward error correc-
tion). Each frame is actually transmitted in a little less than 250us in order to
squeeze in an extra synch symbol while maintaining a superframe transmission time
of 68x250us.

Superframe (68 x 250us = 17ms)

0 i 2 3 34 35 Frameno. ¢¢ 47
Iﬁ]tzs%ﬂ ga%#l l I __________ L&A&&iﬁé’f 6-231 I I [ Symh,
Frame ostpel | Pt [ | [—

Figure 3.66. ADSL framing structure (adapted from [SDSU]).
3.7.2 Cable Data Systems
In the United States, the cable industry was faster than the telephone industry to

offer megabit Internet access rates to residential subscribers. The upgrading of ca-
ble systems with fiber trunks, in order to reduce the long, unreliable strings of ana-
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log amplifiers in purely coax CATV systems, opened opportunities for both digital
video broadcasting and data access services.

This HFC (hybrid fiber-coax) system of Figure 3.5 is drawn in more detail in
Figure 3.67. A single system can provide analog and digital video programming
and interactive data communication for Internet access and VoIP service, including
lines on demand. The HFC architecture retains the lower part of the coaxial cable
plant in which a number of cable subscribers share the cable medium for both
downstream and upstream transmissions. A fiber node may typically support up to
500 cable subscribers, and as data customers and data traffic increase, may be split
into two or more nodes, each of which supports a smaller numbers of users and
thereby reduces congestion. There is contention among users on each coax tree
connected to a fiber node, but investment in fiber nodes can alleviate congestion.

To PSTN Telco return access | Switch or Cable Headend
e concentrator (TRAC)\network adaptor Digital satellite F——=
Local server Programming Analog
Wide-area data net _ﬁfacility — satellite
ﬁ and the Internet progr.

Remote™—____—T———— 'l' " 7| Digital headend Analog headend
server [ Network termination | terminal terminal

: :
facility Cable Modem E H
Y Termination ! i Anal
System (CMTS) } .o .. E mg%&itors
e e o ol o - )
/s Ml et T T (6MHz)

L

distribution network
(electrical)

gllx)slr)ztritons Combiner (mux)

System Sing]e-mode . _S_“lb_s_cf 1_b_e_r Ie §1.d.e.n99 -----------
Security & ge=3T mvoptical fibers ' OAM MPEG, !
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] Set-top box |
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Figure 3.67. HFC system supporting both analog and digital services, with DOCSIS elements including
CMTS and cable modem.

Digital cable, including delivery of digital video programming and the provi-
sioning of data-over-cable services, was standardized by Cable Television Laborato-
ries. The data over cable part is covered in their Data Over Cable Service Interface
Specifications [DOCSIS] that have become the standard for compatible cable mo-
dem products in North America. The DOCSIS objective is bi-directional transpar-
ent transfer of IP traffic between cable system headend and customer locations, over
all-coax or HFC systems. Control of transmission resources resides in the CMTS
(Cable Modem Termination System).
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Table 3.3 gives the key DOCSIS specifications.  The downstream QAM
modulators, using signal constellations of either 64 or 256 points, can pack 27 Mbps
(or more) into a 6 MHz channel. Upstream transmission is in smaller channels with
a MAC (medium access control) protocol using assigned time slots and contention
resolution as described later in this section. Figure 3.68 shows the upstream and
downstream frequency bands.

Table 3.3. Main DOCSIS Technical Specifications

Modulation Bandwidth (MHz) Data Rate(Mbps) Framing FEC Encryption
Down 64 or 256 QAM 6 27 or 36 MPEG-2 Reed-Solomon DES
Up QPSK or 16-QAM 0.2-3.2 0.32-10 MPEG-2 Reed-Solomon DES

Upstream Medium Access Control: Packet-based, contention and reservation slots, QoS capabilities
Management: SNMP, with MIB definitions

Residential network interface: 10BaseT Ethernet (USB and IEEE 1394 planned)

Business network interfaces: 10/100BaseT, ATM, FDDI

FEC - Forward Error Correction DES - Digital Encryption System
SNMP: Simple Network Management Protocol ~ MIB: Management Information Base

Upstream
(0.2-3.2MHz channels in usable parts of the spectrum)
Downstream
\ ' I l I l | 6MHz channelization (either analoF TV or I \
| 30Mbps digital signal each channel)
5 42 50 860 MHz

Figure 3.68. Frequency allocation in an HFC system.

Because of frequent and relatively unpredictable interference problems in the 5-
42 MHz upstream band, carrier frequencies for upstream channels can be made
anywhere in this band, and the bandwidth and spectral efficiency of each channel
are flexible. Relatively low spectral efficiency modulation schemes must be used
in the upstream band because of its noise characteristics. The alternatives are
QPSK (which is 4-PSK shown in Figure 3.52), conveying 2 bits/transmitted symbol,
and, if possible, 16-QAM, conveying 4 bits/transmitted symbol. Downstream, the
alternatives are 64-QAM and 256-QAM, conveying 6 bits/symbol and 9 bits/symbol
respectively. Noise immunity decreases as the constellation size (and hence the
number of bits/symbol and the spectral efficiency) increases.

Although DOCSIS 1.0 systems use TDMA (time-division multiple access) up-
stream channels, the newest [DOCSIS 2.0] standard provides two alternative (and
improved) upstream technologies: A-TDMA (Advanced TDMA) and S-CDMA
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(Synchronous CDMA), improving data rate on each upstream channel by several
times and performing better in the face of various kinds of noise and interference.

3.7.2.1 DOCSIS Medium Access Control

The DOCSIS RF Interface protocol stack (Figure 3.69) provides the functions
needed at CMTS upstream and downstream interfaces and the cable in/out interface
at the cable modem. Downstream transmission convergence specifies 188-byte
packets, consistent with MPEG packets as defined in Chapter 2. A 4-byte header in
each packet specifies whether the 184-byte payload is DOC (data-over-cable) or
MPEG digital video. Data and video packets may be mixed in downstream trans-
mission, as suggested in Figure 3.70. The CMTS is the single transmitter. All cable
modems listen to all frames transmitted on the downstream channel to which they
are registered, accepting only those frames addressed to them.

The protocol stack defines a data link layer for the cable modem and CMTS
data interfaces. There are three sublayers: An Ethernet Logical Link Control sub-
layer, a link-security layer supporting privacy, authorization, and authentication, and
a Media Access Control (MAC) sublayer that supports variable-length packets
(Protocol Data Units or PDUs) transmitted in MAC frames.

[snmp ][ TtFrP |[ DHCP |
| UDP |

LLC/DIX SNMP: Simple Network Management Protocol
- - TFTP: Trivial File Transfer Protocol
Link Security (simplified FTP)
DHCP: Dynamic Host Configuration Protocol

UDP: User Datagram Protocol
IP: Internet Protocol

Link
Layer

gggﬁt;:;rg ICMP: Internet Control Message Protocol
convergence ARP: Address Resolution Protocol
= = LLC: Logical Link Control
Physical Medium| MAC: Medium Access Control

Figure 3.69. DOCSIS RF Interface protocol stack.

Header specifies MPEG vide 4 bytes
L MpEG [][ MPEG [ pata [ MPEG Data /ﬁ

Header specifies data

Figure 3.70. Mixing data and MPEG packets in downstream transmission.
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Figure 3.71. Mapping of MAC frames into for upstream (from the subscriber) minislot grants.

In the upstream direction, transmission time is slotted into minislots for TDMA
(time division multiple access). The time duration of a packet transmission is a
power of two multiple of 6.25us minislots. In Figure 3.71, MAC frame A requires
just under two minislots and is granted two. MAC frame B requires almost five
minislots, but is initially granted only four, with the remainder of the fragmented
frame sent in a later grant of a single minislot.

The CMTS controls the use of minislots, making grants for transmissions by
particular cable modems or allowing contention by all cable modems. As Figure
3.71 suggests, a grant may be smaller than a cable modem’s request, leading to
fragmentation of the MAC frame into transmissions in separated minislots. The
MAC thus accommodates variable-length packets, and supports QoS through band-
width and delay guarantees, classification of packets, and dynamic service estab-
lishment (addition of a new service flow). The CMTS allocates upstream
bandwidth to service flows defined for each transfer between a cable modem and
the CMTS. The DOCSIS standard does not specify the scheduling algorithms to be
used for bandwidth allocation, but only defines how bandwidth is requested and
grants announced. Allocations, with a maximum of 255 minislots for a given cable
modem, can be made for four service types: broadcast (transmission to all stations),
multicast, unicast, and null, addressed to no one. The grants begin some time in the
future, to allow for transmission and processing delays.

Cable modems make allocation requests during request contention slots estab-
lished by the CMTS. If there is a collision between service requests from two users,
the request is lost and must be retransmitted. The collision is detected by the cable
modems, not by the CMTS, when the cable modems do not receive acknowledg-
ments from the CMTS. Each cable modem then implements a back-off algorithm,
delaying a random number of request contention minislots, within a window (quan-
tity of minislots) specified by the CMTS, before retransmitting its request. The
standard should be consulted for a full description of the CMTS-cable modem inter-
action in this "truncated binary exponential back-off" system, depending on cen-
tralized allocations but similar in some ways to the Ethernet collision resolution
mechanism. By manipulating window size, the CMTS can realize various compro-
mises among congestion reduction, efficiency, and fairness to all cable modems.
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DOCSIS explicitly addresses media QoS by defining transmission ordering and
scheduling on the Radio Frequency Interface to satisfy QoS parameters such as de-
lay, delay jitter, and assured data rate. It provides dynamic establishment of QoS-
enabled Service Flows and traffic parameters; shaping and policing traffic on a per-
Service-Flow basis; use of the MAC scheduling and QoS traffic parameters for up-
stream traffic and the QoS parameters for downstream traffic; classifying arriving
packets into specific QoS-related Service Flows; and grouping Service Flow prop-
erties into Service Classes with standard QoS properties. DOCSIS defines capabili-
ties at the MAC level that are similar to shaping and policing of IP traffic, as
explained in Chapter 4. The DOCSIS link-level QoS mechanisms may be invoked
from the higher IP level through the TOS (type of service) byte in IP packets
(Chapter 4).

Within the CMTS, as shown in Figure 3.72, is a function called an Authoriza-
tion Module that accepts or rejects changes to QoS parameters and classifiers of a
Service Flow. The CMTS also implements downstream and upstream packet classi-
fiers. Packets may be classified, on either a policy basis (e.g. "all IP telephony
packets get lowest-delay service") or by service request, into one or another Service
Flow among a group of Service Flows with different QoS properties. The parame-
ters commonly used to classify IP packets include, as explained more fully in the
next chapter, TOS (type of service), IP source or destination address, and TCP/UDP
port number.

The DOCSIS system is important because it has made possible the most widely
used high-speed data access network, and because of its effective MAC-level as-
signment of resources and QoS prioritization. We have already reviewed a similar
approach in the IEEE 802.1q architecture and will describe another for IEEE 802.11
wireless LANs. All of these MAC-level mechanisms serve the higher-level Internet
QoS protocols described in Chapters 4 and 5.

To conclude the discussion, digital video broadcasting and pay-per-view serv-
ices are at least as important to the cable business as Internet access. The cable set-
top box structure sketched in Figure 3.73, as suggested by Texas Instruments, pro-
vides for both standard digital television and HDTV (high-definition television),
following the DVB (digital video broadcasting) standard introduced in Chapter 2.
The received MPEG-encoded digital video data are decoded and converted to ana-
log formats for standard television sets and videocassette recorders. Local video and
audio inputs may be mixed with the received signals. This particular design also
implements a DOCSIS cable modem, so that the set-top box is an Internet access
box as well as a video programming client. More comprehensive set-top boxes may
include a digital recorder (making the box a video programming server) and an IP
telephony interface.
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Figure 3.73. Internet-capable set-top box, as outlined by Texas Instruments [www.ti.com].
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3.7.3 Power-line Access Networking

The power line serving a business or residence 1s an obvious candidate to
carry digital communication traffic as well, although the difficulties are substantial.
Power-line access networking can interface with a variety of local networks, in-
cluding (but not limited to) the power-line HomePlug.

The IEEE Working Group [IEEE P1675] on a "Standard for Broadband over
Power Line Hardware" was organized in 2004 to provide electric utilities with a
standard, in 2006, for hardware to be installed on distribution lines. This standards
group addresses safety and power/communication compatibility, and by the time
this is read may be joined by a communications working group.

Figure 3.74, which includes power-line home networking, illustrates
mechanisms for avoiding the large attenuation of high-frequency communication
signals in substation and distribution transforms. One mechanism is a direct fiber
link from the Internet to the local distribution side of a transformer substation. An
intelligent router and a coupler transfer the signal from the optical fiber as it enters
the substation and transmit it over the medium-voltage distribution lines. This is
done in both directions. Repeaters at 0.5-1 mile spacings maintain the signal level.
The second mechanism is an electronic bypass to move signals between the me-
dium-voltage and low-voltage segments, bypassing the distribution transformer that
is relatively near the end user(s).
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Figure 3.74. Broadband over Power Line access networking.

Residential powerline systems often use two sets of modems, one for communi-
cation between the residence and the master modem and the other for communica-
tion through the power wiring within the residence, in order to minimize
interference problems. Sophisticated signal processing techniques, similar to those
used in DSL and wireless systems, can help mitigate poor transmission conditions
including the especially damaging impulse noise [DP].

Power line communications promises to become a viable third wired access
networking option, contributing to the rich diversity of the communications infra-
structure and providing added resilience against communication failures.
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3.8 Wireless Networking

The Wireless Internet, referring to Internet access via wireless communications,
is as important to multimedia applications as the wired Internet. Users of future
Internet appliances will often need or prefer wireless access [SCHWARTZ4]. Port-
able appliances already in existence or foreseen for the near future include laptop or
notebook computers typically used with wireless facilities in airport terminals and
hotels, wireless handsets, cameras and camcorders sending "digital postcards” to
distant email boxes, writing and pointing devices, and automobiles interacting with
intelligent highway systems and engine monitoring facilities. Attention is focused
on supporting multimedia applications through the not-so-reliable air interface,
addressed in detail in [MKS, GGW].

The Multimedia Internet includes many different wireless access systems, each
with its own advantages and limitations. At least six categories of wireless systems
can support multimedia applications:

- 2.5G/3G/4G Cellular Mobile ("G" for "Generation™).

(including IEEE 802.20 Mobile Broadband Wireless Access)

- Wireless LAN (in particular IEEE 802.11b,a,g,n "WiFi").

- Terrestrial microwave (in particular IEEE802.16 "WiMax").

- Bluetooth personal area network

- Room-scale infrared

- Satellite data systems.

This chapter introduces the first four. Although not described here, satellite
data systems have obvious benefits of serving users in non-urban areas who might
not have other choices for high-speed Internet access, and offer both two-way satel-
lite communications and, at lower cost, a hybrid arrangement in which upstream
traffic uses the telephone network.

Different wireless access systems are difficult to compare because of the differ-
ent geographic scales that they serve. The wireless LAN/PAN systems, operating
at short distances, can support much higher data rates than cellular mobile systems
because of the fundamental radio transmission limitations. In cellular systems with
relatively long distances, received power is proportional to the inverse of distance to
the fourth power. As the data rate increases the transmitted power must increase in
order to send the information the same distance. Interest in local wireless network-
ing and ad-hoc mesh wireless networking (with short distances between relay
nodes) is motivated but these hard facts.

Figure 3.6, near the beginning of this chapter, shows the personal/peripheral,
local/microcellular, cellular mobile, metropolitan, and wide-area coverage that char-
acterize different access systems. Figure 3.75 illustrates the frequency bands of the
cellular mobile, fixed wireless, and wireless LAN/PAN categories of wireless access
systems described below.
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Bluetooth (www.bluetooth.com) is a relatively low-power, small, and low-cost
technology for personal area communications in the 2.4GHz ISM band. It is not as
low-power and cheap as Zigbee [www.zigbee.com]/[IEEE802.15.4], technology
intended for applications such as RF tags. The IEEE 802.11 ("WiFi") wireless LAN
is a local-scale technology that is extensible to fairly large areas and handoffs from
access point to access point). Cellular mobile covers both outdoor and indoor
communications over large metropolitan and multi-metropolitan environments using
geographical "cells" ranging from a few hundred meters to tens of kilometers. By
breaking the coverage area into cells, frequencies can be reused in well-separated
cells, vastly increasing the number of simultaneous users. Cellular mobile systems
are evolving into third and fourth-generation systems (3G/4G) that include high-rate
data services and increasingly rely on IP backbone networking. IEEE 802.16
("WiMax") builds new, high-speed data capabilities, and even mobility, onto past
fixed terrestrial microwave systems. These alternative access systems may address
different needs, but still have large areas of overlap and competition.

PCS MMDS UNIL
ism 1-850-1. 990 2.5-2.7 5.15-535 ISM
5.725-5.85 Fixed
.902-.928
Land mobile 2 4 2:4835 25.25-29.5
.806-.902 \1\—‘
! GI—]ﬁIz

10 50

Land mobile: cellular mobile radio services

PCS: cellular radio services at smaller cell size/lower power

ISM: Industrial, Scientific, and Medical band. Multiple services including WLAN in 2.4GHz band
MMDS: Multichannel Microwave Distribution Service

UNII: Unlicensed National Information Infrastructure, including WLAN

Fixed: Terrestrial microwave, including LMDS (Local Microwave Distribution Service)

Figure 3.75. Spectrum allocations used for wireless access systems in the United States.

The main distinction in spectrum allocation is between licensed and unlicensed
spectrum. Cellular mobile, some WiMax and satellite systems operate in licensed
spectrum in which operators build well-engineered systems. Only one operator is
allowed in each band (within a specified geographical market area), thus eliminating
mutual signal interference and improving quality of service. New cellular mobile
spectrum was auctioned in recent years to operators, who sometimes paid extrava-
gant prices for this exclusive territory. Bluetooth and wireless LAN systems, in
contrast, operate in unlicensed spectrum (ISM and UNII bands), where anyone can
set up networks anywhere and mutual interference is a possibility. Since regulatory
rules dictate relatively low transmitted power levels, the wireless LAN cells have
short range. This normally allows uncoordinated installations without excessive
mutual interference. However, the proliferation of WLANS raises concern about
interference, including interference between Bluetooth and WLAN cells operating
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in the same geographic space. At the time of writing, these problems were being
addressed in various ways, including operational etiquettes, business constraints on
deployment, and technical measures to minimize interference.

The wireless environment is headed toward integration. Handsets may have multi-
ple air interfaces, e.g. for cellular mobile, Bluetooth, and IEEE 802.11 WiFi. Prog-
ress has been made toward "software-defined radio" (SDR), in which most
functions, including generation of alternative RF signals, is executed in software
rather than hardware, promising that future wireless devices may be compatible with
many different wireless access networks. In the U.S., the FCC introduced in 2003
the concept of "cognitive radio technologies”" [/www.fcc.gov/oet/cognitiveradio/]
for an SDR wireless device that is aware of its radio environment and can make use
of temporarily unused spectrum regardless of the frequency band or usual service to
which that band is normally allocated. The idea is to make better use of already
allocated spectrum by filling in the empty intervals with opportunistic traffic. The
new [IEEEE 802.22] standards working group addresses the MAC and PHY layer
specifications for operation of cognitive devices in the TV frequency bands.

Most wireless systems follow the protocol model of Figure 3.32. The data link
layer is broken into logical link control and medium access control (MAC) over a
physical level (PHY) of various types. After a brief introduction to the physical
layer, the remainder of this section examines the main cellular mobile and wireless
LLAN initiatives and their developing QoS capabilities for multimedia applications.

The physical-layer radio techniques [RAPPAPORT] fall into three general
groups: TDMA (time-division multiple access), spread spectrum (in the two forms
of frequency-hopping and CDMA), and OFDM (section 3.6.1.1) using a multiplicity
of overlapping but non-interfering narrowband channels. In general, different fre-
quency bands are used for upstream (mobile/portable device to base station) and
downstream (base station to mobile/portable device), so that the receiver of a mo-
bile/portable device does not have to contend with high-powered local interferers
such as its own transmitter.

Figure 3.76 gives a simplified example of TDMA, using 8-slot time frames as
in GSM, in which mobile unit B, sending data, has been allocated slots 3-5 in frame
n and slots 3-4 in frame n+1. The other mobile units have one slot in each frame,
the norm for voice. TDMA time-shares a single RF channel among a group of mo-
bile units, with access-time slots in the TDMA frame allocated according to the
MAC protocol. With both voice and data sources, MAC protocols may give speech
sources regular slots while also allocating a multiplicity of slots for a short-term
burst, as in the GPRS (General Packet Radio Service) of GSM described in the fol-
lowing subsection. The TDMA stream may be modulated onto a carrier waveform
m various ways, with GMSK (Gaussian Minimal Shift Keying [TURLETTI]) used
in GSM and 8-PSK adopted in some systems.
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Figure 3.76. Upstream TDMA example.

The alternative spread spectrum techniques were described in section 3.6.2.
For CDMA, a spreading ratio of 100 is typical. There are several CDMA standards.
The relatively narrow-band standard is 1.25MHz [IS-95], and the two wideband
standards are [CDMA-2000], which combines several 1.25Mbps narrowband
CDMA channels, and Wideband CDMA [SCHILLING], with a SMHz spectrum.
Much wider-band systems have been explored but not deployed. These systems
must work in environments where the signal level is weak compared with noise,
requiring advanced signal processing techniques [SBK].

Mobility in two-way communications, at all levels of geographical scale (al-
though not yet commercially implemented in wireless LANs and personal-area net-
works at the time of writing), requires handoff of a mobile unit from one base
station to another. Handoff is addressed primarily at the MAC level, where re-
sources are requested and granted among competing mobile units. Effective
handoff mechanisms are required to maintain QoS for multimedia applications such
as audio/video streaming, and there is no guarantee a new grant for a bundle of
flows that may be in progress will be as good as the previous one. New flow states,
with resource allocations, must be established at all nodes in the mobility network
between the cross-over node and the new access point [ANGIN].

Figure 3.78 illustrates the handoff process. The handing-off BS (base station,
for cellular mobile) or AP (access point, for wireless LAN) transfers the communi-
cation session to the receiving BS or AP, and ends its association with the mobile
device. The receiving BS or AP requests resources from nodes between it and the
crossover node, and establishes a new association with the mobile device. It is pos-
sible to overlap RNC (radio node controller) areas to facilitate prediction of mobility
trajectories and fast re-establishment of flows, as proposed in [BFJ}.
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Figure 3.77. Handoff of a mobile device, with maintenance of session (including media) integrity.

Even if resources are available at the new base station, there may be a loss of
data during the handoff process. For receiving or sending a media stream, it is de-
sirable to interrupt the stream as little as possible. Voice communications (teleph-
ony) is not quite as sensitive as music and video to brief and infrequent
interruptions. One approach to realizing uninterrupted handoff for a media stream is
use of replicated data streams during "soft handoff" in which for a period of time the
mobile unit communicates with both base stations. Replicated data streams are
buffered, synchronized, and combined, with data missing in one stream supplied by
the other.  Figure 3.78 illustrates soft handoff for streaming to a mobile unit.
Higher-layer streaming protocols such as RTP (Chapter 5) can be utilized for the
mechanics of sequencing and timing. In CDMA-based cellular systems soft handoff
is exploited to minimize the transmission power of mobile terminals thus reducing
the possible interference and conserving battery power.

In the air interface between the wireless device and the BS/AP, the allocation of
capacity to media streams is addressed at different levels and in different ways.
MAC-level mechanisms such as backoff and retransmission priorities are described
in the following sections. At the physical level, the resource allocation depends on
the modulation technique and channelization plan. Wideband CDMA may support
a video information stream, either directly if the spreading ratio remains adequate,
or in several substreams (called inverse multiplexing) recombined at the receiver.
Inverse multiplexing may also be used in TDMA and narrower-band CDMA sys-
tems.

Mobility Network  gp001h packet A output

Sync/combine
packet A forwarded »BS/AP

packet A I\Ddobile d Moveme o packet A
evice L-o---Eet

Figure 3.78. Resolving replicated media streams in soft handoff.
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The discussion in this book generally presumes the "infrastructure” model of
wireless communication, in which all mobile or portable devices work through base
stations or access points. There is, however, an alternative "ad-hoc" model [TOH]
in which wireless devices, serving as network nodes, relay the traffic of other users
as well as originating and terminating their own, as sketched in Figure 3.79. Each
node maintains one or more queues of packets destined for the various next hops
that are practical (within reach) of that node, leading to contention and limits on
networking performance. Ad-hoc networks can be generated spontaneously as
wireless devices discover their neighbors and set up links with them. They may be
components of hybrid networks mixing infrastructure and ad-hoc networking seg-
ments in several architectural models [CHENLINDSEY].

Ad-hoc networking is an especially useful model for emergency and overload
situations where particular points of access to a backbone network may not be avail-
able or capable of handling the full traffic load. Because wireless devices use much
less power when they are close together, the decrease in per-user capacity with an
increase in the number of users in a static random ad-hoc network can be shown to
fall off at the relatively slow rate of N2, where N is the number of active users
[GK]. Simulations suggest that this result holds for various topologies and ideal
(shortest path) routing [NTV]. There may, however, be increased costs (storage and
delay) in queueing of traffic at relaying devices, and in building ad-hoc as well as
infrastructure capabilities into wireless devices.
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Figure 3.79. The concept of ad-hoc networking.

Sensor networks [ASSC], consisting of a large number of communicating sen-
sor nodes for environmental, health, military, and many other purposes, are self-
organizing and usually rely on wireless ad-hoc networking. But sensor networks
differ from ad-hoc networks in several respects, including the much larger number
and denser deployment of nodes in sensor networks, their restriction to very low
power and computing ability, and their operation in a broadcast more than a point-
to-point communications mode.
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3.8.1 3G/4G Cellular Mobile Systems

The communications industry continues to expect rapid worldwide growth in
the number of mobile multimedia subscribers (Figure 3.80). Mobile multimedia
service is generally synonymous with the so-called third generation and fourth gen-
eration cellular mobile systems that place equal emphasis on voice and data.
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Figure 3.80. Projected grown of tmobile multimedia services subscribers [www.umts-forum.org].

The cellular mobile generations are roughly defined as follows:

1G (first generation): AMPS (Analog Mobile Phone Service) using 30KHz FDMA channels.

2G (second generation): Digital voice communication, TDMA (IS-136 and GSM) and CDMA (IS-95).
2.5G: 2G with data communications overlay on voice systems, e.g. CDPD on IS-136, and GPRS and
EDGE on GSM.

3G (third generation): Wideband CDMA and CDMA-2000 systems designed for both voice and data
access. 8-PSK or QAM modulation. Rates 2Mbps indoor, 384Kbps outdoor pedestrian, 64Kbps in rap-
idly moving vehicle.

4G (fourth generation): Wideband OFDM, ultra-wideband CDMA, and heterogeneous systems (differing
uplink and downlink systems). Minimum 10Mbps burst rate in channels 10- 200MHz.

Interpreting acronyms is a necessary part of understanding what is happening in
cellular mobile technology. The following are terms used in this section:

3GPP: Third Generation Partnership Project [www.3gpp.org], and related Telecommunication Technol-
ogy Committee of Japan 3G standards [www.ttc.or.jp/e/summary/std040/3ga/.

3GPP-2: Third Generation Partnership Project-2 [www.3gpp2.org].

ARIB: Association of Radio Industries and Businesses of Japan [www.arib.or.jp].

CDMA: Code-division multiple access in 1.25MHz band, used in some 2G systems.

CDMA-2000: Use of multiple 1.25MHz CDMA channels for high-speed information signals.
Wideband CDMA: 5MHz CDMA system.
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CDPD: Cellular Digital Packet Data, voiceband data in analog cellular systems.

EDGE: Enhanced Data rate for Global (formerly GSM) Evolution, GPRS improved with better utilization
of radio spectrum.

ETSI: European Telecommunications Standards Institute [www.etsi.org].

FDMA: Frequency-division multiple access, 30KHz channels.

GPRS: Generalized Packet Radio Service, data instead of voice on GSM time slots.

GSM: Global System for Mobile communication, a TDMA-type standard defined by ETSI and deployed
in most of the world, including North America. GMSK modulation.

HSCSD: High-speed circuit-switched data (on 2G GSM).

1S-95: CDMA standard deployed in North America and (with modifications) in Korea.

IS-136: TDMA standard deployed in North America and Japan.

IMT-2000: 3G framework developed within the ITU (International Telecommunications Union).

MWIF: Mobile Wireless Internet Forum [www.mwif.org].

OFDM:  Orthogonal Frequency-Division Multiplexing.

TDMA:Time-division multiple access, used in some 2G systems.

UMTS:  Universal Mobile Telecommunication Service, using wideband CDMA and new spectrum, and
with a maximum 2Mbps data rate [www.umts-forum.org]. It is the 3G system developed within the ITU's
IMT-2000 framework.

Third generation cellular mobile services, accommodating data and multimedia
applications, were not yet widely operational at the time of writing. Figure 3.81
illustrates the path from current standards to the UMTS and CDMA 2000 3G sys-
tems, associated respectively with the wideband CDMA and CDMA-2000 modula-
tion formats. Both can be considered implementations within the ITU's IMT-2000
framework of standards, and their eventual reconciliation is possible.
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ARIB
(and others from East Asia)
ITU

(IMT-2000 framework)

MWIF

CDMA

(15-95) 3GPP-2 »{ CDMA-2000
and Korean CDMA

Figure 3.81. Organizations and standards for third generation cellular mobile communications.

The IMT-2000 framework encompasses systems providing wireless access to a
range of telecommunications services in public voice and data networks. Its goals
include a worldwide commonality of design, service compatibility within IMT-2000
and with the wired public networks, worldwide roaming with convenient devices,
and multimedia capabilities. Some of the key factors for success are [PRL]
broadband access for fast Internet service and multimedia applications, flexibility
for new kinds of services such as universal personal addresses, and an evolutionary
path from existing cellular networks.
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The transition to Internet-oriented data capabilities will occur in different ways
in different cellular mobile environments. One of these, promulgated by ETSI, is
illustrated in Figure 3.82. It is likely that 3G deployments will try to be backward
compatible with current 2G and 2.5G standards. Figure 3.83 illustrates realization
of the GSM-3GPP-UMTS transition of Figure 3.81, as defined by the 3GPP.

Circuit-switched : Packet-switched

. UMTS
DMKbps HSCSD ) i (Gers [ EDGE | 2Mbps ]

Figure 3.82. Evolutionary path, from 2G GSM, to high-speed IP-based data service
[www.nortelnetworks.comysolutions/providers/wireless/gsm/].

GPRS (General Packet Radio Service) data service, at rates up to 170Kbps (and
more with EDGE), is associated with 2.5G GSM. Up to eight timeslots can be dedi-
cated to data traffic in each TDMA frame, shared by the active users [KARI].
EDGE (Enhanced Data Rate for Global Evolution) extends GPRS data rate and per-
formance with 8-PSK rather than GMSK (4 signal point) modulation and better link
adaptation, e.g. resegmentation of data for retransmission of lost data and a larger
transmission window [www.ericsson.com/products/white papers_pdf/
edge wp_technical.pdf]. A user rate of 470Kbps is possible using 8 time slots.

The GGSN in Figure 3.83 serves as an interface between the GPRS backbone
network and external packet data networks, converting GPRS packets coming from
the SGSN into the appropriate PDP (packet data protocol) format, such as IP for
forwarding into a IP network. The IP packets arriving from the IP network are tun-
neled to the SGSN that connects to the basestation subsystem the GSM terminal is
associated with. The GGSN does large scale location management for mobile ter-
minals, address translation, and subscriber screening. A GGSN typically connects
to multiple SGSNs (and vice versa). The SGSN keeps track of a mobile terminal in
its service area and performs authentication and billing functions.

Figure 3.84 shows both fully-realized 3G base stations (Node-B) and the inter-
mediate 2.5G base stations (BTS) that support both circuit-switched voice and
GPRS data traffic. The RNC can potentially carry both IP voice and IP data
through a packet-switched (IP) backbone to an Internet gateway, but it can also di-
vert non-IP voice traffic to a 2G type of mobile switching center. For IP traffic, a
PDP (packet data protocol) context defines which GGSN the mobile unit should
connect to, the type of addressing, and the transmission service required.
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Figure 3.83. 2.5G/3G cellular mobile communications derived from GSM.
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Figure 3.84. The layered QoS architecture of 3GPP UMTS [HULTSCH].

Media other than voice traffic, such as audio/video streaming services, are ex-
pected to be part of the data traffic. Four different service levels are introduced in
GPRS [IMONNEN]: precedence, delay, reliability, and throughput. Service prece-
dence describes relative priority in "high", "normal", and "low" levels. Delay, be-
tween two communicating mobile devices or between a mobile device and the
gateway to an external packet network, is described by a maximum value for the
mean delay and a maximum delay guaranteed for 95 percent of all transfers. Reli-
ability comes in three classes with differing bounds on the probabilities of loss, du-
plication, losing sequence, and undetected error. Peak throughput and mean
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throughput are the peak and average rates of transfer of correct data.  Peak
throughput classes range from class 1 for rates up to 8 kb/s, to class 8 for rates up to
2.048Mbps. Mean throughput classes range up to about 111kb/s. These QoS speci-
fications are the basis for request/grant interactions between mobile devices and the
mobile network, and for subsequent usage measurement and billing. It is unclear
how these service levels will be utilized in the future, but Figure 3.84 illustrates the
concept of layers of bearer services related through QoS mappings.

The QoS-sensitive bearer services implied in Figure 3.84 were not well defined
at the time of writing. Early 3G implementations may refer to the QoS features of
GPRS, specifically a QoS profile associated with each PDP (packet data protocol)
session between a mobile unit and a GGSN (Figure 3.80).

The 3G nodes directly interfacing packet networks are expected to implement
Internet QoS systems such as DiffServ Per-Hop Behaviors (Chapter 4) in the RNC
of Figure 3.84. QoS profiles as described above, if retained, could be mapped into
these PHBs.

4G (fourth generation) cellular mobile systems were still in the early planning
stages at the time of writing. They are expected to rely entirely on packet switching
technologies and networks and to support much higher data rates (up to 100Mbps)
for multimedia services at reasonable cost [users.ece.gatech.edu /~jxie/4G/]. 4G
will support "secured wireless mobile Internet services with value-added quality-of-
service (QoS) [from] application layer all the way [down] to the media-access-
control (MAC) layer" [/www.4gmobile.com/]. A variety of modulation formats
may be supported, with OFDM most frequently mentioned as the leading technol-

ogy.
3.8.1.1 IEEE 802.20 Mobile Broadband Wireless Access

The [IEEE802.20] working group was created in response to the demand for a
broadband, wireless Internet. At the time of writing it was preparing a specification
for "an efficient packet based air interface that is optimized for the transport of IP
based services". Its scope is the physical and medium access control (MAC) layers
of an air interface "for interoperable mobile broadband wireless access systems,
operating in licensed bands below 3.5 GHz, optimized for [P-data transport, with
peak data rates per user in excess of 1 Mbps” at vehicle speeds up to 250 Km/h, and
with "sustained data rates and numbers of active users that are all significantly
higher than achieved by existing mobile systems".  The maximum range is ap-
proximately 15 km.

The system requirements [IEEE802.20requir] focus on the routing or relaying
of packets between external networks and mobile terminals, or between 802.20-
conforming mobile terminals. Table 3.4 summarizes the parameters.

IEEE 802.20 aims for "a seamless integration of the three user domains - work,
home, and mobile". The applications to be supported include "video, full graphical
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web browsing, email, file uploading and downloading without size limitations (e.g.,
FTP), streaming video and streaming audio, IP Multicast, Telmatics, Location based
services, VPN connections, VoIP, instant message and on-line multiplayer gaming".
The standard is to guarantee VoIP the QoS for the required latency, jitter, and
packet loss requirements of standard codecs. Broadcast and multicast services with
efficient use of spectrum are also to be supported. IEEE 802.20 could become an
important step toward a high-performance wireless multimedia Internet.

Table 3.4. IEEE 802.20 target values. [IEEE802.20requir]

Characteristic Target value

Mobility Mobility classes to 250 Km/hr (ITU-R M.1034-1)
Sustained spectral efficiency > 1 bps/Hz/mobile cell

Peak downlink rate (per user) > 1 Mbps

Peak uplink rate (per user) > 300 Kbps

Peak aggregate downlink rate/cell > 4 Mbps
Peak aggregate uplank rate/cell > 800 Kbps
Airlink MAC frame round trip time < 10 ms

Bandwidth Typ. 1.25 MHz or 5 MHz

Cell sizes Appropriate for metropolitan area networks and existing
infrastructure

Max. operating frequency <3.5GHz

Use of spectrum FDD and TDD (Section 3.8 introduction)

Spectrum allocation Licensed

Security [AES] (Advanced Encryption Standard)

Note: Data rates targeted for 1.25 MHz channel.

3.8.2 MIMO Antennas and Space-Time Codes

Randomness in wireless communication channels results from fast fading due
to constructive and destructive interference of different reflected propagation paths,
from path loss associated with distance, from slow-fading shadowing loss caused by
absorption of radio energy by local obstacles, and from ambient noise. MIMO
technology protects against fading and exploits channel randomness to our advan-
tage. Using multiple antennas at transmitter and receiver to create multiple different
random channels, substantial gains are possible in either spatial diversity (different
channels carrying the same signal) or spatial multiplexing (different channels car-
rying independent information streams) [BOLCSKEI, DASC, GSSSN]. The ge-
neric term for these techniques is MIMO (Multiple In-Multiple Out).

Spatial diversity combats the signal level fluctuations due to fading, thus im-
proving performance measures such as error rate, and spatial muitiplexing increases
the overall data rate by several times in practice and potentially by orders of mag-
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nitude or more. Alternatively, a given level of performance can be maintained at
lower radiated power, admitting more users into a multi-user system. MIMO can
also reduce co-channel interference among different users by shaping directive an-
tenna patterns. These benefits are mutually conflicting and cannot be fully realized
together. At peak diversity gain, the multiplexing gain is zero and at peak multi-
plexing gain, the diversity gain is zero, but between these extremes there are com-
promises where some receiving elements are used for multiplexing gain and some
for diversity gain. The advantage of having more receiving than transmitting ele-
ments is that the extra receiving elements can be allocated for diversity gain. Out-
age probability is a quality of service parameter that establishes a required level of
diversity gain.

Figure 3.85 illustrates the MIMO concept including the possibility of space-
time coding, which is supported by MIMO and discussed later in this section. Note
that each signal channel between a particular transmit-receive antenna pair may con-
sist of multiple propagation paths whose interaction causes the signal level fluctua-
tions that define fading. It is common to define the coherence time as the time
interval over which a particular signal channel impulse response is reasonably con-
stant, and the coherence bandwidth (roughly equal to the inverse of the channel de-
lay spread ) as the range of frequencies over which the channel frequency response
1s reasonably flat [DASC].
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Fig. 3.85. A MIMO system with a space-time coder.

The input and output of a linear channel, as presumed here, are related by a
convolution operation. The discrete-time mathematical model of the time-sampled
MIMO channel, assumed known to the receiver, begins with the convolution

U
r(k) = OH(k,Ds(k-1) + n(k), 3.6)
1=0

where the components of the vector s(k) are the signals, at the kth sampling instant,
on the My transmitting antennas, and the components of the vectors n(k) and r(k)
are the received Gaussian noise and signal respectively on the My receiving anten-
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nas. H(k,]) is a matrix of size Mt x Mg, and Ois the memory of the channel impulse
response.

The information-theoretic capacity of a MIMO system can be shown to behave
as [TELETAR, BOLCSKEI]

C(D =E {log, det [1 + (UMpH H']} ~ L log, (IMr) 3.7

where [Jis the SNR (signal to noise ratio) which is assumed to be large, H' is the
complex conjugate transpose of H, and L. = min[My , Mg].

As shown by [FOSCHINI], when Mt =M= M and M is large the capacity (3.7)
grows linearly in M, so that capacity (overall data throughput) can theoretically be
increased indefinitely in proportion to the number of antennas. This is the amazing
multiplexing gain inherent in MIMO. However, realizing this capacity demands
joint maximum-likelihood decoding of the whole array of receiving antenna signals,
a high-complexity requirement. There are, fortunately, simpler techniques, intro-
duced below, with performances approaching the optimum.

Although MIMO is usually described in terms of a particular transmit-receive
pair, it is highly relevant to multiuser situations. The different users are beneficiar-
ies of multiuser diversity, because they have relatively independent channel and
interference environments, making their links to a base station similarly independ-
ent. The independent channels from different users can sustain a high total infor-
mation throughput in a properly designed system. In particular, users can be
scheduled such that those users are favored who have (currently high) channel gains
(Figure 3.86). Users experiencing fading wait until better conditions return.

Approaching the information-theoretic capacity (3.7) requires time-based cod-
ing, in this case across successive information blocks. For multiplexing gain this
implies space-time coding since there is already an assignment of different informa-
tion streams across the different transmitting antennas.

Currently favored

s Base station
mobile user

Fig. 3.86. Multiuser diversity, with transmitting time assigned according to channel quality.
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Both transmitter and receiver space-time techniques help realize multiplexing
or diversity gains. Assume that there are at least as many receiving antennas as
transmitting antennas, i.e. Mg > Mt. One of the earlier and best-known transmitter
techniques, for multiplexing gain (and possibly some diversity gain) with minimal
implementation complexity, is BLAST (Bell Labs Layered Space-Time Architecture
[FGVW]). In BLAST, the muitiple transmitted data streams are first processed in
an antenna nulling operation and then detected successively - strongest first - with
the help of interference cancellation. The simplest V (vertical)-BLAST uses a
structure comparable to a decision-feedback equalizer but over space (the different
antenna elements) rather than time. The nulling operation, a matrix processing
technique described by [TSYBAKOV] and others, recovers noisy replicas of the
signals transmitted from the My sending antennas. The noise includes interference
from the other signals. Nulling is carried out in the feedforward part of the equal-
izer, realized by the matrix operation (or a slight variation) [WSG] shown in the first
box in the receiver structure within Figure 3.87. Interference cancellation is then
performed in the feedback part, in the subtraction stages of the receiver.

Noisy (incl. interference-perturbed) s, (t)
s (t)

strongest
1. Detect (decision)
$1() Nulling s,(t) (strongest) 3. Detect s,(t)
last —
HH'y'H! (
$,(t) (HED Adaptive filter | LSTOECSY _ is,(t)
S . - (decision)
£ Noisy | . +
Bgmeonocooonnos * Y_ oD >
Sit). next strongest Adaptive filter Adanptive filter
. Noi ) 7 2. Detect s,(t
Transmitter oisy s3(t) O (nex? ect sy 4]
strongest) (decision)
S—
—~—
Receiver Cancellation

Fig. 3.87. V-BLAST illustrated for example of s| strongest, s3 next strongest, and s, the last strongest.

The first step after nulling is to detect (make a decision for) the strongest of the
M noisy signals produced by the nulling operation, since this is the most likely to
be correct. Then an appropriately filtered version of this decision is subtracted from
the remaining noisy signals, i.e. its interference with the other signals is canceled
and the now less-noisy next-strongest signal is detected. Filtered versions of this
are subtracted from the remaining undecided signals, a new decision made, and so
on until the last decision 1s made for the last strongest signal.

V-BLAST is vulnerable to error propagation when a mistaken signal decision is
subtracted in one of the steps of Figure 3c, and it pays a penalty because when de-
tecting the strongest signal in the first step, the diversity order is the minimum My -
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Mr-+ 1. Various techniques, such as assigning smaller data rates to first detected
information streams, applying turbo coding (Section 3.6.4), or using maximum like-
lihood detection or an approximation, can mitigate these drawbacks [DASC]. A
low-complexity approximation to maximum likelihood detection called sphere de-
tection [DCB, KAILATH, HOCHTEN] is available. In sphere detection, rather than
looking at all possible transmitted signals and comparing their probabilities, a hy-
persphere of appropriate radius (enough to include a few signal points) is con-
structed around the point in multidimensional signal space representing the received
signal. Only points (corresponding to possible transmitted signals) within that
sphere are considered as candidates for likelihood comparison.

Space-time source coding is used for diversity gain, giving up any multiplexing
gain. It softens fades to make power control more effective and reduce average
transmitted power [DASC]. It can be combined with channel coding (over signal
points) for additional gain, and does not require knowledge of the channel at the
transmitter.

Both trellis and block codes can map data into signals over space and time.
The trellis encoder (section 3.6.4) uses a convolutional operation to map an infor-
mation stream into Mt symbol streams to be converted into signals for the My
transmit antennas. Because of its decoding complexity that increases exponentially
with diversity order and transmission rate, space-time block codes have proven
more popular. Figure 3.88 shows a simple two-transmit-antenna example
[ALAMOUTI] with excellent diversity performance. The QAM constellation
shown 1s just one example. At time k, s is transmitted from antenna 1 and sy, is
transmitted from antenna 2. Then at time k+1, -s.1*, , where the star denotes com-
plex conjugate, is transmitted from antenna 1 and s, * from antenna 2. This or-
thogonal code structure realizes full diversity for any signal constellation, operates
without knowledge at the transmitter of the channel characteristics, and requires
only simple linear processing at the receiver.

For these reasons it is incorporated into WCDMA and CDMA-2000 standards
(section 3.8.1), despite drawbacks of no time-dimension coding gain, limitation to
two antennas, and relevance only for channels with constant gain over two con-
secutive symbols. It has been extended to some multiple transmit antenna systems.
Multiplexing gain can also be realized by using two Alamouti coders in parallel, for
two different data streams, with a receiver that carries out interference cancellation
and Alamouti decoding. Other space-time block codes, without the orthogonality
constraint of Alamouti coding, can realize higher rates at modest complexity. One
example is linear dispersion codes [HH] that use the sphere decoder and carry a
price in signal constellation expansion (as in channel trellis coding, section 3.6.4).
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Fig. 3.88. The Alamouti space-time block encoder.

MIMO works well with OFDM modulation (section 3.6.3). As noted in sec-
tion 3.6.3, OFDM eliminates the need for channel equalization if the bandwidth of
each subchannel is less than the coherence bandwidth of the overall channel.
MIMO may be applied to each subchannel, using the same set of My transmit an-
tennas and My transmit antennas in each case [ATNS]. It also opens up the third
dimension for space-time-frequency coding.

The receiver in a space-time coded MIMO system can be either coherent
(knowing carrier phase) or noncoherent. Coherent detection, with the better per-
formance, requires channel state information while noncoherent detection does not,
making it more appropriate for fast-changing channels or to reduce implementation
complexity. A number of sophisticated techniques for tracking changing channels
and separating signals are available [DASC]. For diversity with multiple receiving
antennas, optimal combining and channel equalization provides high performance
[BALASALZ].

MIMO is accepted as a valuable technique that may become necessary to make
3G and 4G cellular mobile systems economically feasible, justifying the high cost of
spectrum by using it more efficiently. Challenges remain to realize varying alloca-
tion of resources to diversity and multiplexing, to build multiple antennas (perhaps
three or four) into relatively small consumer handheld devices, and to realize low-
cost, low-power VLSI for the coding and other processing operations.

3.8.3 IEEE 802.16 Wireless Metropolitan Area Network '"WiMax"

Terrestrial fixed wireless systems, building upon long-established LMDS (Lo-
cal Multipoint Distribution Service) and MMDS (Multichannel Multipoint Distribu-
tion Service) services, can deliver high-capacity access service ("WiMax"
[www.wimaxforum.org]. IEEE 802.16 [grouper.ieee.org/groups802/16/], released in
2002, is an attempt to standardize various "last mile" two-way metropolitan wireless
access systems for a wide range of data rates up to 155Mbps. Initially aimed at
services in licensed bands in the 10-66GHz range, the standard was augmented to
support both unlicensed and licensed bands in the 2 to 11 GHz range. Various
modulation formats are accepted including OFDM.
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Table 3.5 describes several initiatives within the standards working group.
There are several ways (Figure 3.89) in which WiMax can be applied, ranging from
direct communication with devices in a point to multipoint wireless metropolitan
area network (WMAN), to a backhaul for wireless LANSs, to a mesh-based WMAN
that could create an entirely new metropolitan area networking structure. Figure
3.90 illustrates the available spectrum in the U.S.

Table 3.5. IEEE 802.16 subworking groups.

Subworking Group Task

802.16a PHY and MAC layer specs for 2-11GHz , both licensed &
unlicensed [www.ieee802.org/16/tga]. Mesh topologies included.

802.16¢ Conformance with ISO and ITU-T [www.ieee802.0rg/16/tgc]

802.16d Fixed wireless service using outdoor antennas.

802.16¢ PHY & MAC for combined fixed and mobile operation in licensed

bands [www.ieee802.org/16/tge]

P
—

Internet and specialized IP networks
802.16 AP

T
’ % pul
P % =~
4 N ;l
B

g

_1802.16 AP |
Second-tier wireless—
. _ _backh;:ul 302.
First-tier wireless

backhau
=216 AP

=—802.16 AP

Wireless routing "airhoods”

Mesh-based WMAN
16 AP

===

Direct to devices

Back-

Figure 3.89. WiMax network configurations.
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Figure 3.90. U.S. frequency bands for IEEE 802.16 systems.

L.MDS operates in the bands beginning at 27.5GHz, allocated by the FCC in the
U.S. in 1998. It is ordinarily a business-oriented service, over distances of 1-3km,
in which data rates range from 45Mbps to 620Mbps [www .xilinxl.com/], but has
also been used for wireless cable services for residential customers. There is some
question about the performance of any system, at frequencies above 10GHz, when
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there are obstructions or heavy rain or fog. MMDS, in contrast, operates in the
2.5GHz band over distances up to 50km and with data rates of 128Kbps to 10Mbps,
making it appropriate for consumer Internet access service.

Above 10 GHz, with line-of-sight communication assumed, IEEE 802.16 speci-
fies single-carrier modulation such as QAM. Below 10 GHz, where residential ap-
plications may not allow line-of-sight communication and multipath propagation
enters the picture, two OFDM (section 3.6.4) formats are allowed in addition to a
single carrier format. In unlicensed bands, the preference is the first OFDM option
using a 256-point transform and TDMA multiple access in each subchannel. The
second (WMAN-OFDMA) option uses a 2048-point transform with access provided
by allocating subsets of subchannels to different end users. Adaptive modulation
and coding, varying from user to user, data burst to data burst, or between upstream
and downstream channels, facilitates adaptation to the characteristics of each link.

Quality of service is facilitated in several ways, including frame-by-frame
bandwidth on demand and efficient transport of IP packets, ATM cells, and Ethernet
frames. Different traffic classes, such as the ATM CBR and VBR (Section 3.3.3),
can be allocated the appropriate capacities.

IEEE 802.16¢, relying on the 802.16a enhancements, introduces mobility as an
adjunct to the basic fixed wireless nature of broadband WMAN. It will use licensed
bands in the 2-6GHz range, a channel bandwidth typically greater than 5 MHz, be
packet oriented, and will minimize delays [grouper.ieee.org/groups/802/20/SG _
Docs802m_ecsg-02-15.pdf].  Although IEEE 802.16e WiMax and IEEE 802.20
(subsection 3.8.1.1) appear to compete as broadband access systems, they relate to
different bands and 802.20 may focus more on high-speed mobility with 802.16
more pedestrian-oriented, although it does cover vehicular mobility as well. Wi-
Max could challenge the outdoor dominance of 3G cellular mobile for broadband
data services. The standard was still under development at the time of writing.
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3.8.4 IEEE 802.11"WiFi"

A wireless LAN is a low-powered, local-area access system with one or more
access points. Although deployed largely in private networks, it has become im-
portant for public access [LWZT] in "hot spots" that will eventually constitute a
new kind of metropolitan area network.

The air interface seen by wireless appliances uses unlicensed "free" spectrum,
meaning that governments do not sell or assign spectrum to particular operators.
Anyone can set up a network without consideration for interference with other net-
work. Of course, wireless LANs in public spaces such as shopping malls, airport
terminals, hospitals, and university or corporate campuses may be regulated by the
property owners and engineered to provide an acceptable level of service, including
non-interference. Unlicensed does not mean unregulated; there are government re-
strictions on power level and emission spectra.

Wireless LANs may be understood as single access point systems but in larger
installation they are more wired than wireless. Figure 3.91 illustrates a shopping
mall installation in which a backbone bridged Ethernet supports strategically placed
access points and has a wired “backhaul” Internet connection with an ISP. A future
shopper might be able to stroll through the mall (with handoff between access
points) listening to a station from a different country on an Internet Radio device, or
invoking locality-based services such as display (on the screen of a small portable
device) of specials of the day in immediately adjacent stores. WLANSs are devel-
oping into true mobility systems, in limited geographic areas, and their low cost and
high data speed make them the access system of choice for a large proportion of
wireless Internet access traffic.

Referring to the frequency bands pictured in Figure 3.75, there were three main
IEEE 802.11 standards at the time of writing: The widely used [IEEE 802.11b] (up
to 11Mbps in the 2.4-2.483 GHz ISM band), [IEEE 802.11a] (up to 54Mbps in the
5.15-5.35 GHz UNII band), and [IEEE 802.11g] (up to 25Mbps in the 2.4GHz
band). Channels are 20MHz or 22 MHz wide. IEEE 802.11n, in a standard ex-
pected to be completed in 2006 that will exploit MIMO technology for high spectral
efficiency, may offer burst rates as high as 200Mbps. The standards address only
physical layer (PHY) and data link layer aspects of local wireless networking, in-
cluding medium access control.
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Figure 3.91. Multi-access-point wireless LAN in a large public environment such as a shopping mall.

@ \\\ Infrastructure mode @]
s Ad-hoc mode /!

= g mea B

El Wired or wireless access systems (e.g. xDSL or cellular mobile)

Figure 3.92. Ad-Hoc and Infrastructure modes of operation of an IEEE 802.11 network.

IEEE 802.11°s communicating units are a mobile station and an Access Point
(AP) providing a gateway or bridge to backhaul networks. An IEEE 802.11 instal-
lation may assume either of the loosely named "infrastructure” and "ad-hoc" modes,
illustrated in Figure 3.92. The Infrastructure Mode presumes wireless stations
communicate with one or more Access Points. A Basic Service Set implements
frame transfers between wireless stations via an Access Point. An Extended Service
Set covers handoffs (transfer of a wireless terminal) from one base station to an-
other. The Ad-Hoc mode, or Independent Basic Service Set, has no Access Points
and offers direct peer-to-peer communication between wireless terminals. The Ad-
hoc mode is useful for direct person-to-person exchanges and in emergency situa-
tions where access points (or their backbone networks) fail.

3.8.4.1 Modulation in 802.11a,b,g

The 802.11 standard specifies the physical-level air interfaces summarized in
Table 3.6. The standard permits alternative frequency-hopping and direct sequence
spread-spectrum (a special form introduced below) in the 2.4 GHz band. The third
format is OFDM (Section 3.7.1) as described in [IEEE802.11a] for the SGHz band
and [IEEE802.11g] for the 2.4GHz band. A 64-point DFT is typical for OFDM.
IEEE 802.1g and the expected IEEE 802.11n access points are backward compati-
ble to earlier 802.11 standards. Baseband infrared is an additional standard.
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Table 3.6. IEEE 802.11 Basic Physical Specifications

Standard Band Modulation Max. data rate
802.11a 5GHz OFDM 54Mbps
802.11b 2.4GHz CCK or PBCC 11Mbps
802.11g 2.4GHz OFDM 54Mbps
802.11n 2.4 & 5GHz OFDM 200Mbps

The version of direct-sequence spread-spectrum used in IEEE 802.11b is CCK
(Complementary Code Keying [PEARSON]), shown in Figure 3.93, which uses a
form of PSK in which phase transitions at an 11M/sec chip rate spread the spectrum
from what it would be if phases were changed at the 1.375M/sec data word rate.
The eight bits of the data word are block encoded over eight successive carrier
phases so as to provide good separation of alternative signal sequences. A full de-
scription is beyond the scope of this book. This is not CDMA in the ordinary sense,
since the spectrum spreading mechanism does not provide different spreading codes
for different users. Medium access is resolved by other mechanisms to be de-
scribed. But it generates a broad-spectrum signal that minimizes interference with
other IEEE 802.11 systems nearby. An alternative PBCC (packet-based convolu-
tional code) encoding is allowed by the standard in place of CCK, providing larger
coding gain at the expense of greater receiver complexity [HEEGARD].
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Figure 3.93. Complementary Code Keying.
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In addition, IEEE 802.11b defines dynamic rate shifting, allowing data rates to
be automatically adjusted for noisy conditions. This means IEEE 802.11b devices
will transmit at lower speeds of 5.5 Mbps, 2 Mbps, and 1 Mps under noisy condi-
tions. When the devices move back within the range of a higher-speed transmission,
the connection will automatically speed up again.

IEEE 802.11b physical layer is split into two parts, PLCP (Physical Layer Con-
vergence Protocol) and PMD (Physical Medium Dependent) sublayer. The PMD
takes care of the wireless encoding just described. The PLCP offers an interface for
the MAC sublayer to write to, and provides carrier and clear channel sensing. It
creates a transmission preamble with alternative long and short structures. All com-
pliant 802.11b systems have to support the long preamble, but the short preamble
improves network throughput efficiency for continuous data such as IP telephony
and streaming audio/video.

3.8.4.2 MAC for Access and QoS

Like IEEE 802.3 (Ethernet), IEEE 802.11 transfers information frames at the
MAC (medium access control) level. Figure 3.94 sketches the data frame, including
a QoS control field for WME (wireless multimedia enhancements).

End of header
Bytes for each field
2 2 6 6 6 2 6 or 0 2 or Ol
F i Seq.
control | AUOD| Address 1 | Address2 | Address3 | comirol | Address 4 [3,3,§ro,l
0-2312 4
Body
[ (data) CRC |

Frame control detail (bits)
2 4 1 1 1 1 1 1 1 1

To |From{More| Re- |Pwr {More
Type Subtype DS |[DS |Frag [try |Mgt |Data WEP' Rsvd

Protocol
version

Figure 3.94. The IEEE 802.11 MAC data frame.

The MAC layer provides three basic access mechanisms: DCF (distributed co-
ordination function) for bursty data traffic, and PCF (point coordination function)
and HCF (hybrid coordination function) for time-sensitive traffic such as VoIP.
The IEEE 802.11 MAC is compared with the IEEE 802.15.3 (WPAN) MAC in the
next section.

DCF, with no central controller, presumes CSMA/CA (carrier sense multiple
access with collision avoidance). As Figure 3.95 shows, a device with a data packet
to send first listens for a specified time, the DIFS (distributed coordination function
inter-frame space). If it hears another active transmitter, it waits until it no longer
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hears another transmitter, then waits a DIFS period before its own transmission.
The receiving unit waits a SIFS (short inter-frame space) after receiving the trans-
mission to send its ACK (acknowledgement).

DIFS allows a distributed system with propagation delays to clear out before a
unit begins transmitting, minimizing the possibility of collisions. Truncated binary
exponential backoff [HEEGARD)] is employed if a collision occurs anyway. To
further improve the robustness of the transmission especially in the presence of
other transmitters hidden from the sender but detectable by the receiver, a mecha-
nism using RTS/CTS (request to send/clear to send) exchanges can be optionally
utilized. The sending unit begins its transmission with an RTS (request to send)
packet. The receiving unit sends a CTS (clear to send) acknowledgement of correct
reception if it hears no interference, and other transmitters hidden from the sender
will wait when they detect this CTS, whose message payload specifies how long the
desired sender can transmit.

CSMA/CA differs from CSMA/CD used in the old contention Ethernet, where
a unit begins transmitting regardless of activity by others and listens for a collision.
For radio, where stations cannot always hear each other and where simultaneous
transmission and receiving on the same frequency would be difficult and expensive,
CSMA/CD would allow too many collisions.

DIFS (Distributed coordinated function Inter-Frame Space)

Sending | Data packet )
unit ! Time
Begin :
listening J:‘S_IFS (Short Inter-Frame Space)
Receiving| f
unit i ACK
— ¢ Random
A second DIFS|  backoff
sending unit; Busy, hold off - period. o
Data packet

Figure 3.95. Distributed Coordination Function in IEEE 802.11.

This contention resolution mechanism is not adequate for media QoS where
preferred scheduling must be arranged for time-sensitive traffic. This need is partly
addressed by the IEEE 802.11 PCF (Point Coordination Function), shown in Figure
3.96, in which an access point grants access to the medium to polled stations during
a contention-free period [PETRICK, XTREME]. When the first client station is
polled (in a message from the point coordinator that may also contain data), it re-
sponds with an ACK (acknowledgment) immediately after a SIES interval, attaching
its own data if it has any to send. Clients are polled until the contention-free period
is used up. A PIFS (point coordination function inter-frame space) follows the
contention interval before the contention-free period can begin. This coordinated
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routine is synchronized by a NAV (network allocation vector) timer that is part of
the MAC layer. Variations of these procedures may soften the contention/non-
contention divide, with DCF-type access allowed during the contention-free period
and generation of contention-free polling sequences allowed during the contention
period.
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Figure 3.96. Operation of the Point Coordination Function.

The PCF has limitations for broadband media applications, such as not exactly
periodic appearance of the contention-free period and lack of dynamic control of the
repetition spacing, minimal prioritization of different station, polling time wasted on
stations with nothing to send, and constraints on the size of a station's response
[XTREME]. The IEEE 802.11e working group, whose working documents can be
accessed via [standards.ieee.org/getiece802/], has enhanced the IEEE 802.11 MAC
in support of QoS preferences and audio/video transport, in particular through the
HCF (hybrid coordination function) that includes EDCA (enhanced distributed
channel access) for contention-based packet transfers and HCCA (hybrid controlled
channel access) for contention-free transfers [WRZGY].

HCEF allocates channels in TXOP (transmission opportunity) units with defined
starting time and maximum length (Figure 3.97). A TXOP can be obtained by con-
tending for it via EDCA, or by responding to a poll in HCCA.

EDCA offers priority service treatments to preferred traffic classes. It was in-
troduced through an earlier WME proposed in 2003 for near-term support of media
streaming and other multimedia requirements. Packet priorities for selective EDCA
treatments can be specified in a 3-bit 802.1D tag within the QoS control field of
Figure 3.94, shown expanded in Figure 3.98. ACK policy bits indicate "acknowl-
edge" or "do not acknowledge".
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Fig. 3.98. Expansion of QoS control field from the data frame shown in Figure 3.94.

EDCA defines four access categories labeled "best effort", "background",
"video" and "voice". Service queues for each category are maintained in access
points (Figure 3.99). If no admission control is involved and priority is indicated in
the 3-bit 802.1D tag, the eight priority classes are mapped into the four access cate-
gories.
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Fig. 3.99. Priority categories in EDCA-capable access point.

Management frames (separate from the data frames) control QoS negotiations.
These include request frames from terminals requesting admission of traffic with
desired QoS parameters, and response frames from access points carrying admission
responses and QoS grants. Beacon frames from access points announce current
availabilities. In particular, the Parameter Element beacon specifies, for a particular
access category, whether admission control is required and assigns backoff window
limits and the TXOP allowable transmission length. The access point dynamically
adjusts these parameters according to traffic conditions. The QoS backoff window
results, on average, in more urgent packets having shorter backoff (waiting for
transmission) periods, as illustrated in Figure 3.100.
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Fig. 3.100. QoS backoff mechanism implemented in Wireless Multimedia Enhancements and other
EDCEF protocols.

EDCA also implements transmission rate control, via a TSPEC Element
(Transmission Specification, chapter 4). The TSPEC fixes average data rate, peak
data rate, and delay bounds. The TSPEC Element may be sent by the terminal to an
access point as an admission request, or in the reverse direction as a network con-
straint on the user.  This capability assures compliance with the service level
agreement (chapter 4) with the backbone network.

HCCA is a central coordinator, polling QoS-sensitive stations and granting
TXOPs that may use either contention period or contention-free period time slots
and may include multiple polling frame periods instead of the one-frame transmis-
sion time of PCF [WRZGY]. It also uses a block acknowledgement mechanism that
allows a multiple of MAC protocol data units to be sent before requiring an ACK
frame from the recipient, improving throughput. The HCCA coordinator can
schedule transmit opportunities for different stations with knowledge of the pending
traffic belonging to different flows and the service contracts and QoS needs of each
user, realizing a true QoS-oriented call admission system.

These techniques at the MAC (layer 2) level are invoked to help realize the
DiffServ QoS distinctions made at the network (level 3) layer in the protocol stack.
This among different levels of the protocol stack.

3.8.5 Bluetooth

This section provides only the briefest overview of the most popular PAN (Per-
sonal Area Network) technology at the time of writing. Bluetooth [BISDIKIAN,
IEEE802.15] is a low-cost, small, short-distance radio system suitable for linking
peripheral devices to computers, providing the air interface for a wide range of
wireless appliances, and making small, personal devices (watches, pens, articles of
clothing) into mobile communicating accessories. It was named for Danish King
Harald Blatand, who united Scandinavia in the 10th century.

Although not as glamorous and high speed as WLAN, it was already success-
ful, built into millions of cell phones among other appliances, at the time of writing.
Increases are planned, but the maximum data rate at the time of writing was, for
asymmetric (and asynchronous) operation, about 720kbps upstream and 58kbps
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downstream and, for symmetric (and synchronous) operation, about 430kbps in
each direction. The required transmitter power is about 10mW for up to 10m, and
100mW for up to 100m, similar to IEEE 802.11b.

Figure 3.101 shows a typical frequency-hopping pattern, at 0.625ms intervals,
among the 79 frequencies used in the 2.4GHz band. A small number of different
stations using different hopping patterns have a relatively small probability of
transmitting on the same carrier frequency at the same time.

The Bluetooth MAC works in ad-hoc "piconets” (Figure 3.102) of up to 8
members each in which any station can serve as either a master or a slave, with the
slave transmitting only in response to a master. A master assigns active member
addresses. A station can belong to more than one piconet. A transmission burst can
be one, three, or five 0.625ms slots, in a time duplex (one at a time) manner. The
latency (time delay) for a station to come active in a Bluetooth piconet is long -
about 3 seconds - but once it is active, access is fast, of the order of a very few mil-
liseconds.
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Fig. 3.102. Bluctooth piconets.

Bluetooth is increasingly being seen as a technology that can be evolved for
media transfers as well as small data files and control traffic. QoS mechanisms,
together with data rates of 20Mbps and above, are considered by the IEEE 802.15.3
working group [XTREME, standards.ieee.org/getieee802/]. A superframe structure
with assignable time slots includes a contention-free period of assigned capacity and
a contention access period (using CSMA/CA). The allocated time slots, a realiza-
tion of TDMA, are channel time allocations defined by a starting time and length.
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As in the IEEE 802.11 HCF, a receiving station may issue an acknowledgement for
a group of frames rather than for each one.

The beacon from a designated coordinator, such as the master in Figure 3.101,
informs stations about these guaranteed time slots (for isochronous traffic such as
media streaming) and authorized power levels. Stations requiring high QoS make
per-flow reservations at (IP) level 3, not within the MAC signaling, and requests for
air interface capacity are handed down to the MAC. This kind of scheduling is effi-
cient if media traffic is predominantly local peer-to-peer, as it is likely to be in Blu-
etooth piconets.

Because the polling model of IEEE 802.11 and the request scheduling of IEEE
802.15.3 have different advantages and disadvantages for different traffic assump-
tions, future WLAN and PAN implementations may use both. In any event, their
performances for media traffic appear to be comparable if block acknowledgements
are used in both and if the durations of the TXOP (in IEEE 802.11) and the channel
time allocation in IEEE 802.15.3 are comparable [WRZGY]. It is clear that QoS
capabilities have become part of the WLAN/PAN environment.

3.8.6 Zigbee/IEEE 802.15.4

Zigbee is an industrial consortium with the mission "to enable reliable, cost-
effective, low-power, wirelessly networked, monitoring and control products based
on an open global standard" [CRAIG]. It is intended for automation and controls in
homes, businesses, and industrial settings; consumer electronics; computer periph-
erals; and medical monitoring. It is likely to be used for networked sensors, RF
tags, and communicating toys. Zigbee devices will communicate over short dis-
tances (but possibly longer than those presumed for Bluetooth), at very low costs in
power consumption, size, and money, and will access the Internet. The consumer
and professional applications may involve audio, video and graphics media, making
Zigbee networking part of the multimedia Internet.

Zigbee defines an application framework and network/security protocols above
the MAC and PHY layers (and its own security features) provided by IEEE
802.15.4. The IEEE 802.15.4 working group was established to "investigate a low
data rate solution with multi-month to multi-year battery life and very low com-
plexity .. operating in an unlicensed, international frequency band
[www.ieee802.0rg/15/pub/TG4.html]." The initial standard was approved in May,
2003. The features of the standard are data rates of 250 Kbps, 40 Kbps and 20
Kbps; up to 64-bit addressing; support for applications with high delay sensitivity
such as games; CSMA-CA multiple access (as in IEEE 802.11) with optional time
slotting; message acknowledgement; automatic network establishment; and power
management to secure minimal power consumption.  An optional beacon mecha-
nism facilitates a superframe structure for bandwidth allocations (meeting QoS
needs) and low delay, with beacons arranged by the network coordinator at fixed
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intervals with 16 equal-width time slots between them. Thus IEEE 802.15.4 pro-
vides, like IEEE 1394, both contention and contention-free communication.

IEEE 802.15.4, which uses direct sequence spread spectrum and PSK or QPSK
modulation, specifies 16 frequency channels (and rates to 250 Kbps) in the 2.4 GHz
ISM band (the unlicensed band used by WiFi), 10 channels (and rates to 40 Kbps)
in the 915 MHz ISM band, and one channel (at 20 Kbps) in the 868 MHz band.
Channels are at 5 MHz spacings in the 2.4 GHz band and at 2 MHz spacings in the
915 MHz band.

The network coordinator is similar to the master in a Bluetooth piconet. The
other nodes (a network can accommodate up to 65,536 nodes!) are slaves who can
awake or access a channel in a very short time, claimed to be 15ms at the time of
writing. Various network topologies are possible: a star, a cluster of stars, and a
mesh. Self-organization is facilitated by device and service discovery, with a bind-
ing of associated devices and security established by use of secure encryption keys.
However, ZigBee/IEEE802.15.4 is oriented more toward "mostly static networks
with many infrequently used devices" [CRAIG] in which rapid joining and depart-
ing is required, while Bluetooth is more oriented toward ad-hoc networks with de-
vices having a higher duty cycle (proportion of time they are active) and has longer
network join times.

Zigbee/IEEE802.15.4 is one more contribution to network diversity and makes
it clearer still that this, or any book can only provide a snapshot of the networking
environment that will quickly become obsolete. However, the key modulation,
multiple access, and quality assurance techniques described in this chapter are re-
markably persistent, appearing over and over again in these different systems and,
most likely, the new systems to come.

3.9 The Future of Broadband Communication

This chapter introduced the (mostly) broadband core, access, local, and per-
sonal-area networks that collectively make up the networking foundation of the
multimedia Internet. They all, to one degree or another, support quality of service
by their availability, capacity, and capabilities for shared access and preferential
traffic treatments for time-sensitive media streams. QoS features at the physical and
link/MAC levels described here support QoS features at higher levels, such as the
DiffServ preferential treatments of IP traffic described in the next chapter.

What will make broadband communications more available, of greater capacity,
and with enhanced treatment of media traffic, all at falling cost? The desires we
have to retrieve, share, work with, and enjoy high-information-content media ob-
jects is the "pull", but serious obstacles need to be overcome. In this author's opin-
ion the worst obstacles, at least in the United States, are the intellectual property
dispute of protection vs. fair use, and the access networking dispute of establishing
a fair playing field among the competing systems. As these issues are resolved
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there is likely to be a renewed burst of development of broadband communications.
This will make possible a multimedia Internet realizing its full promise for applica-
tions such as those introduced in Chapter 1 or not yet imagined.



4

INTERNET PROTOCOLS, SERVICES AND
SOFTWARE

The Internet is the worldwide collection of computer communication networks
that interoperate by means of the Internet Protocol [RFC791, RFCI1812,
CERFKAHN]. Its most important attribute is facilitation of (packet) data commu-
nication across virtually any set of physical network types, making possible the
globally interconnected structure that we know today. The protocols and services
described in this chapter will be primarily in the network, transport, session, and
presentation layers of the protocol stack (Figure 4.1). Several important higher-
level protocols appear in Chapter 5.

Application level:

What people and machines want to do (Web client/server, media create/play/exchange,
IP telephony and MM conferencing, ...... )

Supporting applications: Digital media compression

Signaling

Supporting protocols: Real-time media flows, media stream control

Presentation level: Data formats for presentation and display
(Web retrievals, multimedia document markup languages)

Session level: Dialog between processes

Desh({ribed (Open and close sessions; object exchange and retrieval)
in this
chapter

Transport level: Application to application data unit transfer
(Connections, reliable transport, end-to-end rate control)

Network level: Network ingress node to network egress node

(Internetworking [IP], routing, QoS services, traffic policing)
—- [ path setup
Link (or Medium Access Control) level: Node-to-node operation

(Framing, switching, contention resolution, QoS priorities & bandwidth allocations)

Physical: Wired/wireless networks
(Signaling and modulation formats, facilities and bandwidth provisioning)

Figure 4.1. Topics of this chapter within the protocol stack.

It is important to remember that multimedia QoS (Quality of Service) is deliv-
ered through the cooperation of mechanisms at different protocol layers. Services at
a given layer exploit QoS capabilities at lower layers. Chapter 2 described com-
pressive digital encodings, supporting the application layer, that help realize QoS
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through subjectively good media representations at data rates practical in the physi-
cal networks of Chapter 3. Chapter 3 described both physical-layer data rate capa-
bilities and QoS prioritization and fairness in the MAC (medium access) layer. This
chapter addresses the Internet traffic engineering and services capabilities above the
physical and MAC levels that invoke services from those lower layers, and Chapter
5 the real-time and streaming protocols that call on the services of the layers de-
scribed here. This chapter also explains Internet foundations on which QoS capa-
bilities are built, including the IP protocol itself and the anticipated evolution from
1Pv4 to IPv6.

Although based on an unreliable "best effort" datagram service, new capabili-
ties promise to make the Internet a much more reliable infrastructure for media ap-
plications, meeting QoS requirements at least on a relative and aggregated basis if
not per flow. In the Internet context, a flow is an association of packets sent be-
tween two end systems, and usually implies that all packets in the flow have the
same source address, source port (logical source in some application such as email,
as described in Chapter 1), destination address, and destination port. The Multime-
dia Internet of the near future may rely on three main pillars supporting QoS: Diff-
Serv (Differentiated Services) for alternative grades of transport service; fraffic
engineering to meet the requirements of aggregated flows in different traffic classes,
possibly implemented with QoS-sensitive MPLS (Multi-Protocol Label Switching)
paths; and fraffic regulation through a combination of SLAs (service-level agree-
ments), call admission, congestion notification, traffic shaping, random early dis-
card, and traffic policing. These concepts are suggested in Figure 4.2.

. DiffServ-capable
DiffServ-capable ISP routers
client boundary
router

Client
network
N

~—
Service Level Agreement (SLA) [

Policing and possible DiffServ
codepoint remarking
RED (random early discard) RED

Class-based queueing . .
Call admission Class-based queueing

Figure 4.2. Foundations of Internet QoS.
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DiffServ provides different traffic treatments on an aggregated basis rather than
per flow, and has relatively low implementation complexity, with the possible ex-
ception of the EF (expedited forwarding) service with its strict time bound. This
falls short of firm per-call bandwidth and delay limits, the glory of the traditional
switched circuit public network. To approach this capability, the Internet commu-
nity has defined IntServ (Integrated Services), in which each flow is given QoS
guarantees such as data rate and a firm delay bound. Unlike DiffServ, IntServ re-
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quires transmission resource allocation that may be made using the RSVP signaling
protocol, and maintenance of per-call status information ("state") in the network.
The relative simplicity of a DiffServ network makes it the preferred QoS service
mechanism for widespread implemention and the subject of more attention in this
chapter.

4.1 Internet History and Physical Architecture

The Internet is one of the most profound and influential technical accomplish-
ments of the twentieth century. It embodies many revolutionary ideas, not the least
of which is the discovery that a global infrastructure can evolve in an "organic"
fashion from the loosely coupled efforts of many individuals and organizations.
This contrasts with a top-down planned architecture such as that of the telephone
network, which also had major success in cellular mobile systems. There are many
insights into Internet development and character in the columns and IEEE History
Center interview of Robert Lucky [www.boblucky.com/spectrum.htm, www.ieee.
org/organizations/history_center/oral histories/transcripts/lucky.html].

Chapter 3 noted that the Internet is not the first computer communication net-
work. Networks based upon the X.25 protocol were important precedents. X.25
also used packets but took a connection-oriented, "reliable" communications per-
spective. That was very different from the Internet, which implements an unreliable
best-effort service that runs on any interconnected set of physical networks. X.25
networks can and did serve transactional business applications well, but did not re-
alize the global interconnection of host computers and information resources that
was the Internet vision.

As the Internet history [www.isoc.org/internet-history/] provided by the Inter-
net Society explains, many Internet pioneers credit Professor J.C.R. Licklider of
MIT with the original concept. He wrote a series of memos in 1962 introducing a
global "Galactic Network" of computers through which people could easily access
data and programs from any site. Moreover, he was, beginning that year, the first
head of the computer research program at the Advanced Research Projects Agency
of the U.S. Department of Defense (DARPA), where he discussed his concept with
others who became influential managers.

While Professor Licklider was inspiring work by his successors to create
something like his Galactic Network, others were exploring packet communications
as a means to realize robust communications in networks that might suffer partial
damage in war or from other causes, and as a technique for efficient multiplexing of
a large number of intermittent sources in computer time-sharing networks. Paul
Baran conceived the packet switching concept (for "message blocks" or "packets")
in work from 1960-1964 at the Rand Corporation, reported in 1964 in an internal
document series [www.rand.org/publi-cations/RM/baran.list.html], and later in a
published paper [BARAN].
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At about the same time (1965-66), Donald Davies at the UK National Physical
Laboratories conceived an advanced design for a national packet-switched network,
envisioning "a network using 100-Kbps to 1.5-Mbps (T1) lines, messages of 128
bytes, and switches processing 10,000 messages per second" [WILLIAMS]. He
favored the term "packet". Although only a small prototype was realized, Davies'
work had a large influence on the thinking of the originators of the ARPANET.

Leonard Kleinrock is another notable computer communication pioneer. He
introduced some of the store-and-forward concepts in an MIT quarterly lab report in
1961, wrote a 1963 MIT PhD dissertation providing a statistical analysis of a store-
and-forward network, and published a book in 1964 [KLEINROCK]. He persuaded
Lawrence Roberts, then a professor at M.I.T. and later the instigator of the AR-
PANet, of the theoretical feasibility of packet communication, breaking with the
circuit-switched communication concept embodied in existing public networks, in-
cluding new data communication networks created in the 1970s based upon the
X.25 protocol. Professor Roberts and Thomas Merrill built an experimental Massa-
chusetts-to-California computer network in 1965. When Roberts moved to DARPA
in late 1966 to develop computer networking, he produced a plan for the ARPANet.
It was published [ROBERTS] at the ACM’s Gatlinburg Conference in October,
1967, where researchers from three separate efforts - at DARPA, RAND, and the
National Physical Laboratory in the U.K. - found they were moving in similar di-
rections.

In August, 1968, a request for proposals for the development of packet switches
(at first, a message switch) was issued to industry by DARPA. The packet switch
was called an Intermediate Message Processor (IMP) and it was intended to perform
store and forward functions, under a protocol called Network Control Protocol
(NCP) developed largely by Vinton Cerf at DARPA. IMPs were to be connected
together by 50Kbps lines and to provide access for up to four lines at each IMP
(Figure 4.3). Bolt, Beranek and Newman (BBN) won the contract.

The first BBN IMP, with a 16Kbyte store and forward memory, was installed at
Professor Kleinrock’s Network Measurement Center at UCLA in September, 1969.
A month later Stanford Research Institute (SRI) became a second node. Nodes fol-
lowed at UC Santa Barbara and the University of Utah, in part to support an early
multimedia application of three-dimensional visualization of mathematical func-
tions.
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store and
forward memory

to computers

Figure 4.3. ARPANet model of store and forward message switches.

By the end of 1969 the initial ARPANet consisted of four host computers.
Work was simultaneously in progress on a message transfer protocol which culmi-
nated in late 1970 with the Network Control Protocol. This protocol, which simply
moved messages from source to destination with no protection against errors or
losses, was deployed during 1971-72. ARPANet was demonstrated by Robert Kahn
at the International Computer Communication Conference (ICCC) in Washington in
1972, where the author of this book recalls intense interest in email and other capa-
bilities of this new computer network. Email had just been introduced that year.

ARPANet grew to support a large number of universities and government labo-
ratories, providing email - by far the most popular application until the World Wide
Web came along - and computer timesharing, which became less urgent as local
workstations and personal computers grew more powerful. NCP was replaced in
the mid 1970s by TCP/IP (originally called just TCP), the Transport Control Proto-
col/Internet Protocol combination that facilitated reliable end-to-end transmission
(TCP) on top of an unreliable datagram protocol (IP) that realized the open net-
working concept proposed by Robert Kahn. TCP/IP was co-invented by Vinton
Cerf and Robert Kahn, who were honored with the National Medal of Technology
in 1997 for this accomplishment. The ingenious IP supported movement of da-
tagrams between different kinds of physical networks through a higher-level gate-
way between them, allowing each network to choose its own communications
mechanism. For example, the Internet today provides packet communication across
Ethernet LANSs, the telephone network, cellular mobile networks, ATM backbone
networks, and many others.

The ARPANet was converted in the 1980s into the Internet, no longer a defense
project but including a backbone network that was supported by the National Sci-
ence Foundation. Commercial Internet Service Providers (ISPs) were already of-
fering access services, at first to universities and research institutions and then to
businesses and, in the 1990s, to individuals. In 1994 the Backbone Network was
decommissioned, ending the major government subsidy of the Internet and opening
the door to commercialization of the Internet.

Even though the Internet enjoyed very rapid growth in the number of hosts and
users and in traffic volume before the advent of media-oriented services and the
World Wide Web, these innovations were responsible for the explosive expansion
of the Internet and its emergence as a major social and economic phenomenon of the
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late twentieth century. Figure 4.4, showing the growth in number of connected
hosts and in volume of traffic, illustrates the impact of the World Wide Web.
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Figure 4.4. Growth of the Internet, 1969-2002. [Created from data gathered by Robert H. Zakon,
www.zakon.org/robert/Internet/timeline/.].

The World Wide Web began, in 1993, its development into a vast information
resource used by tens of millions of people for almost every conceivable purpose,
with a World Wide Web Consortium [www.w3c.org] developing its future. It is
astonishing that in a very few years from the inception of the World Wide Web as a
widely available resource, operation of a Web site became a business necessity and
a part of everyday experience.

Figure 4.5 suggests the interconnections of LANs, access facilities, ISP net-
works and backbone networks forming the present Intemet. Inter-backbone ex-
changes may be either through public meeting points or as privately arranged "peer
to peer" connections [KENDE]. Network Operations Centers of the ISPs and back-
bone operators (who may be vertically integrated in the same companies) are in
regular contact with each other and routinely open "tickets" with other providers to
track routing, congestion, and security problems. End-to-end routing requires coor-
dination among these different administrative routing domains.
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Figure 4.5. Interconnections in the Internet.

The U.S. Government now underwrites only a tiny fraction of the cost of oper-
ating the Internet. The Internet was, at the time of writing, largely supported by the
access fees subscribers and merchants pay to ISPs, who in turn pay backbone op-
erators for interconnecting communications facilities. Other services, such as do-
main name registration, are more than covered by the fees charged. Some observers
think the Internet will evolve into three Internets, one serving the scientific and re-
search community, another serving the larger professional and business community,
and a third for commerce. The second Internet may already be emerging in separate
high-performance public and private IP networks offering services to business cus-
tomers.

Mnemonic domain-based Internet addresses, such as www.whitehouse.gov,
written into email and Web queries by end users, are translated by a system of DNS
(Domain Name Server) computers into numerical IP addresses such as
198.137.240.92 that are read by routers. Packets go nowhere until the DNS query is
completed and the actual IP addresses retrieved. Thirteen highly reliable and se-
cure Internet "root" DNS servers [RFC2870], operated by both government and
private organizations, provide information about name servers for the top-level do-
mains (.com, .net, .org, etc.) to the DNS servers of the ISPs. Even if a majority of
these root servers should be disabled by attacks or disasters, the Internet can con-
tinue to function smoothly with the remaining machines.

Particularly in the business-oriented [P networks but also in the general Inter-
net, there is an urgent need for QoS capabilities serving media applications such as
IP telephony, streaming media, and the exchange and sale of media objects. The
Internet made a sharp break with traditional communications in its initial stress on
best effort service, i.e. without QoS guarantees but at low cost, which nurtured and
continues to stimulate new applications. It seems likely that QoS services will
complement, not replace, inexpensive best effort services, which will continue to be
useful for many everyday needs.

The Internet is already the core of an emerging Global Information Infrastruc-
ture that to some extent is displacing traditional public network services although it
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continues to use many of the same transmission facilities. The public telephone
network of the future may, in fact, be largely IP-based. This has been an interactive
process, with the Internet community gradually embracing many effective services
and traffic engineering techniques developed over the 125-year history of the tele-
phone network. Much work remains to be done on Internet/PSTN integration and
the evolution of DNS, security, and broadband access services [CERF].

4.2 Basic Internet Services

The Internet protocols implementing services are defined in an open forum
called the IETF (Internet Engineering Task Force, www.ietf.org), associated with
the Internet Society [www.isoc.org]. 1IETF RFCs (Requests for Comment), which
cover many subjects including protocols, are available from [www.fags.org/rfcs/].
They are published, exchanged with other standards bodies, and otherwise made
official by the IAB (Internet Architecture Board) [RFC2850]. Many RFCs also be-
came standards of the ITU (International Telecommunications Union) and of indus-
try consortia such as the Optical Internetworking Forum [www.oiforum.org].

The services available to users are defined in or supported by the major Internet
protocols including the following (in alphabetical order). A glossary of Internet
terms [RFC1983] may be helpful to the reader.

- ARP (Address Resolution Protocol [RFC826, RF(C2390]), associating a device’s IP address with its
local physical network address, such as an Ethernet device address, in order to deliver packets to the
correct physical device.

- BGP (Border Gateway Protocol [RFC1771]) for interdomain routing of packets, a mechanism for ex-
changing routing information between different administrative routing domains.

- CIDR (Classless InterDomain Routing [RFC1593]), allowing blocks of addresses to be offered together
as a single route in a routing lookup table rather than separated into multiple entries. This holds down the
size of these already very large tables.

- DHCP (Dynamic Host Configuration Protocol [RFC2131]), assigning a new user IP address to a device
accessing a network on which the user is not already registered.

- DNS (Domain Name Service [RFC1034, RFC2929]) relating mnemonic Internet domain addresses
(such as "whitehouse.gov") into numerical IP addresses recognized by routers.

- FTP (File Transfer Protocol [RFC959)), for transferring files between host computers. "Anonymous
FTP", not requiring an account on the serving machine, is widely used for file downloads from servers
that welcome the general public.

- HTTP (HyperText Transfer Protocol [RFC2068]), for client/server interactions for delivery of docu-
ments from World Wide Web hosts, described later in this chapter. Classification and retrieval of infor-
mation is facilitated with HTML (HyperText Markup Language) and its extensions such as XML
(Extensible Markup Language) and SMIL (Synchronized Multimedia Integration Language), described
later.

- IP [CERFKAHN], a best effort, point-to-point datagram service. As described in Section 4.3, IP is
evolving from IPv4 [RFC791, RFC1812] to IPv6 [RFC2460, HUITEMA], with a vastly expanded ad-
dress space and a framework of extension headers facilitating multicasting and other capabilities impor-
tant to multimedia applications.

- TCP (Transport Control Protocol [RFC793]), an end-to-end transport protocol providing a reliable con-
nection-oriented layer on top of IP and a congestion control mechanism.
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- OSPF (Open Shortest Path First [RFC2178]), a dynamic (fast-responding) routing protocol relying on
link state, defined as a set of data about the status of alternative paths through neighboring nodes in the
network. It is an Interior Gateway Protocol (IGP) distributing routing information between routers be-
longing to a single Autonomous System. The simpler RIP (Routing Information Protocol [RFC1058])
defines the preferred route as the one with the smallest number of hops to the destination.

- RSVP (ReSerVation Protocol [RFC2205]), a protocol for allocating transmission rate and other re-
sources to flows, described in Chapter 5.

- SIP (Session Initiation Protocol [RFC3054]), signaling to set up IP telephony calls or other connection-
oriented sessions, described in Chapter 5.

- SMTP (Simple Mail Transfer Protocol [RFC28211]), providing email send and receive services through
possibly separate servers.

- TELNET [RFC854], remote login to a distant host computer.

Only those services with particular relevance to media QoS, are described in this book. For further
explanation of the basic Internet protocols, the reader is referred to the relevant RFCs or to reference
works such as [COMER].

UDP (User Datagram Protocol [RFC768]), not reliable like TCP but more suitable for streaming applica-
tions because of its lower delay.

4.2.1 Multipurpose Internet Mail Extensions (MIME)

MIME [RFC1521, RFC2045, RFC2046] was developed to generalize text email
to multimedia email. Every time we exchange photographs or any of a wide range
of media objects by email, we invoke this multimedia service. In the introductory
words of [RFC1521], "this document is designed to provide facilities to include
multiple objects in a single message, to represent body text in character sets other
than US-ASCII, to represent formatted multi-font text messages, to represent non-
textual material such as images and audio fragments, and generally to facilitate later
extensions defining new types of Internet mail for use by cooperating mail agents".
The mechanism includes, in a mail header, information about attachments in differ-
ent formats without requiring the mail reader to be able to display an attached for-
mat. The mail reader displays only those attachments that it is designed to handle.

A complete list of approved MIME types and subtypes is available at
[www.isi.edu/in-notes/iana/assignments/media-types/media-types]. Some that are
commonly used, including a few not officially approved, are:

1. Text

Includes: Plain (unformatted ASCIH text), HTML (tagged), SGML (Standard Gen-
eral Markup Language), and Enriched, in particular Richtext, defined in RFC1341.
2. Multipart (multiple parts of independent data types)

Includes: Mixed, Alternative for representing the same data in multiple formats,
Parallel for parts intended to be viewed simultaneously, and Digest for multipart
entities in which each part is a "message"” type. Additional subtypes include Form-
data, Related, Report, Voice-message, Signed, and Encrypted.

3. Message

A standard text message encapsulated in another. The primary subtype is an
RFC822 (standard) text message. A partial subtype is defined for fragments of mes-



222 The Multimedia Internet

sage bodies that are too large for certain mail facilities. An external-body subtype
specifies large bodies by reference to an external data source.
4. Image
Image data requiring a display device. Subtypes include gif, jpeg, tiff, g3fax, cgm,
ief, and naplps.
5. Audio
Initial subtype "Basic" 32kbps ADPCM (Adaptive Differential Pulse Code Modula-
tion). Others include vnd.qcelp, wvnd.digital-wind, vnd.lucent.voice and
vnd.octel.sbc.
6. Video
Video data requiring moving image display. Subtypes include mpeg , quicktime,
avi, msvideo and x-msvideo (also used for .avi files), and x-sgi-movie.
7. Application
Other kinds of data such as an uninterpreted binary data sequence or information for
a mail-based application. The primary subtype is octet-stream. Other subtypes in-
clude postscript, pdf, oda, sgml, smil, wordperfect, max-binhex4.0, msword, rtf, ms-
excel, ms-powerpoint, mathematica, framemaker, pgp-keys, pgp-signature, x-latex,
x-dvi, vnd.wap.xhtml+xml (see section 4.9.2.3) and zip (plus many others).
8. x-world
Subtype x-vrml, for a scene represented in Virtual Reality Modeling Language
[www.web3d.org/vag/].

The syntax of MIME messages is first, a general message header that indicates
the MIME attachments, for example:
From: John Doe <jd@office.com>
To: Jane Doe <janed@isp.net>
Subject: Baby photos
MIME-Version: 1.0
Content-Type: image/jpeg

After the main message, the attachments follow with their own headers, e.g.:
Content-Type: image/jpeg;
number=1; total=2;
1d="xxxxx@office.com"
Content-Type: image/jpeg;
number=2; total=3;
id="yyyyy@office.com"

MIME is a simple but very effective standard for multimedia messaging that is
easy to implement and is extensible to any number of data types.

4.3 The Internet Protocol (IP)

IP is a network-level protocol facilitating the transfer of information packets
across and between different kinds of physical networks. Because each packet is
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individually forwarded without any consideration for coordinating associated pack-
ets, advance reservation of resources, or corrective mechanism if a packet is lost, I[P
provides an unreliable, best effort, connectionless packet transmission service. It is
a peer to peer protocol facilitating packet transport between any and all IP host
computers. It works well as an internetworking mechanism because virtually any
network, no matter what its physical transport mechanism and speed, can implement
it on top of its physical and link-level transport and switching mechanisms. IP has
proved that it can scale up to tens of millions of users without faltering. An element
of a constituent network may fail, but the overall IP-based Internet will keep on
operating.

The protocol stack of Figure 4.1 allows a number of different protocol layerings
appropriate for different applications. TCP/IP is most commonly used for file trans-
fers, including World Wide Web interactions, providing a connection-oriented
service with reliability through retransmission of lost or excessively delayed pack-
ets. TCP’s transport packets are fragmented into IP-level packets that are directed
through interconnected networks by routers, described below. Because of the de-
lays and added traffic associated with retransmissions, real-time flows with severe
delay constraints are more likely to be transported by UDP/IP, which does not at-
tempt to retransmit missing packets. Both TCP and UDP incorporate port numbers
that designate communication endpoints (applications/sockets). The link and physi-
cal layers offer many alternatives including those described in the last chapter.

The key element of the Internet is the IP router (Figure 4.6), a device that for-
wards individual IP packets on the basis of the destination network address (recog-
nized by a lookup table) and possibly other parameters such as port number and
elements of the information content (recognized by a classifier).  Forwarding
means selection of a router output port connected to an outgoing transmission line,
based on some routing criterion of the next step in conveying the packet to its ulti-
mate destination. The lookup table used for routing decisions is generated from a
routing algorithm such as OSPF, defined earlier. For OSPF, each network node
(router) maintains a topology map of all neighboring nodes plus a set of path
weights to be used in making a routing decision. Path weights may take into con-
sideration congestion, QoS, or organizational policy-based routings.
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Figure 4.6. Basic IP router architecture.

A packet being forwarded may have come from any of a number of arriving
transmission lines, each assigned to an input port of the router, and will ordinarily
be stored in a queue until the desired output line is available for its transmission to
the next router. Note that the number of output ports is not necessarily equal to the
number of input ports.

The scheduling function of the router resolves contention among packets from
different input ports vying for the same output line. The scheduler for a given out-
put port, e.g., port m, maintains n different queues which are fed from the n input
ports, such that a packet arriving on input port 1 that is to be forwarded to output
port m is placed in queue 1 of the scheduler for output port m. A scheduling algo-
rithm may, for example, implement a standard round robin scheduling discipline in
which each queue is visited in turn, or may implement another algorithm visiting
fuller queues more frequently. Packets are lost when one of the buffers overflows,
i.e. when packets for a given output line and service discipline arrive faster than
they can be serviced. Reliable data transfer is assured by TCP and higher level
protocols if desired.

Not shown in Figure 4.6 is the extension to multiple queues for each input port-
output port pair, each queue representing a different priority class. This architec-
tural enhancement for QoS is useful for implementing DiffServ Per-Hop Behavior
as described in Section 4.5, with scheduling preferences for more urgent or valuable
packets.

The classifier shown in the router architecture facilitates the introduction of
policy-based services in organizations. A policy-based service is the QoS classifi-
cation, in an originating client network, of a packet or packet stream on the basis of
criteria set by the network administrator. As a simple illustration (Figure 4.7), sen-
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ior executives may be designated for better-quality services. After classification
separating this traffic from other traffic, their IP telephony packets could conceiva-
bly be transported via a switched circuit to a PSTN gateway, while the IP telephony
traffic of others will be assigned a preferred DiffServ EF (expedited forwarding)
service (Section 4.6). Similarly, executive Web browsing may get a higher-level
AF (assured forwarding) service than the Web browsing of others.

Executive IP telephony traffic
Other IP telephony traffic

Executive Web browsing
Other Web browsing

Signaling client

or organizational

Systems Policies server
Administrator
manager

policies

IP dest. address

__________________ Circuit-switched
network
Internet
ISP network

Mappings into network services

SRS I

Port number
acket

Policy-based
classtfication queueg

Client network edge router

Figure 4.7. Policy-based service classification.

This view of QoS is radically different from the traditional public network con-
cept of signaling-based services, in which QoS is seen as a choice to be made by the
user with the initiation of each call or session. The new view corresponds to the
needs of many business and other organizations in which the organization, not the
end user, is paying for communication services and wants to determine how com-
munication resources will be allocated among its various users and applications. It
effectively shifts the burden to the system administrator to make resource alloca-
tions according to business priorities and the service levels contracted for with ISPs
and other public network operators. Networks with which the client network have
SLAs (service level agreements) also have a different role, policing traffic to make
sure that the client is adhering to the contract.

4.3.11Pv4

The version of the Internet Protocol in widest use at the time of writing was
IPv4 [RF791, HUITEMA] introduced in the mid-1980s. The IPv4 header (Figure
4.8) includes a TOS (Type of Service) field that is important for media QoS. The
total size of a packet may vary, and each network will specify a maximum size.
When a packet moves from a network into another with smaller maximum packet
size, the packet may have to be fragmented into two or more packets and reassem-
bled on the other side.
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In the IP header, addresses identify the source and destination computers, but
there is no identification of the applications that are exchanging information. These
may be identified in the TCP header to be described in Section 4.4. A typical four-
byte (32-bit) IPv4 address is usually expressed, in written communication, by four
decimal numbers, each representing one of the four bytes, e.g.

10000111 00001010 00000011 00011001 = 135.10.3.25

"Time to live" facilitates the elimination of packets that for whatever reason
have existed in the network too long, so that the session created (and ended) by a
transport level protocol such as TCP does not leave any interfering packets after it is
torn down. The higher-level protocol ID identifies the transport protocol such as
TCP or UDP.

TOS (Type of Service)

Fragmentation offset Heade1—'§
: otal length Flags Higher-level protocol ID ! .
\Jlersxo f / / / _,Header checksum Padding
T 717 7 7 - 7
| I ! | | | . Source addresq Dest. addressl Options I I User dat4
/ P24 6 7 8\9 10 2 6 20 23 24 7
Healer .. Mentification \ime 16 Jive Bytes
length )
= Unused Unused
o |  bsce |
3 7 8 bits : : 6 8 bits
Precedence — Type of service gz)tgg)?ig?ted Service

Figure 4.8. IPv4 packet. Without options and padding, the standard header is 20 bytes long.

The one-byte TOS field, originally broken into "precedence" and "type of
service" segments, is redefined by DiffServ into a DiffServ field containing a code-
point indicating the DiffServ class, as described in Section 4.5.

Addresses are assigned to organizational networks by the Internet Assigned
Numbers Authority in bulk, as address ranges in three classes, A, B, and C (Figure
4.9). Class A addresses reserve a small address space (7 bits) for the network ID,
but a large address space (24 bits) for the host ID, so that only 128 very big net-
works, with up to almost 17 million IP hosts, can be assigned a class A address
block. Class B addresses are for medium-sized networks with between 256 and
65,536 hosts, allocating 14 bits to the network identification (up to 16,384 net-
works) and 16 bits to the host identification (up to 65,536 hosts). Class C addresses
are for small networks, allocating 22 bits to the network identification (up to
4,184,304 networks) and 8 bits to the host identification (up to 256 hosts).
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Figure 4.9. Organization of 32 bit address in the three IPv4 address classes.

An organization's network is frequently segmented into several subnetworks,
such as different LANs (Local Area Networks) in an office building. To aid this
internal routing, part of the host ID field may be dedicated to a subnetwork address.
For example, the 16-bit host identification of a Class B address may use four bits to
identify a subnetwork and 12 bits for the host on the subnetwork. A subnet "mask"
is employed by the router to separate out the network-plus-subnetwork portion of a
full IP address. For the example just cited, the 32-bit subnet mask
11111111 11111111 11110000 00000000 =255.255.240.0
will indicate (with ones) those bits of the IP address corresponding to the network
including the subnetwork, and (with zeros) those bits of the IP address correspond-
ing to the (local) host identification. The default subnet mask (no subnet identifica-
tion) for the class B network is 255.255.0.0.

In order to minimize the number of entries in the routing lookup table, which
may already contain as many as a million entries in large routers, address aggrega-
tion is widely used, particularly CIDR [FERG]. Classless Inter-Domain Routing is
called that because it avoids the class A, class B, and class C address prefixes. An
entire section of contiguous address space is represented by a single classless prefix,
together with the network bit mask, applied across the entire 32-bit address. Table
4.1 illustrates the collapse of several Class C (24-bit) network addresses into one
classless address.

As pointed out in [FERG], aggregating routing table entries is good for the
scalability of the network, but it reduces the fineness of routing decisions. This im-
pedes the implementation of a fine granularity of differentiated routing policy sup-
porting differentiated services and media QoS, and is an example of the tradeoffs
that network designers face. Finer granularies of services treatment, including the
policy-based service environment suggested in the last section, are more practical at
the network edge.
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TABLE 4.1. Address Aggregation in CIDR

Class-based addresses and network masks Classless address
135.101.0.0 255.255.255.0 (24 network bits) 135.101.0.0/24
135.101.1.0 (same network mask) (same)
135.101.2.0 (same network mask) (same)

Despite the great success of the IP protocol, it has serious shortcomings for a
future Internet that serves a large part of the general public and supports a wide
range of real-time and commercially oriented applications. Address depletion
(shortage) is caused by the way the 32-bit address space was segmented in earlier
versions of IP. Many organizations, anticipating but not supporting very large
numbers of IP hosts, were assigned Class A and B addresses, consuming such a
large proportion of the address space that addresses could be depleted before long if
no corrective action is taken. Furthermore, IP addresses have been fixed, referring
to a machine attached to a specific network rather than to a host computer that may
be mobile. There are users who have a multiplicity of IP addresses for their asso-
ciations with different subnetworks. Nomadic computing calls for a different type
of location-independent addressing.

Address depletion is not the only problem with IPv4. It directly supports only
the “best effort” IP service that has been the bedrock of the Internet since its incep-
tion, although reliable and QoS-differentiating services can be built on top of it as
Sections 4.5 and 4.6 will show. But it is desirable to build optional additional serv-
ices into the Internet Protocol itself. IPv6's much larger address space and extension
headers for additional services are described below.

4.3.2 IPv6

IP version 6 [HUITEMA, RFC1883, RFC1884, RFC2460], adopted in 1995
and expected to gradually replace earlier IP versions, was designed first and fore-
most to resolve the problem of address depletion. It includes a 128-bit address
space theoretically supporting 2'** hosts, a truly astronomical number. However, in
IPv6, just as in IPv4, practical limitations in address assignment allow assignment of
only about one fourth of the total address space. IPv6 also has mechanisms sup-
porting real-time audio and video media and is designed to work with the RSVP
resource allocation protocol, described in chapter 5.

IPv6 has a rather diverse initial address allocation (Table 4.2) that makes provi-
sion for both provider-based and geographic-based unicast addresses. "Unicast"
refers to one-destination, one-way transmission. Provider-based addresses are logi-
cal addresses that the particular Internet access provider may assign to host comput-
ers independent of location, while the geographic-based addresses are associated
with a geographic hierarchy, just as telephone numbers mostly are today (except for
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mobile addresses). The initial address assignment also reserves address space for
multicast (multiple-destination, one-way) addresses as are used in multiparty con-

ferences.
Table 4.2. Initial Address allocation in IPv6 [HUITEMA]

Allocation Binary Prefix  Fraction of Allocation Binary Prefix ~ Fraction ofAddresses
Addresses
Reserved 0000 0000 1/256 Unassigned 101 1/8
Unassigned 0000 06001 1/256 Unassigned 110 1/8
Res. for NSAP (0000 001 1/128 Unassigned 1110 /16
Res. for IPX 0000 010 1/128 Unassigned 11110 1/32
Unassigned 0000011 1/128 Unassigned 1111 10 1/64
Unassigned 0000 1 1/32 Unassigned 1111 110 1/128
Unassigned 0001 1/16 Unassigned 11111110 0 1/512
Unassigned 001 1/8 Link local addr 11111110 10 1/1024
Aggreg. global Site local addr 11111110 11 1/1024
unicast addr 010 1/8 Multicast addr 1111 1111 1/256
Unassigned 011 1/8
Res. for geo-based
unicast addr 100 1/8

The geographic addresses may be assigned later, and a large proportion of the
total address space is not assigned at all, leaving freedom to implement new assign-
ment strategies in future years. At first, unicast addresses are being assigned
through a provider-based plan that, after the initial 010 sequence, assigns the re-
maining 125 bits in flexible proportions to registry ID, provider ID, subscriber ID,
subnetwork ID, and interface ID. There are three main registries (NIC in North
America, NCC in Europe, and APNIC in the Asia-Pacific region) and the registry
ID initially consumes five bits.

Another key requirement for many multimedia applications is multicasting, the
distribution of IP packets to multiple recipients. Multicasting can be either sender
or receiver-initiated. IPv6 provides for sender-initiated multicast by specification of
a multicast address group in the IP packet header.

Figure 4.10 shows the IPv6 packet header, which may be compared with the
IPv4 header of Figure 4.8. IPv6's header is simpler, containing all that is needed for
handling by highly optimized router functions of standard packets not requiring
special options. The header is fixed (options are handled in extension headers). It
eliminates a largely unnecessary checksum (there are others in most networks),
eliminates segmentation control fields (the maximum size packet that can be sent
through the source-destination path is learned in advance through a path discovery
mechanism), and replaces the Type of Service field with other ways of requesting
QoS in an extension header. The hop limit in IPv6 formalizes the practice in IPv4,
where "time to live" was actually replaced by a maximum hop count decremented
by one at each router along the packet's route.
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Figure 4.10. IPv6 packet header.

The 4-bit Priority field in IPv6 allows the source host to set alternative priorities
in its packets. Renamed the Class field, it is subdivided into a D-bit (delay sensitiv-
ity flag) and a three-bit priority. The D-bit identifies delay-sensitive packets, such
as those of the EF (Expedited Forwarding) DiffServ class (to be described), for ex-
pedited treatment such as scheduling priority or a lower-delay path. The three-bit
priority subfield identifies the relative priority of the packet, and may be used for
different levels of the AF (Assured Forwarding) DiffServ class. Packets of a lower
priority are more likely to be dropped in congested situations.

The new 24-bit flow label identifies an end-to-end stream of packets requiring
some particular QoS treatment. This may include reservation of transmission re-
sources in some network sections using the RSVP signaling protocol or support
traffic grooming by network operators.

As noted above, [Pv6 extension headers handle options. The type of an exten-
sion header is given in the previous extension header or in the main packet header,
with type=59 for no following extension header. Extension header functions cover
routing, network control, security, and description of transport layer protocol appro-
priate for the IP packet contents. Table 4.3 defines many of the extension header
types.

The clearest advantage of IPv6 is its vast address space, adequate for the thou-
sands of communicating devices that each individual may own as appliances, sen-
sors, and processors imbedded in cameras, cars, light switches, or whatever.
Despite address sharing through Network Address Translation that is one of the
factors extending the life of IPv4, true mobility with the possibility of being reached
from other devices is facilitated by IPv6's immense reservoir of unique IP addresses.
Another significant advantage is the simplification of the basic header, with extensi-
ble functionality through extension headers when and if needed. Other advantages
are claimed for IPv6, such as better support for media flows through the flow label
and for QoS-sensitive routing through extension headers, but there is still some
question whether IPv6 offers any substantial QoS advantages over [Pv4.
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Table 4.3. IPv6 Extension Headers [www.ncs.gov/n2/content/tibs/html/tib97_2/abstract.htm]

decimal value mnemonic Header or payload type

0 HBH hop-by-hop options

2 ICMP Internet Control Message Protocol

3 GGP Gateway-to-gateway

4 IP IP-in-IP (used for IPv4 tunneling of IPv6 packets)
5 ST Stream

6 TCP Transmission Control Protocol (transport layer)

17 UDP User Datagram Protocol (transport layer)

29 ISO-TP4 ISO Transport Protocol Class

43 RH Routing Header

44 FH Fragmentation Header

45 IDRP Inter-Domain Routing Protocol

51 AH Authentication Header

52 ESP Encrypted Security Payload

59 Null No next header (i.e., payload follows)

80 ISO-IP ISO Intemet Protocol (CLNP)

88 IGRP Interior Gateway Routing Protocol (proprietary Cisco Systems)
89 OSPF Open Shortest Path First (interior routing protocol)
4.4 TCP and UDP

This section describes the two most-used transport (level 4) protocols. A new
third one, SCTP (stream control transport protocol), is described in Chapter 5.

Between UDP and TCP, TCP [COMER, RFC793, RFC1122, RFC3390] is the
choice for a connection guaranteeing data integrity. "The Transmission Control
Protocol TCP .. is the primary virtual-circuit transport protocol for the Internet suite.
TCP provides reliable, in-sequence delivery of a full-duplex [two-way] stream of
octets (8-bit bytes). TCP is used by those applications needing reliable, connection-
oriented transport service" [RFC1122], such as email and Web file transfers.
Sending and receiving buffers are needed to make it work, based on a system of
positive acknowledgement with retransmission when needed.

No advance resource reservation is made, but the connection is set up in ad-
vance by a TCP "handshake" that provides an endpoint-to-endpoint association. A
congestion control mechanism throttles the transmission rate from the source, as
described below, keeping the transmission rate down in congested conditions and
letting it grow when packets do not seem to be delayed or lost.

TCP, carrying out both transmitter and receiver functions, defines its own
packet or PDU (Protocol Data Unit), also called TCP segment, at the transport level,
defined in Figure 4.11.
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Figure 4.11. The TCP Protocol Data Unit (or segment).

The sequence number corresponds to the first data octet in the PDU, and the
ack number expresses what data the other end has already received by specifying
the number of the next byte of data that the other end expects to receive. Thus TCP
keeps track of transmissions in both directions. The source and destination com-
puter ports (Table 4.4) correspond to the applications exchanging the information.
UDP and TCP port numbers are completely independent and the same port number
could be used for one purpose in UDP and another in TCP. To avoid confusing
users, a well-known application will usually reserve the same port number for both
UDP and TCP even if, in practice, only one protocol is used. The code field defines
different segment types including SYN (synchronize sequence numbers), ACK (ac-
knowledgement field is active), RST (reset connection), and FIN (end of the byte
stream).

PDUs are encapsulated into IP packets as shown in Figure 4.12, with the con-
tents of the PDU placed in the information fields of one or more IP packets. Since
the allowed PDU size can be larger than the maximum IP packet size on the source
network, multiple IP packets may be needed, as shown in Figure 4.12. The maxi-
mum IP packet size can be different in different networks, so that gateways between
interconnected networks must handle fragmentation and reassembly for both PDUs
and the IP packets into which they are encapsulated.

Table 4.4. Subset of well-known ports assigned by the Internet Assigned Numbers Authority
[www.iana.org/assignments/port-numbers].

Title Number Purpose

systat 11 Active Users

ftp-data 20 File Transfer {Default Data]

ftp 21 File Transfer [Control]

ssh 22 SSH (Secure SHell) Remote Login Protocol
telnet 23 Telnet Remote Login

smtp 25 Simple Mail Transfer

time 37 Time

rlp 39 Resource Location Protocol
name 42 Host Name Server

nickname 43 Who Is

re-mail-ck 50 Remote Mail Checking Protocol

domain 53 Domain Name Server
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bootps 67 Bootstrap Protocol Server

gopher 70 Gopher

finger 79 Finger (return info on email address)
WWW 80 World Wide Web HTTP

hostname 101 NIC Host Name Server

rtelnet 107 Remote Telnet Service

pop2 109 Post Office Protocol - Version 2

pop3 110 Post Office Protocol - Version 3

auth 113 Authentication Service

sftp 115 Simple File Transfer Protocol

nntp 119 Network News Transfer Protocol

ntp 123 Network Time Protocol

pwdgen 129 Password Generator Protocol

sqlsrv 156 SQL (Structured Query Language) Service
snmp 161 SNMP (Simple Network Management Protocol)

TC\P header TCP PDU

N IP packet 1 NN IP packet 2 R .

N IL -

IP header IP packet 3
Figure 4.12. Encapsulation of TCP PDU into IP packets.

A TCP connection is set up with a three-way handshake (Figure 4.13). Regular
data stream transmissions in both directions begin after these three initial control
segment transmissions. As the setup exchange illustrates, the TCP receiver (at each
end) informs the sender (at the other end) of the receipt of each TCP segment. To
avoid wasting transmission time by waiting for acknowledgement of each TCP
segment before sending the next one, TCP uses the sliding window scheme intro-
duced in Chapter 3 (Figure 3.32). The sender manages a window of data, a vari-
able number of bytes that cannot be exceeded by the total of outstanding segments
not yet acknowledged. With a large window and minimal network congestion,
PDUs can be sent in quick succession.

End A End B
Send SYN »
(;Zg};;;’)’ bitrary \> Receive SYN
Send SYN
Receive SYN, [« (with arbitrary
ACK segment seq=m, ack=n+1)
Send ACK )
(with ack=mr+1) Receive ACK

Figure 4.13. TCP setup three-way handshake.
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The sliding window protocol maintains a separate timer for each outstanding
PDU. If the window is filled and no acknowledgement of the oldest outstanding
PDU has yet arrived, transmission of the stream is stopped while the unacknow-
ledged PDU is retransmitted. The receiver, for its part, maintains a similar window,
accepting received PDUs and acknowledging each block of data. Each acknow-
ledgement includes a "window advertisement" (indicated in Figure 4.11) specifying
the receiver's buffer size. The transmitter adjusts its window size so as not to ex-
ceed the receiver's advertisement, realizing a flow control mechanism to prevent
overload of the receiver.

However, the most significant flow control mechanism of TCP is its response to
congestion. TCP "Reno" has long been a standard, although it is challenged by
other versions such as TCP "Vegas" [MO]. When TCP starts up, it begins with a
small start window of a very few segments (between two and four for initial start,
and only one for restart after a retransmission timeout) [RFC3390]. TCP Reno
views packet loss as the indicator of network congestion. If there are no packet
losses, the sender’s window size increases by one each time the sender receives ac-
knowledgement that a PDU was successfully received (Figure 4.14). If packet loss
occurs, resulting in timeout for receipt of an acknowledgement, the sender’s win-
dow size is reduced by a factor of two [CHIU]. This additive increase and multipli-
cative decrease algorithm allows a transmitter to steadily increase its rate when the
network is clear, but reins it in quickly if congestion is detected. The additive in-
crease is clearly evident in large file downloads through ADSL and cable data ac-
cess systems.

segment intervals

A A A

timeout timeouts

Figure 4.14. Window open/close mechanism in TCP Reno.

The throughput (maximum successful rate of information transmission) of a
TCP flow is limited by the packet drop rate, and is specified as [FF]

TP <[1.22 x MSS}/[RTT x 1] 4.1)

where TP is the throughput in bytes/sec, MSS is the maximum segment size in
bytes, RTT is the round trip delay, and [1is the fraction of dropped packets. In
practice the maximum rate may be considerably less because of bounds on window
size and other limitations.

TCP is intended to realize a fair allocation of bandwidth among contending
sources, but unfortunately does not necessarily converge - there is a periodic oscil-
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lation in the window size, which increases until the number of blocks outstanding is
so large that packet loss and halving the window size is inevitable [MO]. This
causes oscillation in the round trip delay of the packets, bigger delay jitter, and mul-
tiple retransmissions that waste bandwidth. Fair allocation of bandwidth may not be
realized either [KOLAROV]. A bias exists in favor of the first-active of multiple
sources with comparable access link bandwidth (maximum data rate), contending
for service on a service link with bandwidth less than a certain fraction of the access
link bandwidth (Figure 4.15). Later-active sources encounter congestion more
quickly than do earlier-active sources, and so never attain the transmission rate
achieved by the first source. Their window sizes oscillate between smaller levels.
Finally, TCP Reno is biased against connections with longer delays, since
shorter-round-trip connections can update (increase) their window size more fre-
quently. All of these problems have led to consideration of alternative TCP con-
gestion control mechanisms. TCP Vegas uses the difference between expected and
actual flow rate, rather than packet loss, as the indicator of network congestion and
the parameter for adjusting its window size. When there is no congestion, the actual
and expected flow rates are close and window size is increased. When there is con-
gestion, the actual flow rate falls short of the expected rate and the window size is
decreased. As a result, TCP Vegas achieves a stable throughput and is not biased
against connections with long delays. Unfortunately, TCP Vegas is incompatible
with TCP Reno in that Reno captures more bandwidth for its connections. Reno
keeps increasing its window until there is packet loss even though Vegas cuts back.

Activity interval

10Mbps links
j — 5 Attained Bandwidth

Bottleneck
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Figure 4.15. Multiple TCP sources contending for a “bottleneck” link may not get equal treatment.

Sometimes the price paid for the reliable connection-oriented service of TCP is
too high. For real-time streamed media, the retransmission cycle may take too much
time and require too much buffering. "The User Datagram Protocol UDP .. offers
only a minimal transport service -- non-guaranteed datagram delivery -- and gives
applications direct access to the datagram service of the IP layer. UDP is used by
applications that do not require the level of service of TCP or that wish to use com-
munications services (e.g., multicast or broadcast delivery) not available from TCP"
[RFC1122]. UDP provides an unreliable, connectionless transport service for da-
tagrams moving between communication ports (logical application endpoints) on
host computers. The only significant addition to IP is the destination port number;
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the source port number is optional. UDP PDUs are encapsulated into IP packets in
the same way that TCP PDUs are.

Count of octets in entire datagram

. 7
source port destination port length checksum

2 4 6 8 bytes
Figure 4.16. Header of UDP PDU.

Unfortunately, in the contention for resources between TCP and UDP traffic,
UDP has a strong advantage because it does not have TCP's rate fallback mecha-
nism. It may be necessary, during periods of congestion, to restrict the UDP traffic
at network nodes to give the TCP traffic a fair chance [FF].

4.5 Internet QoS Services

As described at the beginning of this chapter, Internet QoS services are among
many mechanisms at different protocol layers (Figure 4.1) for realizing multimedia
QoS. By and large these services do not offer firm guarantees, but only bounds or
relative levels of services according to criteria such as delay and loss. This is fun-
damentally different from the service concept of the traditional public network,
which guarantees uninterrupted use of a switched circuit with specified bandwidth
and predictable delay that is reserved in advance by control signaling. The differ-
ence is becoming less distinct as the Internet absorbs traffic control and resource
provisioning concepts developed over more than a century by the telephone net-
work. Nevertheless, "soft" guarantees remain an attribute of Internet services.

There are, as suggested in Table 4.5, two main Internet service categories. Int-
Serv (Integrated Services, Section 4.6) takes more of the traditional public telephone
network perspective of advance reservation of resources for each individual data
flow, while DiffServ (Differentiated Services) groups traffic with similar require-
ments and makes no per-flow advance reservation of resources. Both require traf-
fic engineering to provide transmission facilities adequate for the needs of the
different traffic classes and destinations. The SLA, illustrated in Figure 4.2, is a
contract between a provider and a client network for the services to be provided.

Table 4.5. IntServ-DiffServ Comparison

IntServ DiffServ
Number of services classes 2 6 (including 4 AF subclasses)
Session state maintained in netwk? Yes No (Preferred service discipline by
class)

Advance resource reservation? Yes (RSVP) No (SLA by customer and class)
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DiffServ and IntServ may not become ubiquitous in the Internet any time soon.
They can, however, be implemented in QoS islands (Figure 4.17) that provide QoS
assurances within each island but cannot make these assurances on an end-to-end
basis. Even if QoS islands are in direct communication with each other, the users
may not know what the "bottleneck” QoS assurance is. In order to realize consis-
tent QoS in the multimedia Internet, all participating network administrative do-
mains will have to implement one or both of these QoS services, negotiating SLAs
with each other for the QoS parameters of traffic classes (in the case of DiffServ)
and for those of individual communication sessions (in the case of IntServ).

Non-QoS network QoS island

IntServ or DiffServ-capable domain

client boundary router ﬁ
IntServ or DiffSe
capable ISP routers

Non-QoS domain

r===—% Client
L network

Figure 4.17 QoS island within the Internet.

4.5.1 Differentiated Services (DiffServ)

The service that a provider network gives to a client network is described in
broad terms by an SLA in which the DiffServ [BERNET, KILKKI, RFC2474,
RFC2475, RFC2597, RFC3260] component is "A Service Level Specification
(SLS) .. set of parameters and their values which together define the service offered
to a traffic stream by a DS domain" [RFC3260]. The SLS includes "Traffic Condi-
tioning Specification (TCS) ... parameters and their values which together specify a
set of classifier rules and a traffic profile.” A traffic stream can range from one or a
few microflows (individual communication sessions) to a "behavior aggregate” for a
lot of traffic.

Figure 4.18 illustrates the DiffServ roles. DiffServ provides a traffic-handling
mechanism, at each DiffServ-capable router, to realize a PHB (Per-Hop Behavior).
A PHB describes a forwarding behavior such as service preferences for different
DiffServ packets in managing the queues of packets waiting for output ports. Stan-
dard PHBs come in three type groups for DiffServ EF (Expedited Forwarding), AF
(Assured Forwarding), and BE (Best Effort) services.

The PHB is applied to each packet that is marked with a DSCP (Differentiated
Services CodePoinf). A client network marks codepoints in the DS field (within the
TOS octet) in IPv4 and in the Traffic Class octet field in IPv6. A codepoint should
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map to a specific, standardized PHB, and it is possible for more than one codepoint
to map to a single PHB.

In addition to implementing PHBs, the DiffServ network domain supports
DiffServ QoS by policing traffic at the ingress node and dropping nonconforming
packets during periods of congestion, and by appropriate traffic engineering (provi-
sioning needed transmission facilities). Nodes in the host network mark packets
according to their conformance. MPLS (Multi-Protocol Label Switching, Section
4.7) is one mechanism for provisioning adequate transmission paths.

The objective of DiffServ is to provide adequate QoS for various media and
data requirements without the complexity of maintaining per-flow state (resource
reservation status) in the network. After many studies it still remains to be estab-
lished that DiffServ can provide adequate QoS across a wide range of still unfore-
seen demand patterns and network topologies, without wasteful over-provisioning
of network resources. Despite this uncertainty, DiffServ is attractive as a relatively
simple way to add QoS distinctions to the existing unreliable IP service. Wide-
spread deployment had not yet occurred when this was written.

Direction of traffic .

>

DiffServ—cﬁl;le Provider network with DiffServ-capable routers

client boun {)uter ISP ingress
oy P ey
network ___ J L = links

DSCP marking

SLA regulates submitted
traffic for each DSCP

PHBs invoked
by DSCP markings

Policing of submitted traffic

Figure 4.18. DiffServ roles.
4.5.1.1 DiffServ Classes and PHB Groups

The "differentiation” in DiffServ is defined in the following service classes im-
plemented in different PHB groups:

EF (expedited forwarding): Specified PIR (peak information rate) and bounded delay (e.g. for
voice).

AF1-AF4 (assured forwarding): Preferred forwarding at routers to minimize packet losses. Each

level
has a specified CIR (committed information rate) and PIR.

BE (best effort): Packets utilize whatever capacity is left after preferred classes are
accommodated.

Figure 4.19 illustrates a traffic pattern conforming to CIR but exceeding PIR.
CIR is an average over a specified time interval that the client network’s traffic (in a
particular class) is not to exceed. PIR is the maximum rate of submitted traffic in a
particular class. This does not mean that packets above PIR will automatically be
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dropped by the serving network. Rather, as explained later, they will be marked as

lower priority and will be dropped only in the event of network congestion.

PIR
CIR

Time
Figure 4.19. A sample traffic pattern in relation to Peak Information Rate (PIR) and Committed Infor-
mation Rate (CIR).

EF is intended to convey packets with bounded delay, small delay jitter and
loss, and assured bandwidth between two edge nodes of a DiffServ domain. It is as
close as the Internet comes to a leased line type of service. The EF PHB imple-
ments a pass-through service with no queueing delays or delay jitter based on as-
suring that the guaranteed rate for departing EF traffic is at least as great as the rate
at which it arrives.

AF is focused on minimizing loss (the drop probability) rather than bounding
delay, with AF1 the most favored. The AF PHBs are supposed to provide enough
forwarding capacity for the traffic in each of the four AF classes, assuming it con-
forms to the SLS. Packets in the four AF classes class may be "color-marked" for
different drop probabilities (precedence) according to their conformance with the
SLS, as described in the next section. The four AF classes may also differ accord-
ing to other criteria, such as relative scheduling delay.

There is yet another PHB group, the class selector group, with eight codepoints
that map into the old IP precedence field (Figure 4.8), so that network devices still
dependent on that field can continue to operate.

The DSCP field in IPv4 is intended to be very flexible with no preassigned
structure, but some structure is proposed, specifically codepoints ending in "0" for
standard PHBs, ending in "11" for local and experimental purposes, and ending in
"10" for experimental use and perhaps later for standard PHBs [RFC2474,
RFC2597, KILKKI]. Within the group of standard codepoints, those ending in
"000" are reserved as a set of Class Selector Codepoints mapped to PHBs that must
satisfy DiffServ Class Selector PHB requirements. Precise standard codepoint no-
tation for the AF1-4 classes introduced earlier was not available at the time of writ-
ing. Table 4.6 summarizes the codepoint classes and subclasses.
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Table 4.6. Codepoint Classes and Some Specific DiffServ Class Codepoints

Drop prec. Codepoint PHB Drop prec. Codepoint PHB

000000 Best Effort High 010110 AF class 2

101110 EF Low 011010 AF class 3
Low 001010 AF class 1 Medium 011100 AF class 3
Medium 001100 AF class 1 High 011100 AF class 3
High 001110 AF class 1 Low 160010 AF class 4
Low 010010 AF class 2 Medium 100100 AF class 4
Medium 010100 AF class 2 High 100110 AF class 4

xxx000 DiffServ Class Standard PHBs

11x000 Preferential forwarding in DiffServ Class Standard PHBs

xxxx11 Local and experimental use

xxxx10 Experimental and possible later standard use

4.5.1.2 The Service Level Specification (SLS) and Traffic Conditioning

A DiffServ SLS between two network domains specifies how traffic crossing
the boundary of the two domains is to be treated. This includes details as to how
each other’s traffic is conditioned (e.g. limited and smoothed) at the boundary, and
how packets can be labeled or relabeled for different treatments. The SLS should
also include a profile for each PHB that will be requested, and agreement on actions
for packets that are not associated with a requested PHB. The SLS is the active
parameters part of a larger SLA (service level agreement) that takes in all aspects of
the contract between a customer and a service provider.

This subsection describes a simple traffic conditioning component of an SLS
with respect to transmission rates for traffic in different DiffServ classes. Token
and leaky bucket traffic conditioning mechanisms (to be described) can be used in a
client network to shape traffic before submitting it to a provider network, and in the
provider network to police compliance with the SLS.

In DiffServ, as suggested earlier, the client network contracts with a service
network operator such as an ISP for a certain level of service in each DiffServ class.
For the EF service, this level is defined by a specified PIR and a specified bound on
delay. For each AF subclass, the service specifies values of CIR and PIR. For the
remaining BE traffic, it may only be necessary to specify the bandwidth of the ac-
cess facility. An example SLS might be:

EF: PIR = 384Kbps; Delay < 30ms
AF1: PIR = IMbps; CIR = S00Kbps
AF2: PIR = IMbps; CIR = 500Kbps
BE: DS-1 access facility (1.5Mbps)
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Traffic conditioning is an option for the client network after it has marked its
packets with desired codepoints, and is a requirement for the ingress node of the
DiffServ provider network. The objective is to shape (in the client network) or po-
lice (in the provider network) the traffic to meet CIR and PIR requirements, and in
the provider network to also mark packet with dropping priorities. Figure 4.20
shows the set of traffic conditioning mechanisms, which can be used in different
combinations of classifier, meter, action, algorithmic dropper, queue and scheduler
for alternative TCBs (Traffic Conditioning Blocks). An example SLS for which a
TCB can be defined is [RFC3290]

DSCP PHB Profile Treatment

001001 EF  Profile4 Discard non-conforming.

001100 AF11 ProfileS Shape to profile, tail-drop when full.

001101 AF21 Profile3 Re-mark non-conforming to DSCP 001000, tail-drop when full.
Other BE none Apply RED (Random Early Discard)-like dropping.

The traffic profiles are different PIR/CIR specifications not defined here. The
SLS requires that EF traffic not conforming to profile 4 will be discarded, AF11
(AF1 traffic with drop precedence 1) will be shaped (smoothed) to profile 5, and
AF21 packets will be checked for conformance with profile 3 and remarked to a
different DSCP (001000) if they do not conform. The algorithmic droppers make
pass/drop decisions according to different deterministic or random algorithms, based
on the degree of conformance with the governing profile. Figure 4.20 shows these
elements in the traffic conditioning block associated with the above SLS. The PHB
scheduler may be the preferential service mechanism for output ports suggested on
page 225.

EF profile @

classifier/” Ll Is\ﬁggz{ Nomcon. [ passed To PHB scheduler

Foming 20
opped

profile @ Conformance marker
Al / conforming

conforming

>

Packets
—

J Meter/ |7

imarker shaper Non-con- passed " To PHB scheduler
s
dropped

t: Other AF classes
—>

Best effort traffic

Figure 4.20. A Traffic Conditioning Block corresponding to the above example Service Level Specifi-
cation.

Meters and shapers often incorporate "token bucket" and "leaky bucket"
mechanisms [SCHWARTZ3] (Figure 4.21) to compare traffic with or shape it to a
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given traffic profile. The token bucket constrains average rate and burst length (but
not peak burst rate), and the leaky bucket strictly limits peak rate.

In the token bucket, a stream of tokens, each good for transmission of a certain
number of bits that we will loosely call a packet, is fed at a desired average rate (e.g.
the CIR) into a bucket, really nothing more than a token counter. A token is re-
moved (if there are any in the bucket) when a packet is submitted. Packets pile up
in a queue if they are submitted faster than tokens are deposited into the bucket, and
will be dropped if the queue is full. In quieter periods, on the other hand, available
tokens may build up to a limit that is the size of the bucket, and all additional tokens
are discarded, which means that the client is not using the full average rate. If to-
kens have built up, a source may send a rapid burst of packets until the bucket is
emptied. The token bucket provides an averaging kind of traffic shaping.

The leaky bucket looks similar but operates in a very different way. A token is
deposited into the bucket as each submitted packet queues up for sending, but pack-
ets in the queue are serviced (sent) only as tokens "leak" from the bucket at a de-
sired peak rate, such as a contracted PIR.

Token deposited
each time a new
packet appears

Token deposited
at desired average
rate

4
Token Bucket !
1 Token removed if packet(s) E i Tokens leaked
i in buffer or new packet arrives ! i at desired peak rate
New ¥ NeWk ‘ ¥
1
l‘lic—ki% Buffer then Packet at head of queue 4% | Buffer then
—> forward |—>forwarded when a token —> forward |—

is removed from bucket

Figure 4.21. Token bucket (average-limiting) and leaky bucket (peak-limiting) mechanisms for shaping
and policing traffic.

The selective algorithmic packet dropping mechanism is very important for
maintaining QoS during periods of congestion. Some techniques rely on the
concept of color marking [SB], the conformance marker function indicated in Fig-
ure 4.22. Color marking identifies where a packet stands in conformance with CIR
and PIR boundaries, and is thus a concept that attaches to AF packets only. EF
packets are evaluated only on their PIR conformance which does not require a
marking mechanism. The purpose of the marking is to tell algorithmic droppers just
how conforming to its SLS an individual AF packet is.

As Figure 4.22 illustrates, an AF packet arriving at a DiffServ node is classified
from its codepoint and metered. If the rate is below CIR, it is labeled "green"; if
between CIR and PIR, it is labeled "yellow"; and if above PIR, it is labeled "red".
These labels may be implemented as two-bit codewords occupying the unused two
bits of the [Pv4 TOS byte.



Internet Protocols, Services and Software 243
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Marked packet |

—

Submitted AF packet "Yellow" color marking

Figure 4.22. Three-color conformance marking of AF packets (example of yellow marking).

For AF and BE traffic, RED (Random Early Discard [FJ]), Figure 4.23, is one
algorithmic dropper that responds well to congestion by beginning to randomly dis-
card packets before buffers overflow. WRED (weighted RED) uses different
thresholds and drop percentages for different traffic flows, and MRED (multiple
RED) is RED for multiple AF classes. Here is the way the RED dropping algo-
rithm works:

1)Choose four parameters p,,.., W (the weighting parameter), qmin (minimum queue length threshold),

and qmax (maximum queue length threshold), and keep a count g4, of the number of packets in each
of the three queues in the dropper that are maintained for packets of different colors (green, yellow, red).
2) For each of these queues, when a packet enters the dropper, update an estimate of the average queue
length given by

Qay(0t1) = (1-w)q, o (0) + Wagepyq-

3) If qay(n+1) < gmax, the packet is not considered for dropping. If qay(n+1) > gmax, the packet is

dropped. If qmin < qav(nt1) < gmax, we read a probability p for dropping the packet from the curve of

Figure 4.23 (which is defined by the parameters chosen in step 1).
4) Choose a random number x in the range (0,1) and if x < p drop the packet.

Probability of dropping an arriving packet
i

pmax

Queue length

Amin Gy (0t1) max

Figure 4.23. RED for selective dropping of packets before congestion becomes a serious problem.
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Packets that are not dropped are passed, as shown in Figure 4.20, to a scheduler
that exercises appropriate servicing priorities. Separate queues can be maintained
for EF traffic, each of the AF classes, and BE traffic, with absolute priority assigned
in a hierarchical fashion as an example of one possible service discipline. That is, if
any packets are in the EF queue, they are transmitted before any packets from any
other queues, and so on for the various AF classes. This goes a long way toward
differentiating service for different applications. Another service discipline, WFQ
(weighted fair queueing), visits different queues in turn but spends different
amounts of time servicing them. An important variation on RED, when sending
frames or TCP units broken into multiple IP packets (or ATM cells), is to concen-
trate the dropping of packets or cells on only one of the higher-layer units rather
than spoiling several by completely random discard [ROMFLOYD].

To take advantage of service preferences, application traffic is assigned differ-
ent codepoints. IP telephony may be assigned an EF codepoint, transactional traffic
an AF1 codepoint, bulk data transfers an AF2 codepoint, email an AF3 codepoint,
and Web browsing the BE codepoint. Unfortunately, an EF packet must wait for
another packet to finish service if it has already started. Other mechanisms, such as
limiting packet size or look-ahead for EF packets, must be joined with a priority
scheduler to realize the low-delay PHB for Expedited Forwarding.

DiffServ favors packets with higher priorities, but it is not a simple matter to
evaluate end-to-end performance. Techniques applied separately for a service class
in each of several interconnected domains may or may not result in similar end-to-
end quality. We can, at least, claim that DiffServ, together with traffic engineering
and congestion control (including service contracts), is a sensible approach to QoS
for aggregated traffic.

There have been other proposals for realizing AF services with tighter QoS
guarantees, but without increasing complexity unduly. One such proposal is QAF
(quantitative assured forwarding), relying on per-hop, per-class guarantees [CL].
The service rates allocated to different AF traffic classes is made adaptive, depend-
ing on "the instantaneous backlog of traffic classes, service guarantees, and avail-
ability of resources".

4.5.2 Integrated Services (IntServ)

IntServ (Integrated Services) [BERNET, RFC1633} aims for truly high-quality
services, with real-time media traffic in mind. Unlike DiffServ, it implements ad-
mission control and provides some guarantees of resource reservation for QoS-
sensitive traffic, approaching the circuit-switched perspective of the PSTN. RSVP,
a protocol described in Chapter 5, may be used to request and confirm resource res-
ervations in a Flowspec [RFC2210]. Management systems such as SNMP
[RFC2571] may also be used to reserve link resources. Since DiffServ, despite its
limitations, appears to be the preferred QoS mechanism for most of the Internet in
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the foreseeable future, this book provides only a cursory overview, with the reader
referred to the above references for a more complete discussion.

IntServ regulates flows and time of delivery, with packet delay being the main
QoS concern. Unlike DiffServ, it retains per-flow state information. IntServ  is
composed of:

- A service model
- A reference architecture, and its mappings onto specific technologies.
- Protocols and specifications.

Figure 4.24 shows the basic IntServ architecture [BERNET]. An application,
such as telephony, requests a "call" for a traffic flow. The reservation agent on the
caller's host computer sends a service request through the IP network to the destina-
tion host, requesting resources from each intermediate router which can either admit
or block the request. If all these elements admit the request, the traffic controllers of
the network routers and the endpoints allocate the resources (e.g. by giving the flow
a share of the capacity of a link known to have enough capacity) and the reservation
is confirmed to the caller.

Host #1 Host #2

Application Application

(e.g. telephony) (e.g. telephony)
Service reql TResponse Service req. messaging Service reql TResponse

Resource reservation, / Resource reservation, | »| Resource reservation,

admission admissionf admissior}

Traffic control -t N p  Traffic control - p  Traffic control
Traffic flow

Figure 4.24. IntServ reservation setup.

Once a request is admitted, IntServ packets in various active flows are identi-
fied by a classifier that knows what flow IDs to look for, and appropriately sched-
uled (Figure 4.25). Flow ID has its own field in IPv6 (Figure 4.10) and may be
identified from IP and port addresses using TCP/IPv4.
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Figure 4.25. IntServ traffic treatment in a network router.

IntServ responds to the needs of both "tolerant" and "intolerant" real-time ap-
plications, referring to their sensitivity to delay and delay jitter (defined in Chapter
1). Audio/video entertainment streaming might be an example of a tolerant applica-
tion that can withstand occasional delay problems, while interactive applications
such as telephony and videotelephony can be considered intolerant. IntServ pro-
vides the following services that may meet the needs of both kinds of applications
and of other general traffic:

GS (Guaranteed Service) [RFC2212]: Absolute maximum and minimum latencies, and no
packet loss in queues.

CL (Controlled Load Service) [RFC2211]: No latency bounds or no-loss guarantees, but preferred
forwarding treatment.

Although GS looks good for interactive applications, that is only so if the upper
bound on latency is not too high. In practice, CL, which emulates a lightly-loaded
network, may be an effective low-latency mechanism. CL responds to a request in
the form of a traffic profile defined by the CIR and PIR parameters defined in the
previous section (Figure 4.19), the maximum burst size, a minimum policed unit
(anything smaller is treated by traffic policing as if it were that size), and a maxi-
mum packet size. The promise made for conforming CL traffic is that packet loss
will be the low level associated with the physical error rate of the transmission me-
dium, rather than the much higher rate associated with a heavily loaded router, and
that delay will similarly be the low level associated with transmission media and
data handling. Non-conforming traffic, outside of the traffic profile parameters, will
normally be handled as ordinary best-effort network traffic.

GS responds to a request with traffic profile and parameters simiiar to CL, plus
two additional parameters: a rate at least as large as the average rate in the profile,
expressing how fast the application wants to forward information without queueing
delay, and a "slack" variable expressing how much more delay the application can
really stand beyond the bare minimum of the transmission network. Policing
mechanisms in network edge routers make sure that non-conforming traffic is re-
duced to best effort.
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Because core networks seem much more likely to implement DiffServ than
IntServ, there is interest in mapping IntServ flows from edge networks into DiffServ
classes in core networks [ABI, RFC2998]. This requires marking of codepoints, as
suggested in Figure 4.25, possibly mapping GS traffic into the EF DiffServ class
and CL traffic into the various AF DiffServ classes.

4.6 Multi-Protocol Label Switching (MPLS)

MPLS [RFC3031] is a technique used in IP networks for establishing virtual
circuits, called LSPs (label-switched paths), that are very much like the virtual cir-
cuits set up in ATM networks (Chapter 3). LSPs can be established along different
routes and facilities corresponding to the needs of different kinds and destinations of
traffic. MPLS is thus a traffic engineering tool [RFC2702], supporting DiffServ or
other traffic needs.

An MPLS-capable network node makes decisions on packet forwarding on the
basis of short, fixed-length labels from a table of active connections, rather than
through computationally intensive lookups in large IP routing tables with variable-
length entries. The connection table contains next-hop instructions, followed by
swapping of the label for a new label assigned to the next hop. Keeping labels local
by use of label swapping facilitates reuse of label space. Figure 4.26 illustrates
initial label assignment when a packet of a particular FEC (forwarding equivalence
class) enters an MPLS domain, and label swapping within the MPLS domain. In
this figure there are only two hops within the MPLS domain, the first associated
with MPLS label A and the second with MPLS label B.

MPLS domain ingress router Label-switching router MPLS domain egress router

Class of Label assign (LSR) -
Service lLabel swap ] [Label terminate
New label
B label
k
: A [ A—_ 5 — T
m: Packet > Packet | s > Packet I
! forwarding forwarding forwarding
Leave MPLS
gnter'MPLS — — — dofr:,:in
omain .
Label-switched path (LSP)

Figure 4.26. Label-switched path in an MPLS domain, and the concept of label swapping.
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A path defined by a set of labels is associated with an FEC such as [DAVIE]:

- Unicast packets whose destination address matches a particular IP address prefix.
- Unicast packets whose destination addresses match a particular IP address prefix and who have a par-
ticular DiffServ codepoint.

Among the several functionalities supported by MPLS are various specialized
routing functions. One of them is explicit routing, along a specific path desired for
business or traffic engineering reasons, rather than using a general routing protocol.
A second and closely related routing alternative is constraint-based routing, sug-
gested by Figure 4.27, in which routes are constructed, by appropriate resource res-
ervation request, based on constraints such as traffic engineering needs, firm QoS
requirements, and fast re-routing to recover from network failures. An LSP might,
for example, be created for DiffServ EF traffic carrying telephony and other delay-
sensitive interactive flows.

Any IP routing algorithm, including explicit routing as described above, may be
used to generate the connection table. MPLS brings a flavor of layer 2 switching
(as in ATM) for high performance and traffic management, while utilizing layer 3
routing (as in ordinary IP networks) for scalability and flexibility [SWALLOW].
This is different from ATM switching that ties together control (circuit setup) with
the switching function.

MPLS domain

Figure 4.27. Different constraint-based routings between the same endpoints for different traffic needs.

The "Multiprotocol" in MPLS comes from the possibility of applying an MPLS
label to packets of various protocols, illustrated in Figure 4.28 for PPP (Point-to-
Point Protocol), Ethernet, and ATM. The 32-bit MPLS label is sketched in Figure
4.29. The three-bit EXP (previously COS) field is used to indicate different service
treatments, and DiffServ codepoints may be mapped into this field.



Internet Protocols, Services and Software 249

PPP IP header | MPLS label | PPP header l
Ethernet
Ethernet r IP header | MPLS label , Ethern l
ATM VCI field VPI field MPLS label

Figure 4.28. MPLS "shim label" insertion associated with packets of different protocols.
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Figure 4.29. The 32-bit MPLS label.

There is a difference in how MPLS is applied in IP networks from how label-
based switching is used in ATM and other traditional circuit-switched networks.
ATM cell switching accommodates fine-granularity connections such as individual
point-to-point flows. MPLS, on the other hand, is most often viewed as useful for
aggregations of flows. MPLS paths are likely to be established or taken down only
when aggregated traffic patterns change. Traffic engineering using MPLS supports
a range of services and QoS by associating labels (including the EXP field) with
FECs of particular kinds of traffic.

For support of DiffServ [RFC3270], the LSPs are permitted to transport either
single or multiple traffic aggregates. With multiple aggregates, the EXP field tells
the label-switched router which PHB (scheduling treatment and drop precedence) to
apply to a packet. For a single aggregate, "the packet's scheduling treatment is in-
ferred by the LSR exclusively from the packet’s label value while the packet's drop
precedence is conveyed in the EXP field of the MPLS Shim Header or in the encap-
sulating link layer specific selective drop mechanism (ATM, Frame Relay, 802.1)
[RFC3270]". Label distribution is a key element of MPLS.

LSPs can be set up through alternative mechanisms of LDP (Label Distribution
Protocol [RFC3036]) and RSVP (ReSerVation Protocol, Chapter 5). LDP is some-
times considered more appropriate for non-traffic engineered LSP setup, with the
more complex RSVP used for more traffic-engineered routes to meet QoS needs,
but LDP also has capabilities for establishing traffic-engineered paths. Either can
be used for explicit LSP setup.

LDP sets up a sequence of labels corresponding to an MPLS path such that
each router knows the labels that arriving packets will bear and has other labels to
swap with them. Labels are distributed in advance to neighboring MPLS routers by
edge routers receiving routing policy updates. Labels distributed by LDP come in
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sets for different routings out of the MPLS domain, and subsets for different service
classes, together defining the FECs.

One of the LDP options is the request-driven downstream label assignment
protocol illustrated in Figure 4.30. Labels are assigned from the terminating router
of the MPLS domain, working back to the ingress router of the MPLS domain.

s FEC label request (including destination 1D)

s

prerns =) Lo e

o P [“Tabela | MPLS “TabelB | MPLS [*TabelC |yiora "8
node node node node
; Chooses a label for the specified
géggrlﬁm o FEC from its pool for that class

Figure 4.30. Request-driven downstream label assignment.

An alternative upstream label assignment protocol requires a wait after initial
label assignment to make sure that congestion did not prevent assignment of labels
further downstream, but is useful in multicasting applications where a large number
of terminating nodes would result in excessive LDP traffic,

CR-LDP (Constrained Route-Label Distribution Protocol) is an enhancement of
LDP closely linked to DiffServ classes, setting up paths with the QoS needed for
each class. DiffServ code points define the FEC request. This mapping between
DiffServ and CR-LDP preserves label space in the MPLS domain by allowing label-
switched paths of the same service to be merged at intermediate points in the net-
work.

The alternative RSVP setup mechanism is conceptually similar but has a some-
what different perspective. In one implementation, each RSVP reservation is sup-
ported by its own LDP. In another implementation, more like LDP, RSVP is just
the mechanism to request and distribute labels for LSPs. RVSP messaging supports
label distribution similar to that shown in Figure 4.30.

MPLS is a preferred traffic engineering mechanism, working hand in hand with
DiffServ. This combination of QoS-sensitive services and QoS-sensitive transmis-
sion paths, for aggregates of traffic if not individual flows, has promise for meeting
the application needs of the future multimedia Internet.
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4.7 THE WORLD WIDE WEB

The World Wide Web is an information space consisting of all the databases
accessible through the Internet using HTTP (HyperText Transfer Protocol), de-
scribed in this section. Information in the form of multimedia documents, tagged in
HTML (HyperText Markup Language, described in the next section), is semanti-
cally connected through hypermedia links that users can follow from information
item to information item. The user need not know or care that the information items
are on different Web server computers in different parts of the world, but each item
carries a unique URI (Universal Resource Indicator) that enables a client application
such as a browser to find it.

There continues to be much confusion over the difference between a URI
within a Web-identifier scheme (http://....) and a URL (Universal Resource Loca-
tor), that is now regarded as "a type of URI that identifies a resource via a repre-
sentation of its primary access mechanisms (e.g., its network 'location') rather than
by some other attributes it may have ... an http URI is a URL" [www.w3.org/TR/uri-
clarification/]. A URL is essentially a combination of the host computer IP address
and a path that identifies a document on the host computer. This book uses both
terms but leans toward the informal "URL".

Web client applications, e.g., Web browsers such as Netscape Navigator or Mi-
crosoft Explorer, exercise the HTTP protocol and interpret the HTML language to
retrieve and display information (Figure 4.31), including execution, within the
browser computing environment, of small "applet" programs. There are many addi-
tional capabilities such as CGI (Common Gateway Interface) scripts, which are ex-
ecutable code on or behind the server triggered by client actions; in the database
generalizations of the XML language (Section 4.9), and in Push services that deliver
information without an explicit client request for each information transfer.

Web client (browser) Web host computer
Client application Servir application, EGI, B

; ¥ Document request (URL) 2
S(?rrrlli)ttr:tiilrlllzd HHTTP | FTPle————— e ———m——m—————————|FTP | HTT
envitonment TCP Document response TCP
(e.g. virtual 1P Internet P Web
machine) Phys Phys documents
T Physical communication I

Figure 4.31. Information retricval on the World Wide Web.

The World Wide Web rests on earlier Internet technologies, specifically FTP,
TCP, and IP described earlier. FTP, and site-to-site information navigation systems
such as Gopher and WAIS based on it, can be regarded as predecessors to the
World Wide Web that did not quite realize the "point and click” transparency that is
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such a powerful attraction of the Web browser. FTP is, however, still widely used
for retrieval of large files.

Major credit for the transition to an easy-to-use browser, a standard document
markup language, and the HTTP protocol belongs to Tim Berners-Lee and others in
the physics community who devised the World Wide Web to facilitate exchanges of
papers within their international community [BCNS]. They envisioned a true on-
line community, not merely retrieval of documents by isolated individuals, some-
thing that is evolving more rapidly with the growing use of media technologies such
as Web-based membership services and remote conference attendance.

4.7.1 The HyperText Transfer Protocol (HTTP)

The Hypertext Transfer Protocol is a request-respond protocol defining how the
client application phrases requests to the server. The brief description accompany-
ing its original standard [RFC945] states that "The Hypertext Transfer Protocol
(HTTP) is an application-level protocol with the lightness and speed necessary for
distributed, collaborative, hypermedia information systems. It is a generic, stateless,
object-oriented protocol which can be used for many tasks, such as name servers
and distributed object management systems, through extension of its request meth-
ods (commands). A feature of HTTP is the typing of data representation, allowing
systems to be built independently of the data being transferred." The current ver-
sion at the time of writing was HTTP1.1 [RFC2616, RFC2774].

"Statelessness" means lack of information about what has transpired in interac-
tions between a particular client and server. This is undesirable for a session, such
as a commercial transaction, that requires several coordinated request/response op-
erations. An extension to "stateful" sessions is in a related standard [RFC2109].
One representation of state is the reknowned (perhaps infamous) "cookie", and
RFC2109 "..describes two new headers, Cookie and Set-Cookie, which carry state
information between participating origin servers and user agents."

Yeager and McGraph [YM] note that the client request consists of a method
(operation) which is the action desired to be taken on the target information, a URL
which is the unique address of the desired information, identification of the particu-
lar version of HTTP that is being used, and possibly additional information. A typi-
cal URL is http://www.ieee.org/products/periodicals.html, in which "products" is a
subdirectory on the HTTP server which awaits incoming requests on a certain TCP
port (usually port 80) and "periodicals.html" is a document in that subdirectory.
This port is one of many at the IP domain address www.ieee.org.
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The basic methods exercised by the user are [RFF945]:

GET Retrieve the target information
HEAD  Retrieve only information about the target information
POST An alternative to GET, used when data, such as values entered in a form, are transferred to the
server.
DELETE Delete the target information from the host computer. [Not generally available to the
public.]

When using GET, the values become part of the URL and are visible in the
browser. When using POST, the values are stored inside the request data section
and not in the URL. Except for this difference, POST and GET do the same thing.

The additional information that may be sent by the client application includes:

USER-AGENT Browser type

If-Modified-Since ~ Request to return information only if it has been changed since a certain date

ACCEPT The MIME formats that the client application is able to accept.

AUTHORIZATION Password or other authorization/authentication information if required. The
original HTTP, passing passwords in the clear, was augmented by [RFC2069]
for Digest Access Authentication that verifies that both parties to a communica
tion know a shared secret (the password) without having exchange the password.

A client-host interaction in HTTP is typically triggered by clicking on high-
lighted text or an icon in the Web browser display of an HTML-tagged document.
This "live" element is an anchor associated with the URL of the target information
object. Clicking on the live element first identifies the host (in the URL), then cre-
ates a TCP connection to the server on that host, and then sends document requests
to the server. The HTTP interaction for such a request could be:

Request:

Get products/periodicals.html HTTP/1.0

User-agent: Netscape Navigator 7.2 for Windows 2000.
Accept: text/html

Accept: image/jpg

Accept: image/gif

Accept: application/postscript

[blank line ending header]

[optional further data}
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Response:

HTTP/1.0 Status 200 Document follows

Server: Sunsoft/1.2

Date: Wed, 1 December, 2004 09:28:38 GMT
Content-type: html

Content-length: 8455

Last-modified: Tues, 24 August, 2004 21:05:22 GMT
[blank line ending header]

[optional content of retrieved file]

In the response, the first line identifies the protocol, the status code (200 for a
successful retrieval) and an explanation of the code. The next line identifies the
HTTP server, the following line the date and time, the fourth line the information
type of the requested information object, the fifth line the number of bytes to be
sent, and the last line the last modification date of the information. Table 4.8 shows
basic status codes and additional information fields returned by a Web host.

Table 4.8. Status codes and information fields in messages from a Web server.

Status code Meaning

200 Document follows

301 Moved permanently (to a new URL)

302 Moved temporarily

304 Not modified (since the date specified in an If-modified-since line if that line
is included in a request)

401 Unauthorized (the requester hasn’t submitted the required authorization)

402 Payment required (a required fee was not paid)

403 Forbidden (retrieval not allowed)

404 Not found (requested URL does not exist)

500 Server error (unexplained error by server)

Response Information Field

Server Type of server software

Date Date and time

Content-length Number of bytes of data to be returned

Content-type ~ MIME type of information to be returned

Content-language Natural language, if other than default

Content-encoded Additional data encoding beyond that implied by MIME type
Last-modified Date and time of last modification of requested information

The entire transaction requires many steps. For contacting the host, the client
first asks an Internet Domain Name Server to translate the host name in the URL
into an IP address and port number, the usual being 80. The client then contacts the
Web server that is listening on this port. The Web server establishes a TCP two-
way connection and parses the subsequent HTTP request into its components. GET,
in the example above, causes the server to locate the file products/periodicals.html.
Before returning this file to the client on the TCP connection, the server first sends
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to the client the result code and information type and size information shown in the
example above.

Then the information object itself is transmitted back to the user. In its request
the client indicated which document types it is able to process. The server might
convert an existing document to one of the requested types. If that is not possible,
then the server sends an ERROR header. Finally, the TCP connection is closed.
There are many more complexities in actual server operation, such as multithreaded
processing or cloning and coordinating servers to handle very large demand, and
operating several Web services on the same server, but the basic concepts of Web
service are as outlined here.

One original problem of the HTTP protocol, addressed with an extension in
[REFC2774], was that separate TCP connections were required for retrieval of differ-
ent inline objects, such as images on a Web page. This generates excessive traffic
and causes delays. It is now possible to establish persistent TCP sessions allowing
the transfer, in a pipelined fashion, of multiple objects.

4.8 Hypermedia and Markup Languages

The two main software technologies cooperating to make the World Wide Web
function are HTTP and markup languages. The principal markup languages are
HTML (HyperText Markup Language) and XML (eXtensible Markup Language)
with its many customized applications. Different markup languages may be used
for different kinds of Web access, such as HTML or XHTML for computers,
VoiceXML for wired and cellular telephones, and WML (Wireless Markup Lan-
guage) for mobile computing devices. XHTML, VoiceXML and WML are all ap-
plications of XML. This section describes these markup languages, touching first
on hypermedia, the key World Wide Web application that they support.

Figure 4.32 shows a simplified text-to-text example, with HTTP retrieval of the
target object, but hypermedia describes the capability of an information retrieval
system to offer semantic linkages among pieces of information in a variety of me-
dia, including elements of songs, pictures, and movies. The concept of building
links among pieces of information in text documents was conceived long ago but
could not be exploited in a world without powerful desktop computers and world-
wide data networking. In the mid 1960s, Ted Nelson coined the term "hypertext"
and described a concept (the Xanadu System) of information everywhere being in-
terconnected by hypertext references [NELSON]. This led to many experiments
with "nonlinear media" in which the reader can jump around electronically, and the
World Wide Web made possible a globally distributed information framework.

As noted in [NELSON], the mainframe Hypertext Editing System [VANDAM]
developed at Brown University and later used by the Houston Manned Spacecraft
Center for Apollo mission documentation was one of the earliest commercial uses.
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[NOTECARDS], conceived as a system for authorizing or managing ideas using
screen displays with cues and links to information, was pioneered in the mid-1980s
by the Xerox Palo Alto Research Center (PARC). This product generalized the
concept to "hypermedia” with links to audio and visual information in addition to
text. Hypercard, an early application inspired in part by NoteCards that organizes
information into stacks, is still available (with a long series of multimedia enhance-
ments) from Apple Computer. It "is a comprehensive package of tools for authoring
media-rich interactive solutions" [www.apple.com/hypercard/] that can "incorporate
audio, graphics, animations, movies, and virtual reality scenes ... ". Among other
things, it can control QuickTime (Chapter 5) movies.

The concept of hypertext has been extended over the years in two significant
ways already suggested above. The first is supporting linkages to information not in
the same document, possibly in completely separate databases far away, and the
second is allowing linkages among media objects other than just text, such as icons,
photographic scenes or objects in photographs, and segments of music and motion
pictures. Both extensions are well represented in current World Wide Web applica-
tions.

There are many difficulties in implementing a rich, highly-interconnected hy-
permedia environment and finding the information you want. First, the hand labor
of building links is substantial and can be completely impractical in a large envi-
ronment. Automatically-generated computer-generated linkages are highly desir-
able, but doing this really well requires semantic understanding in the computer, i.¢.
artificial intelligence built on a very large knowledge base. Search engines suggest
multiple links but cannot pinpoint a target with the precision of a human designer.
However, advanced techniques such as Web crawlers (automatic and comprehen-
sive Web searching programs) and determining importance of a Web page from the
number and quality of other pages linking to it have made search engines increas-
ingly powerful and effective. Automatic generation of hypermedia links will also
benefit from research on content-based searching of audio and visual media, imple-
mented for some relatively simple cases but still a sophisticated research topic
[CHANG].

Second, there is the long-standing problem of knowing where you are when
you are negotiating a complex hyperlinked environment. A complete schematic
diagram of your path through the information space may be too detailed and com-
plex, so the initial convention in Web browsers has been to show a small part,
namely just those nodes that you have recently traversed. The future will surely
bring improved location mechanisms and mechanism to cut through to other search
trees to more quickly reach the information you really want.

Finally, there has been the problem of searching a Web document by its HTML
labels, which are generic document component designators rather than content-
bearing descriptors. This is being remedied in a major way by the introduction of
XML, described in the following sections.
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4.8.1 HyperText Markup Language (HTML)

The display of information on the World Wide Web is facilitated by a syntax
for tagging parts of multimedia documents and building hypermedia linkages known
as the Hypertext Markup Language (HTML). An HTML document (shorthand for
"an HTML tagged document") identifies components for the benefit of a client ap-
plication, such as a Web browser, that creates a presentation of the document con-
tent. The following is an example of a simple HTML document, and Figure 4.32
shows the resulting display on the author's browser.

<! DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN"
"http://www.w3.org/TR/html4/strict.dtd">

<html>

<head>

<title>Example Program</title>

</head>

<body>

<h1>Light &amp; Water ... <font size="5"> Crater Lake in the morning </font></h1>

<hr>

<dd><img src=craterlakemorning.jpg width="603" height="452"> </dd>

<A href="island jpg">Another view</A>

<h4><a href=http://www.nps.gov/crla/>Information on Crater Lake</a></h4>

</body>

</html>

The example document has some elements that may have no immediate mean-
ing to the reader, but much of it is fairly obvious. The line beginning <h1> desig-
nates a top-rank header, <img src=craterlakemorning.jpg width="603"
height="452"> designates an image and its display size in pixels, the line <A
href="island.jpg">Another view</A> displays the island.jpg picture when "Another
view" is clicked, and the clickable reference to another Web address jumps to a site
where more information is available. All the HTML markings do is identify parts of
the document and convey some display guidelines, such as the picture size. The
presentation may still vary from one browser (or other display application) to an-
other, depending on the capabilities of the display interface and user customizations.
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Figure 4.32. A black and white rendition of the browser display generated by the above HTML docu-
ment.

For this reason, document archives sometimes offer two versions: one in
HTML format for immediate viewing through a Web browser and the other in a
page description format, such as Postscript (.ps) or Adobe .pdf, for downloading
and printing with the exact appearance the author intended. That is, a page descrip-
tion format specifies exactly how a printed document will appear, while the HTML
format maps into the user's display capabilities and options. It would not be appro-
priate to drive a browser with a page description format that it may not be able to
display as specified.

HTML 4.01 (December 1999) was the latest specification at the time of writing,
and the remainder of this subsection closely follows the World Wide Web Consor-
tium's description [www.w3.org/TR/html401/]. Later work focused on XHTML
(Section 4.8.2.1). HTML 4.01 enhanced earlier versions [RFC1866] "with mecha-
nisms for style sheets, scripting, frames, embedding objects, improved support for
right to left and mixed direction text, richer tables, and enhancements to forms, of-
fering improved accessibility for people with disabilities”". Style sheets "largely
relieve HTML of the responsibilities of presentation (giving) authors and users
control of the presentation of documents - font information, alignment, colors, etc.".
Scripting supports creation of dynamic Web pages such as "smart forms that react as
users fill them out". HTML 4.01 also provides "a standard mechanism for embed-
ding generic media objects and applications in HTML", specifically the OBJECT
element that complements (or replaces) the existing IMG, APPLET, and INPUT
elements "for including images, video, sound, mathematics, specialized applica-
tions, and other objects in a document”.
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Although it supports a broad interpretation of the concept of a document,
HTML is a fixed syntax that does not permit customized tags, needed in such im-
portant business applications as tagging fields in database records. XML (eXtensi-
ble Markup Language), which includes XHTML and VoiceXML applications,
provides this extra capability and is described in the next subsection.

HTML derives from, and can be viewed as an application of SGML (Standard
Generalized Markup Language [ISO-8879 from www.iso.org]). SGML consists of
the following parts:

- A declaration specifying which characters and delimiters may appear in the appli-
cation (such as HTML).

- The document type definition (DTD) defining the syntax of markup designations,
for example, how to write a hypertext link. The DTD may also contain definitions
of certain numeric and named character entities.

- A specification of the semantics associated with the markup syntax, for example,
the meaning of the URI (or informal URL) data type, and possible additional syntax
restrictions.

- Document instances (examples), with content data and markups, plus references to
the document type definition that can explain these examples.

The basic data types represented in an HTML document are URI (or URL),
character data, colors, and placement/pixel information for bit maps (pictures). The
(full) URI, of which http://www.w3.org/TR/html401/ is an example, consists of the
name (http) of the information accessing protocol (FTP is one alternative), the
name (translatable to an IP address) of the information-hosting computer
(www.w3.0rg), and the name (html401) of the information item.

Character data is represented by name tokens which must begin with a letter but
can contain any number of letters, digits, hyphens, and periods thereafter, and cdata,
which is a sequence of characters from the document character set. HTML's docu-
ment character set is UCS (Universal Character Set, [SO 10646)
[www.nada.kth.se/i18n/ucs/unicode-iso10646-oview.html]. ~HTML user agents
(e.g. Web browsers) may send, receive, or store a document using any character
encoding, which is a subset of the UCS usually associated with a natural language.
Examples of character encodings include ISO 8859-1 (Latin-1, encoding most
Western European languages), ISO 8859-5 (Cyrillic languages support), and the
Japanese language encodings SHIFT JIS and euc-jp. HTML editors provide high-
level word processing interfaces for creation of HTML documents in natural lan-
guages, with the users oblivious to the underlying encodings. The HTML user
agent is usually informed by a Web server which character encoding is used in a
document being retrieved by the agent.

HTML also supports style sheets, as currently specified in CSS2
[www.w3.0org/TR/1998/REC-CSS2-19980512/] that "is a style sheet language that
allows authors and users to attach style (e.g., fonts, spacing, and aural cues) to
structured documents (e.g., HTML documents and XML applications)".
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The example HTML document above does not specify a font, relying on the de-
fault font of the client browser. It does specify the strictly defined DTD that "ex-
cludes the presentation attributes and elements that W3C expects to phase out as
support for style sheets matures". It uses some of the standard elements, such as
head, body, hl, img, and h5, and standard attributes such as src, width, and height
within the img element. Its character data, such as "Light & Water", is cdata from
UCS. Note that the syntax used for &, to avoid conflict with & used as a control
character, is "&amp" where & (a control character!) begins all such substitutions,
amp represents the ampersand we really want, and the parentheses are required.
Note also that all of the HTML elements are generic, designations that could be
used in any document, and completely oblivious to the content.

Unlike the text, the images "craterlakemorning.jpg" and "island.jpg" embodied
in the example do not exist within the HTML document itself. They are only simple
URIs, linking to files that happen to be in the same directory as the HTML docu-
ment itself. The URI "island.jpg" could just as easily have been a link to a distant
location, such as http://www .picturedatabase.com/island.jpg.

Other media objects, including streaming audio and video programs or Java
applets (section 4.10) stored in distant servers, can similarly be invoked by a URI
imbedded in an HTML newsclip retrieval page, as shown in Figure 4.34. A specific
link to a streaming video program, such as
<A href="floodscene.ram">Flood scene</A>,
triggered by clicking on "Flood scene", actually retrieves a metafile, a file-about-
files designated by a .ram suffix. The metafile, executed in the client browser, in-
vokes the media player, that in turn uses a video streaming protocol such as RTSP
(Chapter 5) to interact with the stream server. The actual media stream will be in a
media format such as .mpg. If more than one media object is being invoked, such
as a set of video or audio clips or a broader range of media including text and pic-
tures, the href request may be for a SMIL (Synchronized Multimedia Integration
Language) file (Section 4.9.3). When executed in the browser, the .smi file will
retrieve media objects at the appropriate times and with the appropriate display pa-
rameters. Of course, the appropriate media player plug-in must be associated with
the client browser to allow the returned stream to be viewed.
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Display of HTML .
newsclip retrieval page www.newsclips.com
href="floodscene.ram”
Newsclips | floodscene.ram | Web server
Flood scene
_.1 RTSP request »| Stream server |- i
;
Streaming floodscene.mpg L

media player

Figure 4.33. Retrieving a video program through an HTML document.

This introduction only begins to suggest the possibilities for multimedia docu-
ment markup supported by HTML. One extension is Dynamic HTML (DHTML)
that combines HTML, style sheets and scripts to facilitate animated documents .
The World Wide Web Consortium has defined a Document Object Model [DOM]
[www.w3.0org/DOM/] that is "a platform- and language-neutral interface that will
allow programs and scripts to dynamically access and update the content, structure
and style of documents". It thus supports DHTML, and offers an improved object
model for making changes [msdn.microsoft.com/library/default.asp?url=/workshop/
author/dom/domoverview.asp]. There are many references in the field, such as
[CASTRO] and [ULLMAN], explaining in great detail what can be done with
HTML.

4.8.2 eXtensible Markup Language (XML)

The syntax of HTML, and of its predecessor SGML, presumes standard ele-
ment types for the components of multimedia documents. These elements are ge-
neric, presentation-oriented labels, good for creating Web pages but not helpful in
identifying specific content. In order to meet the needs of business and professional
activities for Web-based classification and retrieval based on labels, the World
Wide Web Consortium created a flexible new markup language, XML (eXtensible
Markup Language). It allows information providers to create tags for meaningful
clements in their information worlds. In the words of the XML overview provided
by the World Wide Web Consortium, "XML is a set of rules (you may also think of
them as guidelines or conventions) for designing text formats that let you structure
your data" [www.w3.0org/XML/1999/XML-in-10-points]. The current version at the
time of writing was XML 1.0 (third edition) [www.w3.org/TR/REC-xml].

In contrast to HTML's fixed set of named elements, the specification and nam-
ing of element tags is left to the designer of an XML application. In essence, XML
only makes grammatical rules about element tag usage and the association of attrib-
utes with elements. If followed, the XML rules allow a document to be read and
understood by standard XML "parsers" that are already incorporated into many Web
browsers.
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These rules are spelled out in standards and in texts such as [HM]. It is noted
there that XML is only a "structural and semantic markup language", not a presen-
tation or programming language. However, presentation can be specified in inde-
pendent stylesheets or in SMIL documents (next section), and executable code, in
any programming language, can be included as part of the content of an XML
document. XML is also not a database, but XML data can be stored in databases,
either as whole documents (similarly to HTML documents) or, after parsing by the
server, in other standard formats. Retrieval from a business database may, for ex-
ample, be made with an SQL query that collects data and formats it as XML for
transmission back to the client. Figure 4.34 shows some of the applications associ-
ated with XML, including XHTML.

vor PICS cee
XHTML| | MathML|| ymi | { WML || SVG | | sMIL
| RDF |
] XML B
XML: Extensible Markup Language SMIL: Synchronized Multimedia Integration Language
XHTML: Extensible HyperText Markup Lang. SVG: Scalable Vector Graphics
MathML: Mathematics Markup Language PICS: Platform for Internet Content Selection
VoiceXML: Voice Extensible Markup Language  P3P: Platform for Privacy Preferences
RDF: Resource Description Format WML: Wireless Markup Language

Figure 4.34. Applications of or associated with XML[adapted from www.w3.org/XML/Activity.html].

The definition of XML includes specification of its syntax (element tags and
their attributes), of hypertext links, of style sheets, and of a common formalism for
expressing the parameters of a particular application. Hypermedia links are based
on HyTime, an SGML standard. The heart of HyTime, not described further in this
book, is a "scheduling module [defining] an architecture for the abstract representa-
tion of arbitrarily complex hypermedia structures, including music, interactive pres-
entations, multi-track sequences, and so on. Its basic mechanism is ... the
sequencing of object containers along axes measured in temporal or spatial units”
[www.hytime.org/papers/htguide. html].

As an example of an XML application tag set, consider a record in an employee
database. The initial declaration statement <?xml version="1.0"7> is optional, and
it may contain more attributions such as references to encoding standards. The
second statement refers to the location of a DTD (Data Type Definition), described
below.
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<?xml version="1.0"?>
<IDOCTYPE employee SYSTEM "http://galacticshipping.org/sml/dtd/employee.dtd">
<employee section="spaceship pilot">
<name>
<family name>Rogers</family name>
<first_name>Buck</first name>
</name>
<servicedate>April 30, 2075</servicedate>
<§s1n0>999-99-9999</ssno>
<homeaddress>
<street>3 Celestial Blvd.</street>
<city>Hollywood</city>
<state>CA</state>
<zip>09999</zip>
</homeaddress>
<salaryhistory>
<2075>30000</2075>
<2076>40000</2076>
<2077>50000</2077>
</salaryhistory>
</employee>

An XML document, as in the example, often has "parent" and "child" elements,
such as the parent <homeaddress> with the four children <street>, <city>, <state>
and <zip>. There is one "root" element, in this case <employee>. A simple exam-
ple of association of an attribute with an element is the section attribute of "space-
ship pilot" associated with "employee”. It is up to the XML document writer to
decide what information should be put into attributes of an element and what should
be separated into child elements. Narrative text may also be included in an XML
document, within any element section. If a left or right bracket (< or >) must be
included in data, it must be replaced with the 4-character escape sequence &lt; in
order not to be confused with the beginning or end of an element. A "well-formed"
document conforms to the grammatical rules including start-end tags in pairs, no
overlap of elements, attribute values in quotes, and no unescaped < or & signs in
character data.

Different applications may require specialized libraries of XML syntax, and
several have been or are being developed. XHTML, VoiceXML, and
XHTMLMP/WML are particularly important and are described in subsections be-
low. MathML [www.w3.0org/TR/REC-MathML/] is a formatting language based
on XML that incorporates presentation-type tags and semantic-type tags for tagging
mathematical expressions. Another specialized XML language, RDF (Resource
Description Format), "integrates a variety of applications from library catalogs and
world-wide directories to syndication and aggregation of news, software, and con-
tent to personal collections of music”" [www.w3.org/RDF/]. It uses XML syntax to
represent metadata (information about data) to assist human and machine access to
desired data. Digital entities such as picture, documents, and media streams, and the
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relationship between them, can be semantically tagged in RDF. PICS (Platform for
Internet Content Selection), a separately developed "system for associating metadata
(PICS 'labels) with Internet content [to] provide a mechanism whereby independent
groups can develop metadata vocabularies without naming conflict”, has been con-
verted into RDF format [www.w3.org/TR/rdf-pics]. Among other uses, PICS can
designate information appropriate or inappropriate for children.

The DTD (Document Type Definition) for XML is a somewhat more technical
topic left for Subsection 4.9.2.5.

4.8.2.1 XHTML

XHTML 1.0 (eXtensible HTML) [www.w3.org/TR/xhtmll/] is "a
reformulation of the three HTML 4 document types as applications of XML 1.0 ...
intended to be used as a language for content that is both XML-conforming and, if
some simple guidelinies are followed, operates in HTML 4 conforming user
agents". Eventually, XHTML may replace HTML, performing all of its functions in
a more clearly structured syntactical framework with the added values of extensibil-
ity and semantic associations. XHTML can be interpreted by XML-enabled brows-
ers (or other XML-equipped client systems), and it is backward compatible because
it can be used to create HTML documents readable in existing browsers. A tutorial
description is provided in [www.w3schools.com/xhtml/xhtml_intro.asp].

Aside from enforcing the grammatical rules more vigorously, such as requiring

a well-formed document with properly nested and closed elements, and requiring an
XML namespace declaration within the root (html) element of the document,
XHTML has a number of mostly small grammatical changes from HTML 4.01. In
XHTML, standard HTML element names (tags) and attribute names are in lower-
case letters only, attribute values are between quotation marks, and an image or
other imported object, if named, is given an id rather than a name, as in
<img src="craterlakemorning.jpg" id="craterlakemorning">.
HTML (or a backward-compatible XHTML document) does not require a name (or
id); the example HTML document at the beginning of Section 4.8.1 did not use one.
Nor does HTML require a DOCTYPE declaration, but XHTML does. Our example
HTML document did, however, include a DOCTYPE, and would have been a well-
formed XHTML document if only DOCTYPE had specified XHTML instead of
HTML and the html element included the XML namespace declaration. The three
specified XHTML document types are strict (minimal presentation instructions),
transitional (with presentation instructions), and frameset (to partition the viewing
window into two or more frames). The DOCTYPE declaration and root element
then might have been:
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<! DOCTYPE HTML PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN"
"http://www.w3.org/TR/xhtml}/DTD/xhtml1-strict.dtd">
<html xmlns="http://www.w3.0org/1999/xhtml" xml:lang="en" lang="en">

The description so far suggests only another way to write existing documents.
XHTML goes well beyond this. It permits introduction of additional elements and
attributes, and the elements, even traditional HTML elements like "body", have a
real meaning rather than being arbitrary notation. Furthermore, because of the se-
mantic significance of tags, "the XHTML family is designed with general user agent
interoperability in mind ... servers, proxies, and user agents will be able to perform
best effort content transformation”. This concept is illustrated in Figure 4.35, where
a user agent, designed to look for a date in an id, files an image according to its date.

XHTML-~conforming User Agent
If in body an img was createdJ (Filters on the picture id)

in June, 2002 send to folder

C:/files/photos/June2002 Server
OU

o

Clientv XHTML document (partial):

[Folder <img src=craterlakemorning jpg id="Crater Lake 6.16.02">

Figure 4.35. An operation on content facilitated by XHTML documents.

XHTML supports extensions through "modules" that allow combinations of
existing and new feature sets. There is a standard "basic" XHTML consisting of the
following modules [www.w3.org/TR/xhtml-basic/]:

Module Element

Structure body, head, html, title

Text abbr, acronym, address, blockquote, br, cite, code, dfn, div, em, h1, h2, h3, h4, h5, h6,
kbd, p, pre, q, samp, span, strong, var

Hypertext a

List dl, dt, dd, ol, ul, i

Basic Forms form, input, label, select, option, textarea
Basic Tables  caption, table, td, th, tr

Image img

Object object, param
Metainformation meta
Link link

Base base

An XHTML user agent consistent with XML 1.0 must, among other capabili-
ties, parse and check that the XHTML document is well formed, identify objects
only by the "id" attribute, ignore attributes it does not recognize, and use an equiva-
lent rendering for characters that it recognizes but cannot render.
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4.8.2.2 VoiceXML

Another special application of XML is VoiceXML [www.w3.0rg/TR/2001/
WD-voicexml20-20011023/], "designed for creating audio dialogs that feature syn-
thesized speech, digitized audio, recognition of spoken and DTMF [telephone dial-
ing] key input, recording of spoken input, telephony, and mixed-initiative
conversations ... its major goal is to bring the advantages of web-based develoment
and content delivery to interactive voice response applications”. The architectural
model of Figure 4.36 presumes a voice interpreter interacting with a server, such as
a Web server, that provides voice XMLdocuments that the voice interpreter can
translate into real sounds. The interpreter context includes, for example, mecha-
nisms for receiving and interacting with telephone callers.

—» VoiceXML interpreter Web (or other)
UserI/O ——® context Request R server
‘—

VoiceXML interpreter|{ VoiceXML document
I

i

Implementation
platform

Figure 4.36. The voiceXML architectural model (adapted from www.w3.org/TR/voicexml/).

The syntax of VoiceXML includes fields for prompt-response interactions. Re-
ferring to the "drink" field example offered by the standard, a prompt to a human
user for choice of drink, allowing for capture of a response that is submitted to the
server script drink2.asp, can be written in the following document, where
"drink.grxml" is the prompt file in the Grammar eXtensible Markup Language:

<?xml version="1.0"?>
<vxml version="2.0">
<form>
<field name="drink">
<prompt>Would you like coffee,tea, milk, or nothing?</prompt>
<grammar src="drink.grxml" type="application/grammar+xml"/>
</field>
<block>
<submit next="http://www.drink.example.com/drink2.asp"/>
</block>
</form>
<fvxml>
VoiceXML illustrates the XML concept of an exchangeable document with se-
mantically meaningful tags, so that documents can be archived, searched, and mar-
keted on tags and attributes and utilized by user agents that may have different

processing outcomes in mind for the content.
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4.8.2.3 WAP, XHTMLMP and WML

WAP (Wireless Application Protocol [WAP2.0]) defines a Wireless Applica-
tion Environment for interactions between wireless devices containing WAP Mi-
croBrowsers and applications, usually on World Wide Web servers, that can be
accessed using the WAP protocol. WAP is sponsored by the WAP Forum that has
been subsumed into the Open Mobile Alliance [www.openmobilealliance.org]. The
markup languages utilized by this platform are XHTMLMP (XHTML Mobile Pro-
file) and WML (Wireless Markup Language), with specifications available at
[www.wapforum.org/what/technical.htm]. WML is an older markup language "to
support legacy WAP [version 1] content" and the constraints of a low-bandwidth
network. Both are applications of XML. Only XHTMLMP is described here.

The WAP platform is an enabler of World Wide Web access for portable de-
vices, such as handsets, PDAs, pagers and other relatively small devices with dis-
play capabilities, information entry mechanisms, and power supplies that may be
severely limited in comparison with larger devices such as desktop or laptop com-
puters. It supports the Internet's HTTP/TCP/IP protocol stack in addition to its own,
and it is intended to operate over major cellular mobile air interfaces including
GSM/GPRS and 3G cellular mobile (Chapter 3).

Although the WAP system can be configured as a direct client-host relationship
between a WAP client and a WAP application server, use of a WAP proxy server,
as in Figure 4.38, provides additional possibilities for network-based improvements
in the retrieval application. In particular, an HTML or XHTML document retrieved
from a Web server may be translated into an XHTMLMP or WML document that is
designed for the small devices suggested above. Depending on the display and data
rate capabilities of the client device, this could mean, for example, eliminating or
reducing the size of pictures or eliminating processing-intensive applets. Figure
4.37 also illustrates the WAP option of a "push proxy" that delivers content to a
user, such as news articles, without a request each time. Note, too, that a WTA
(Wireless Telephony Application), for voice services within a data communication
environment, may also be provided in the WAP MicroBrowser. Finally, a User
Agent Profile in the MicroBrowser can tell servers something about the client de-
vice's display capabilities so that content can be appropriately tailored.
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Figure 4.37. The WAP optional proxy model. Adapted from [WAP2.0].

XHTMLMP [www].wapforum.org/tech/documents/ WAP-277-XHTMLMP-
20011029-a.pdf] "is designed for resource-constrained Web clients that do not sup-
port the full set of XHTML features, such as mobile phones, PDAs, pages and set-
top boxes ... [extending] XHTML Basic with modules, elements and attributes to
provide a richer authoring language." Some of the modules are partial adaptations
of modules (beyond the Basic set listed in Section 4.9.4.1) already specified in
XHTML, specifically:

Module Elements/Attributes

Forms (partial) fieldset, optgroup

Legacy (partial) start attribute on 01, value attribute on li
Presentation (partial) b, big, hr, I, small

Style Sheet style element

Style Attribute style attribute

This suggests the XHTMLMP reliance on style sheets, particularly CSS (Cas-
cading Style Sheet) 1.0 mobile [www.w3.org/TR/css-mobile], facilitating a consis-
tent look for displays on mobile devices. Furthermore, documents written in
XHTML Basic language can be displayed by an XHTMLMP browser, so that no
feature enhancement may be needed.

The header used in an XHTMLMP document looks like:

<!DOCTYPE html PUBLIC "-/WAPFORUM//DTD XHTML Mobile 1.0/EN"
"http://www.wapforum.org/DTD/xhtml-mobile10.dtd">

With this and other constraints, and an html root element, an XHTMLMP document
is conforming. A conforming XHTMLMP user agent must accept XHTMLMP
documents identified with the MIME media type "application/vnd.wap.xhtml+xml".

The combination of XHTML Basic and CSS 1.0 mobile appears to be the major
direction of WAP document publishing and retrieval, enhancing the consistency of
WAP with Web standards.
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4.8.2.4 Synchronized Multimedia Integration Language (SMIL)

Proprietary systems for creating synchronized multimedia presentations have
been used for many years. But as computer-based multimedia gives way to Inter-
net-based multimedia, the need has grown for a standardized presentations-creation
tool oriented to Internet capabilities and applications. The World Wide Web Con-
sortium responded with SMIL (Synchronized Multimedia Integration Language
[www.w3.0org/TR/smil20/), pronounced "smile”. "SMIL ... enables simple author-
ing of interactive audiovisual presentations [and] is typically used for 'rich me-
dia’/multimedia presentations which integrate streaming audio and video with
images, text or any other media type ... SMIL, an XML application, is an easy-to-
learn HTML-like language, and many SMIL presentations are written using a sim-
ple text-editor" [www.w3.org/AudioVideo/].

Using SMIL, an author can describe the temporal behavior of a presentation,
describe the layout of the presentation on a screen, and associate hypermedia links
with media objects. Version 2.0, current at the time of writing, was designed to let
authors write interactive multimedia presentations in an XML-dervied language. A
SMIL 2.0 document can describe a time-based multimedia presentation, associate
hyperlinks with media objects and describe screen presentation layout. SMIL 2.0
syntax and semantics can be imbedded in other XML-based languages, such as
XHTML, for purposes of media timing and synchronization.

SMIL is organized around modularization and profiling. Modules contain se-
mantically-related XML elements, attributes, and attribute values, while profiling "is
the creation of an XML-based language through combining these modules, in order
to provide the functionality required by a particular application ... e.g. to optimize
presentation and interaction for the client's capabilities.”

The functional modules are organized in the following groups: Timing, Time
Manipulations, Animation, Content Control, Layout, Linking, Media Objects,
Metainformation, Structure, and Transitions. The Media Object modules set, for
example, is composed of a BasicMedia module and five modules with additional
functionality (MediaClipping, MediaClipMarkers, MediaParam, MediaAccessibility
and MediaDescription). These modules contain elements and attributes used to de-
scribe media objects, plus an additional BrushMedia element which can be used as a
media object.

The BasicMedia module includes media objects by reference (using a URI) and
has the elements:
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-ref (Generic media reference)

-animation (Animated vector graphics or other animated format)
-audio (Audio clip)

-img (Still image, such as JPEG)

-text (Text reference)

-textstream (Streaming text)

-video (Video clip)

These encompass continuous media, such as an audio or video clip; discrete media,
such as an image file; and "intrinsic duration" media where the nature of the me-
dium defines its not-explicitly-defined duration.

As an example, the syntax to successively play two audio clips and simultane-
ously display photos is:

<par begin="0s" dur="40s">

<audio src="http://www sitc.com/LouisArmstrong!.au" begin="5s" dur="30s"/>

<img src=" http://www.site.com/LouisArmstrong|.jpg" begin="0s" dur="10s" region="areal"/>
</par>
<par begin="40s" dur="40s">

<audio src=" http://www site.com/LouisArmstrong2.au" begin="0s" dur="30s"/>

<img src=" http://www.site.com/LouisArmstrong2.jpg" begin="0s" erase="never" region="area2" />
</par>

In this example, LouisArmstrongl.jpg is shown only for the interval from t=0 sec-
onds to t=10 seconds during the first presentation play of audio clip LouisArm-
strongl.au. In contrast, LouisArmstrong?2.jpg is shown from the beginning of play
of LouisArmstrong2.au, and remains displayed until the display area is reused for
another presentation.

The src (source) type is for content selection. When RTSP (Real-Time
Streaming Protocol, Chapter 5) is used and the type of media object is not otherwise
available, src specifies it. When HTTP, FTP or local file playback are used, src
takes precedence over other possible specifications of the media type, such as a file
extension or the "Content-type" field in an HTTP session.

The SMIL timing function, represented in the above example, "defines ele-
ments and attributes to coordinate and synchronize the presentation of media over
time". There are three synchronization elements for common timing scenarios:

<seq> Plays the child elements one after another in a sequence.
<excl> Plays one child element at a time, without imposing any order.
<par> Plays child elements as a group (allowing "parallel” playback).

Use of these time containers, that group their contained children into coordi-
nated timelines, is illustrated in the two par containers of the example and in Figure
4.38. This is only one example of SMIL Timing attributes. As the SMIL2.0 stan-
dard explains, the beginning of an element can be specified in various ways: a given
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time, when another element begins, or when some event (such as a mouse click)
happens. The simple duration defines the basic presentation duration of an element.
Elements can be defined to repeat the simple duration a specified number of times
(or fractions) or for a specified time interval. The simple duration and any effects of
repeat are combined to define the active duration. When an element's active duration
has ended, the element can either be removed from the presentation or frozen in its
final state until replaced by something else.

The syntax of SMIL documents is defined by a DTD as in XML documents
generally. Because DTD notation may not define the syntax of all attribute values,
addition syntax may be defined together with the first element needing such an at-
tribute value. The many details of layout and display implied in this introduction
are available in the standard and not described further here.

Par! (active & simple duration) Par2 (active & simple duration)
Audio: LouisArmstrong1 > Audio: LouisArmstrong2
Img:LoyisArmstrongl.jpg Img: LouisArmstrong2.jpg
-- (simple duration) »; > .
—r g (frozen) t Time
5 10 20 35 40 60 70 80 (sec)

Figure 4.38. Timelines for par containers of the SMIL example.
4.8.2.5 XML DTD, Schema and Other Features

The specification of what elements, attributes and entities may appear in a par-
ticular XML application, and the context for their use, is given in the DTD (Docu-
ment Type Definition) that can accompany an XML document or be archived
elsewhere. XML parsers may refer to the DTD in assessing a document's confor-
mance to an XML application. This is an extra "validity" requirement to "well-
formedness”, and lack of validity will not necessarily prevent use of an XML docu-
ment. An example DTD for the employee XML document given at the beginning of
Section 1.9.2 is:

<IELEMENT employee (name, servicedate, ssno, homeaddress, salaryhistory*)>
<!ELEMENT name (familyname, firstname)>
<IELEMENT familyname (##CDATA)>
<IELEMENT firstname (#PCDATA)>
<!IELEMENT servicedate (#PCDATA)>
<!ELEMENT ssno (#PCDATA)>

<{ELEMENT homeaddress (street, city, state, zip)>
<!ELEMENT street ({PCDATA)>

<IELEMENT city (#PCDATA)>

<!IELEMENT state (#PCDATA)>

<!ELEMENT zip (#PCDATA)>

<IELEMENT salaryhistory (2075, 2076, 2077)>
<{ELEMENT 2075 (#PCDATA)>



272 The Multimedia Internet

<IELEMENT 2076 (#PCDATA)>
<!ELEMENT 2077 (#PCDATA)>

The star after salaryhistory in the first statement indicates that there is an arbi-
trary number of child elements of salaryhistory. CDATA denotes any string of text
acceptable in a well-formed XML attribute value. DTDs may, like XML docu-
ments, contain narratives as well as the formal element definitions illustrated here.

Many DTDs are de-facto standards in industry sectors. There is no general re-
pository of standard DTDs, but some can be located on or through [www.w3.org].

There is a more powerful way of describing what can appear in an XML docu-
ment conforming to a particular XML vocabulary. It is known as an XML Schema,
which is itself an XML application. As described by the World Wide Web Consor-
tium, "XML Schemas express shared vocabularies and allow machines to carry out
rules made by people. They provide a means for defining the structure, content and
semantics of XML documents". [www.w3.org/XML/Schema].

Among other enhancements, an XML Schema can specify strong datatyping for
individual data fields that DTDs group as CDATA and can support user-defined
datatypes and data ranges. For example, for Buck Rogers' salary history, an XML
Schema might include the statement

<xsd:element name="2075" type="integer">.

There is also an eXtensible Linking Language (XLL) specifying the way hy-
pertext links are written in XML. Two kinds of links - external, to other document
objects, and internal, to locations within the same document, were proposed at the
time of writing. Several link specifications (XPath, XLink, and XPointer)
[www.oasisopen.org/cover/xll.html] provide more complex addressing and docu-
ment fragment identification options than those of HTML .

There is much additional content in XML that is beyond the scope of this book.
A Namespaces specification defines how to use URLs to distinguish document ele-
ments that could be ambiguous, such as the term "address", which might be a net-
work address, a mailing address, or something else. Stylesheets and a set of object
classes and methods for the manipulation of SMIL and HTML documents are also
available.
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4.9 IP Mobility

The wireless networking discussion in Chapter 3 stressed higher data rates and
selective traffic treatments in order to support Internet media applications. The
wireless multimedia Internet also needs mobility, the ability of portable media de-
vices to gain access to new networks and to be located by other communicating de-
vices. It should be noted that there are several kinds of mobility, such as mobility of
individuals, of their services environments, and of their mobile/portable devices.
This discussion mostly concerns the third kind, permitting mobile/portable devices
to gain access to diverse networks and be addressed by others.

IP addresses have been largely distributed on a location basis, assigned in
blocks to using organizations that apply them to hosts on fixed networks. Even if an
IP address is intentionally assigned to a device as a logical address rather than a
physical one, how can it be reached if the device is moving around?

There are actually two different needs, both illustrated in Figure 4.39: the first
for a portable IP device to gain access to a local network in order to originate traffic,
surf the Internet, and use local services; and the second for this device's temporary
location to be retrievable by others wanting to send to it. For the first need, AAA
(access, authorization, accounting) interactions let a visitor become active, with the
agreement of an AAA server. This is useful in itself, a service becoming widely
available for wireless LAN users in coffee shops, airports, and other public places.

AAAL AAA interaction ____
YR Access
Reachability Mid\ e server
L] Homel [_liloo] e ions
encapsulated /o addr)| Foreign  \ &24A
A— Internet core  packet ) interaction
Mobile| Home
flle(:r\:/‘grk macromobility ! micro- device | address

" mobility
Figure 4.39. Mechanisms for IP mobility access and reachability. H and c/o are home and care-of ad-
dresses respectively of the mobile device.

For the second need, reachability information (registration of the mobile device
and its temporary location) is made available to a Home Agent that forwards pack-
ets addressed to the mobile device's logical IP address to its temporary physical ad-
dress. Since too much announcement and reachability traffic may result from
reporting to the world detailed reachability information within a (possibly large)
local network, the IP mobility problem is frequently divided into macromobility and
micromobility systems, the former realizing reachability of the local network and the
latter reachability of the mobile device within the local network.
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Mobility is defined at more than just the network layer of the protocol stack.
Application-layer signaling can facilitate it, as described in Subsection 4.9.2 below,
and "Plug and play" requires discovery and adaptation capabilities not described
here. Part of the support for this kind of interoperability comes from object-based
communication platforms, discussed in Section 4.10.

4.9.1 Mobile IP

"Mobile IP" [RFC2002, PERKINS1, PERKINS2] is a proposed macromobility
system that is automatic and invisible to transport-level and higher layers. Each
device is assumed to have a home local network, associated with the user or with a
provider such as an employer or a residential services ISP. The logical device ad-
dress and its temporary physical IP address are called, respectively, the "home" and
"care-of"" addresses. Whenever the mobile device moves, at least from one local
network to another, its new reachability information is registered with the home
mobility agent.

An incoming packet, addressed to the mobile device's home address, reaches
the mobile device's home agent (Figure 4.39), which encapsulates it into a larger
packet with the "care-of” destination address. This address is supplied by the for-
eign agent in the mobility server. This IP tunneling is similar to that described for a
VPN in Chapter 1. The encapsulated packet is forwarded to the foreign network
where the mobile device is. The foreign agent in the mobility server strips off the
care-of address and delivers the original packet with the home destination address,
possibly using a micromobility procedure such as cellular IP (Section 4.9.3). Since
the mobile device receives a packet with its familiar home destination address,
higher layer functions that are programmed to expect the home address will work
normally.

The normal Mobile IP startup mechanism is for the mobility server to advertise,
by broadcast every few seconds, available care-of addresses and other information
including information about Internet connection and special features such as alter-
native encapsulation techniques. It is then the responsibility of the mobile device to
register itself with the home agent, using the mobility server only as a pass-through
service and receiving confirmation of registration from the home agent. The home
address, care-of address, and registration lifetime assigned by the home agent con-
stitute a binding for the mobile node. The home agent also serves as the AAA host
for Mobile IP and considerable care is given to security features of this transaction.
The home agent updates the entry in its routing table relating to the mobile device's
location.

With micromobility, the mobile unit can negotiate with a more intelligent mo-
bility server, avoiding the broadcast mechanism and giving the mobility server re-
sponsibility for interactions with the home agent. The home agent need only know
about the mobility server in the foreign network, not the details of location of the
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mobile device. The mobile device can move through the foreign network without
the need for any further location information exchange with the home agent.

The eventual advent of IPv6 will make Mobile IP easier to implement, with
stronger security and neighbor discovery features and address autoconfiguration that
may be equivalent to a foreign agent. It also is more supportive of source routing as
required for packet forwarding to the foreign network.

4.9.2 Application-Layer Mobility

An application-layer architecture is an alternative to the network-level Mobile
IP, eliminating requirements for packet interception and other special features in
Internet nodes and supporting media applications. One proposal, for mobility in a
future IP-based 3G/4G cellular mobile environment, "attempts to develop an end-to-
end mobility management framework that exclusively uses SIP (Session Initiation
Protocol, Section 5.4) messaging to support terminal, session and service as well as
personal mobility for both real-time and non-real-time communication"
[DVCTBNS, SW]. In this proposal, SIP invokes other Internet protocols for serv-
ices such as DHCP, DiffServ and AAA, and supports route optimization and other
mechanisms for real-time services. The architecture includes AAA functions, trans-
parent use of TCP or UDP, multicast, and handoff of an ongoing communication
session from one base station to another and from one IP subnet or domain to an-
other.

Figure 4.40 outlines SIP-based pre-call and mid-call terminal mobility. Pre-call
mobility applies to startup of a new session with a mobile device. In this stage, a
mobile device registers with a SIP redirection server in its home network a new ad-
dress that it has received in any of several possible ways, including SIP-based pag-
ing, from the foreign network. This redirection server is queried by a sender
wishing to communicate with the mobile device, and is provided with the new ad-
dress. A session is then set up by the sender with a SIP INVITE-ACCEPT routine.

Mid-session mobility concerns a change of address for the mobile device during
the course of a session, i.e. a handoff situation. The mobile device, in this case,
sends a new INVITE message with an updated session description including the
new location parameters. Faster handoff is possible with a micromobility system in
which the new address is that of the foreign network's mobile gateway rather than
that of the mobile device.
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Figure 4.40. Using SIP for application-layer device mobility (adapted from [SWT).

The last type of mobility supported by SIP is the response to a break in the ses-
sion caused by a failure of network connectivity. If it is less than about 30 seconds,
SIP will maintain the session. If longer, the session must be reestablished by each
party making a SIP INVITE to the home address, i.e. the home proxy SIP server of
each individual. There is also a session timer capability in SIP that, if set, will
automatically reset the session at periodic intervals.

Similar use of SIP may be made for mobility of individuals and services, and
for the AAA and other service functions alluded to above.

4.9.3 Cellular IP

Cellular IP, an architecture proposed by Columbia University and Ericsson
[CGV], is well suited to regional or micromobility. It uses "soft-state routing” in
which traffic-forwarding routes disappear if not used for some time. Figure 4.41
shows the basic concept of a local/regional mobility gateway, routing nodes, and
access points.

Routing nodes
Gateway
s
Access point
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Figure 4.41. Cellular IP architecture.

Within a cellular IP domain, an optimal route is sought for each communication
session. The gateway accepts routing updates and does the route optimization,
choosing the best trajectory through routing nodes between the communicating par-
ties or carrying traffic out of the domain into the Internet if one of the parties is out-
side of the domain. Figure 4.41 indicates one such route between two parties on
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separate access points within the domain, efficiently avoiding passage through the
gateway. The route-generation scheme uses the simple technique of recording the
routes taken by traffic firom each mobile device to the gateway, and then sending
traffic received from the Internet back the other way. Similarly, this path informa-
tion can be merged to generate efficient intra-domain routings that may avoid the
gateway as in the example.

Cellular IP actively tracks only active users, thus reducing network "keep-alive"
traffic. When a mobile device becomes active through initiation or receipt of traffic,
cellular IP uses its location searching and management system to provide access,
similar to the practice in cellular mobile networks. Instead of instituting connec-
tions as is done in cellular mobile networks, cellular IP uses a relatively simple sig-
naling protocol that provides different services for active and passive devices, with
the soft state property providing an automatic time-out transition from active to pas-
stve. Internet services capabilities such as DiffServ can be provided in the cellular
IP context, facilitating support for media applications.

Cellular IP exemplifies the hierarchical model for IP mobility, with coarse-
grained mobility supplied by Mobile IP and finer-grained mobility by cellular IP or
similar domain-localized architectures.

4.10 Object-Based Software Technologies

Computing interoperability across networks, such as an application on one op-
erating system requesting a service or an executable software module from some
program executing on another operating system across a network, is the reason for
the existence of object-based "middleware" platforms such as CORBA (Common
Object Request Broker Architecture [www.omg.org]) and SOAP. JAVA is both a
programming environment and an object services system. An example familiar to
all Web surfers is the execution, within a controlled browser environment, of JAVA
animation applets retrieved from Web pages. Figure 4.42 illustrates the concept of
middleware providing an abstracted service to applications, hiding the complexities
of processing and communications. Inter-process communications is shown as a
logical function at the middleware level, relying on the actual physical communica-
tions at a lower level.

All of this middleware is object-based, where an object is a piece of software
representing any service-providing or information entity, such as an executable pro-
gram, a document, or some kind of device. The object is an abstraction of the
physical thing. Objects belong to classes that share certain atfributes (parameters)
and methods (functional operations).
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Figure 4.42. Middleware facilitating communication between client applications and service objects.

As the following "student" class iltustrates, objects (individual students) in the
class inherit attributes such as age and sex that were already defined in a parent
class such as "university people", but have new attributes for things characterizing
students such as class year. A method is an operation that can be made on an object
(an individual student), such as registering the student for a course.

Class: Student
Attributes:

Inherited: Age, sex, address, telephone

New to this class: Class year, major, courses signed up for
Methods: register(), delete course(), complete course ()

In addition to the object paradigm, applied to service objects distributed across
a network, middleware embraces the computing notion of RPC (remote procedure
call), which in turn relies on communication sockets and on network and port ad-
dresses that were defined in Chapter 1. The RPC [RP] is a mechanism for invoking
a function on a remote machine (whose address it knows). A communication socket
is a programming interface to communication services such as TCP/IP. Figure 4.43
illustrates the RPC concept for the example of remote execution of a function int
f(int arg). The RPC stub and skeleton are proxies for remote entities.

Call int f(int arg)

Application level data —
"""""" *CRPC stub > iininication - RPC skeleton 3+ int f(int arg)

I¢:

) [ g Sk e |~
0S8 [

P kernel TCp TCp kernel
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Physical Physical Server address:

server host IP address
& service port number

Figure 4.43. Remote Procedure Call using a socket communication mechanism.
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4.10.1 Java and C#

Java and C# are object-oriented programming languages with general applica-
bility. One important application area is to use them in conjunction with object plat-
forms such as CORBA and SOAP, and with XML service specifications, to
aggregate service components across the Internet. This "networked services" envi-
ronment is described in the next section.

Java [RITCHEY, FLANAGAN, CAMPIONE, ORFALI], developed by Sun
Microsystems [java.sun.com] is both a high-level object-oriented programming lan-
guage, usable in the same ways as are others, such as C++, and a system for soft-
ware transportability. As a language, it can be described as "simple, object-
oriented, distributed, interpreted, robust, secure, architecture neutral, portable, high-
performance, multithreaded, and dynamic" [FLANAGAN]. As a system, it consists
primarily of the Java language and the Java virtual machine, which can be installed
on computers with different operating systems in order to run small pre-compiled
Java programs without having to directly compile them into the machine code re-
quired by the local operating system. These small Java programs are frequently
used for retrieval and control of media streams.

Java is important in networked applications because it is designed for distrib-
uted applications among entities that do not always trust one another. It promises
interoperability with the slogan "write once, run anywhere" (on different computing
platforms). Java has several embodiments, including a general-purpose object-
oriented high-level programming language, an applet of compiled Java byte code
that is transferred to a network to a client application such as a Web browser where
it may execute on a virtual machine, and reusable Java beans that are special func-
tional classes for enterprise-centered functions.

The features of Java include:

- Independence from computing platforms.

An interpreter program translates Java code into machine code. For distribution to
clients such as Web browsers, performance is maintained by compiling first to byte-
oriented code that can be efficiently interpreted and possibly converted by a JIT
(Just In Time) compiler into machine code on the client computer. Data types are
defined with fixed sizes independent of the sizes that the actual CPU uses for the
corresponding data types, helping to make Java programs independent of different
hardware systems.

- Object-oriented properties including object classes and operations on objects, in-
heritance and reuse of code, display instructions carried within objects, and class
libraries for a wide range of functions useful to application programmers.

- Multithreading to allow several different processes to execute simultaneously
rather than sequentially, using the processor more efficiently.

- Elimination of pointers to memory locations and automation of memory manage-
ment, which both simplifies programming and makes it more difficult to create
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software viruses. Java implements an automatic memory-managing "garbage col-
lector" removing from physical memory those objects that are no longer being used.

As an object-based language, Java stresses reusability of software. A large
amount of standard software is available in its classes that are arranged in packages,
such as:

java.awt graphical user interface components

java.io input/output functions

java.net networking functions

java.lang programming functions (with root class object).

A Java class describes the methods (allowable operations on) and attributes (of)
specific objects that may be instantiated (activated). A class including a main
method is a program. Java programs are often compiled into byte code that is exe-
cuted by a Java interpreter that, together with a run-time system, constitutes the
Java virtual machine. That does not preclude direct compilation of Java programs
into native machine code.

A virtual machine is a computing entity built on top of a native operating sys-
tem such as Windows, Mac, Linux, etc. Figure 4.44 illustrates the transfer and
execution of a Java applet, in the format of Java byte code, to a virtual machine
where it executes. A virtual machine must be written for each different operating
system, but the Java applet need only be written once in order to run on any of those
virtual machines.

; L Compiler to
Client application e Server [*Tbytecode
Java bytecode applet
Java
Java virtual machine source code
(Interpret to machine code .
to run on local Operating Class Source application
System) libraries

l Executable machine code
Source OS

Figure 4.44. Transfer of a Java applet and execution in a Java virtual machine.

Small Java programs, for which compilation or line-by-line interpretation from
source code is not too time-demanding, can be distributed as source code applets
rather than byte code applets. In this case, Java is reduced to a minimal complexity
scripting language. A good scripting language supports encapsulation of multime-
dia objects such as graphics, display objects, video and audio data streams, event
management and muitimedia synchronization, and an inherent model of time and
space supporting timelines and animation.

C# (pronounced "C sharp™) is a similar programming environment, developed
by Microsoft and regarded as competitive with Java for network-based applications
and particularly for Microsoft's .NET development environment. It is "a modern,
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object-oriented language that enables programmers to quickly build a wide range of
applications for ... NET .. which provides tools and services that fully exploit both
computing and communications... Using simple C# language constructs, these
components [high-level business objects to system-level applications] can be con-
verted into XML Web services, allowing them to be invoked across the Internet,
from any language running on any operating system... C# is designed to bring rapid
development to the C++ programmer without sacrificing the power and control that
have been a hallmark of C and C++". [msdn.microsoft.com/vstudio/
techinfo/articles/upgrade/Csharpintro.asp].

Like Java, the design of C# eliminates some common C++ programming chal-
lenges. "Garbage collection" replaces manual memory management, and variables
are automatically initialized by the environment and type-safe. C# claims an ad-
vantage in safely updating software modules via versioning support that requires
explicit method overriding, and built-in support for interfaces and interface inheri-
tance. It accommodates "typed, extensible metadata that can be applied to any ob-
ject" so that domain-specific attributes can be applied to element classes and
interfaces. Perhaps most significantly, C# "includes native [built-in] support for the
Component Object Model (COM) and Windows®-based APIs ... with C#, every
object is automatically a COM object ... [and] C# programs can natively use existing
COM objects, no matter what language was used to author them." Thus C# appears
to be part of the fully integrated Windows® environment that was still a topic of
debate at the time of writing. It would seem that the choice between Java and C#
will depend more on the designer's preferred application development environment
than on any significant advantage or disadvantage of either one.

4.10.2 CORBA and SOAP

The need for full interoperability between applications written in different
computing languages and running on different computing platforms cannot be met
by any single language such as Java or C#. Applications written in different lan-
guages and running on different operating systems, configured as client and server
objects, are made interoperable through object request broker systems such as
CORBA (Common Object Request Broker Architecture [www.omg.org]) and
SOAP (Simple Object Access Protocol [www.w3.0org/TR/SOAP, SEELY]). We
begin by describing CORBA, the earlier and more extensive platform.

CORBA is a broker system because it negotiates service "deals" between vari-
ous clients and server objects, providing a range of helpful services to make the
negotiation easier. It specifies object interfaces (methods and attributes) in its own
IDL (interface definition language), then compiles each specification into code in
the local language of the participating system. The acronym "ORB" is frequently
used for the platform that facilitates the communication between the client code that
makes a request and the objects within a server that process the request.



282 The Multimedia Internet

The main services of an object broker system such as CORBA are the naming
service, the trader, and the broker. The naming service selects an object based on a
descriptive name, analogous to telephone white pages, and returns an object refer-
ence that is a kind of universal logical address. The trader is similar to the naming
service, but accepts a functional description of the desired service, analogous to
telephone yellow pages. The broker reports a service location and helps get it
started. CORBA has many other services not described here.

Figure 4.45 illustrates the process to invoke service(s) of a service object . The
client application, assumed to know the object's colloquial name, first leamns the
object's identification (a unique character string called the object reference) from a
naming service. The application then asks a broker service, through a method call
using the object reference, for the address (e.g. IP address and port number) of a
server offering that service object. The broker can track a migrating object, with the
help of a migration database that servers are supposed to inform when a service ob-
ject migrates somewhere else, and start a server on demand, so that server processes
do not have to be left running all the time. The broker further indicates the commu-
nication mechanism, such as RPC (remote procedure call) or CORBA's own IIOP
(Internet inter-ORB protocol). These communication mechanisms include commu-
nication protocol stacks and "marshal” data, flattening data structures so that, for
example, a matrix is represented by a byte stream that can be converted back into a
matrix.

At this point the client application is ready to make its invocation of service
from the desired object, which is presumed to have an IDL interface accepting par-
ticular methods (functions). The client stub is software that is a proxy for the serv-
ice object, interacting on one side with the client application and on the other with
the server skeleton, which is a proxy for the application.
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Figure 4.45. Invoking an object through a broker.

Figure 4.46 shows the CORBA architecture in slightly more detail. The basic
function of the ORB is to intercept a method call, find an object to implement the
method, pass parameters, invoke the method, and return the result (if any). A client
application can make (service) object invocations defined in the IDL interface using
a stub that was automatically generated from the IDL, and others via the dynamic
invocation interface. Note that the stub is program code in a particular program-
ming language such as Java, C++ or C#£.

The client application gets help from the public ORB interface including utili-
ties such as Object Ref-String conversion and statistics on connections. The ORB
library does data packaging, e.g. in IIOP, and contains the communication layers.
The communication layers may, for example, be TCP/IP/PHY for IP networking, or
INAP (call control)/TCAP (transport protocol)/PHY for Signaling System #7 used
for call control in the telephone network.

The dynamic skeleton interface on the server side identifies a target object from
information in the request, while the object adapter assists instantiation at runtime,
registration, execution scheduling (priorities), moving objects to different servers,
and deactivation of objects. The server objects (including the interface repository)
are what the method calls act on, through their IDL interfaces. Server objects not
instantiated at startup of the computer on which they reside can be instantiated
through the Object Adapter (OA). Two popular OAs are the BOA (Basic Object
Adapter) which is relatively small and simple but is platform (computer)-dependent,
and the POA (Portable Object Adapter) which is independent of the platform and
the CORBA software manufacturer, but is more complex to use.

A CORBA method invocation is not the same as a Remote Procedure Call, for
which a specific function on specific variables invokes only one type of response.
An ORB method invocation is an operation on a service object, and the same
method may be called on more than one object, yielding possibly different types of
responses. This is important for heterogeneous systems in which clients need not
change their service requests with every change in server implementation.
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Figure 4.46. The CORBA platform.

SOAP (Simple Object Access Protocol, [www.w3.org/TR/SOAP] is "a light-
weight protocol for exchange of information in a decentralized, distributed envi-
ronment." It can be regarded as a simplified CORBA focused on World Wide Web
applications and exploiting XML ubiquity [SEELY]. An optional HTTP binding
allows SOAP messages to be included within HTTP messages.

Its components are an "envelope" framework for conveying messages, seriali-
zation encoding rules for datatypes (essentially data structure flattening for trans-
mission), and a way of representing remote procedure calls and responses. SOAP
messages, composed in XML, are one-way communications from a sending to a
receiving application. For simplicity and extensibility, some elements of messaging
and distributed object systems, such as eliminating unused objects (CORBA's gar-
bage collection) and activating objects by abstract references, are not included.
SOAP is conventionally used with HTTP (Section 4.8.1).

As an example, modified from the example offered in the SOAP standard, con-
sider a request from a Web site (using HTTP) for the price of an item, say cameraA,
in a catalog. A method "GetLatestPrice" operates on the object cameraA. In the
syntax of the request, "xmlns" is a prefix to definition of an XML namespace related
to a particular procedure, such as invoking SOAP's envelope or retrieving prices,
and "m" is an arbitrary identifier for the cameras namespace. A schema, not shown,
is presumed to have defined the XML tags and the data type for the price quote.
The customer’s request to the Web site might be as follows:

POST /PriceQuote HTTP/1.1

Host: www .catalog.com

Content-Type: text/xml; charset="utf-8"
Content-Length: nnnn

SOAPAction: "http://www.catalog.com/prices”

<SOAP-ENV:Envelope
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xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
SOAP-ENV :encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<SOAP-ENV:Body>
<m:GetLatestPrice xmlns:m="http://www.catalog.com/cameras">
<symbol>cameraA</symbol>
</m:GetLatestPrice>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

The response, including the encapsulated SOAP message, might be:

HTTP/1.1 200 OK
Content-Type: text/xml; charset="utf-8"
Content-Length: nnnn

<SOAP-ENV:Envelope
xmins:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"/>
<SOAP-ENV:Body>
<m:GETLatestPriceResponse xmlns:m="http://www.catalog.com/cameras">
<Price>550.00</Price>
</m:GetLatestPriceResponse>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

There are good reasons for using a distributed object Web services platform
like CORBA or SOAP, a major one being software reuse. If an already created
service can be located, the object paradigm allows including it as a "subcontractor”
module in a new application. Service object directories, such as UDDI (Universal
Description, Discovery and Integration specification [/www.uddi.com]) already
exist, intended as "the building block that will enable businesses to quickly, easily
and dynamically find and transact business with one another ... " Descriptions of
services can be provided in the Web Services Description Language, still another
application of XML. Providing Web-based services as objects invoked through
SOAP is a business opportunity in itself, with several service development frame-
works available from major vendors of computing equipment and software. A sec-
ond reason is the fundamental language and platform interoperability for which
CORBA was originally designed. Invoking a service does not require that the client
operate in the same computing environment as the supplier.

However, there are some costs associated with buying services through the
Internet through a Web-based distributed object platform [www.alistapart.com/
stories/webservices/]. There is greater vulnerability to service interruption and per-
formance delays with this remote services model. XML is "wordy" and requires
larger messages and storage spaces. The business model for object-based services is
still not fully developed, with no clear expectations for charging schedules and
software licensing.
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Still, SOAP illustrates the relative ease of use of distributed object middleware
for even very simple transactions, and the potential for cost savings and for greater
interoperability and flexibility in networked information applications. Media data
structures can of course be realized as retrievable objects along with other data
structures such as strings and tables. It remains to be seen if middleware of this
kind performs as well in real-time media applications, in comparison with stan-
dardized play control protocols such as RTSP (Real-Time Streaming Protocol,
Chapter 5).

4.10.3 Networked Services Environments

At first sight, Java (or C#) and CORBA (or SOAP) look like competing distrib-
uted object platforms for invoking services across a network. In practice, they work
together well on the "object Web". In particular, Java and C# are mobile software
systems in which objects are easy to distribute to various client applications. They
offer, in their virtual machines, a convenient portable operating system for running
the retrieved objects.

On the other hand, CORBA (and to a lesser extent SOAP) is a comprehensive
distributed object platform with a rich set of distributed object services including
sophisticated naming, discovery, transactional, and security features. These object
interaction systems extend the reach of Java/C# applications across networks, lan-
guages, component boundaries, and operating systems. Their objects can be, and
frequently are, written in Java or C#.

One common application scenario is a Java applet functioning as a CORBA cli-
ent object, interacting, as shown in Figure 4.47, with service objects in the highly
interoperable, service-rich manner of the CORBA platform. After a usual http
(Web browsing) interaction with a Web server, a Java applet is downloaded to the
client location, where it executes on a Java Virtual Machine and carries out the
functions of a CORBA client object. The CORBA ORB, split between client and
server locations, is presumed to include the client stub, server skeleton, and com-
munications stack entities described earlier.

Elements of CORBA were adopted for the Java Development Kit, including the
CORBA/IIOP ORB in a Java implementation, a development environment for gen-
erating CORBA stubs and skeletons from CORBA IDL, and a Java-based CORBA
naming service. Java retains its own RMI (remote object invocation) capability
running on top of CORBA's IIOP, facilitating interoperation of RMI-based applica-
tions with CORBA objects in other languages.
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Figure 4.47. A Java applet functioning as a CORBA client.

Figure 4.48 shows an architecture for a Web-based distributed services envi-
ronment based on JAVA/C#, SOAP, and XML. An XML Web service is a software
service exposed on the Web through SOAP, described with a WSDL file and regis-
tered in UDDI. The objective is to create new network-based applications quickly
and easily by drawing on services components available from "subcontractors"
around the Web.
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Figure 4.48. Web-based "network services" architecture.

As an example, consider a purchasing application that a buying aggregator may
wish to set up, as suggested in Figure 4.48 [WOLTER]. The requirements are to
automatically bring in price information from a variety of product vendors, allow
the user to select a vendor, submit the order and then track the shipment until it is
received. The buying aggregator announces its services on the Web, and a client
purchaser interacts with it using HTTP to browse a catalog and place an order. The
buying aggregator then uses XML Web services to check the customer's credit,
charge the customer's account and set up the shipment with a shipping company.
Rather than implement these background services itself, the buying aggregator
chooses to buy them itself from three service providers on the Web. Their services
are described (using WSDL, the Web Service Description Language) in files avail-
able from a services directory. A WSDL file is an XML document that describes a
set of SOAP messages and how the messages are exchanged. The purchasing ag-
gregator invokes the background services in SOAP message exchanges with the
service providers. The purchasing aggregator also interacts with product vendors,
possibly also using SOAP. Figure 4.49 illustrates the protocol stack used for these
transactions.
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Figure 4.49. Protocol stack for Web-based services aggregation.

In this stack, [UDDI] is "a specification for distributed Web-based information
registries of Web services [and] a .. set of implementations of the specification that
allow businesses to register information about the Web services they offer so that
other businesses can find them." UDDI is a technical discovery service that locates
information about services exposed by a potential or actual business partner, deter-
mines whether a partner's service is compatible with technologies used by an in-
quiring business, and provides links to the specifications of Web services so that an
inquiring business can build an integration layer to the service. It "complements
existing online marketplaces and search engines by providing them with standard-
ized formats for programmatic business and service discovery." UDDI is not a full
discovery service that might locate a provider of a specific service in a specific geo-
graphic area within a specific timeframe, although such a business negotiation
service could be built upon a UDDI foundation.

The implications of XML network-based services include support for a feder-
ated business model as opposed to centralized, and reduction of entry barriet/costs
for creating new applications that require complex service components.

One well-known implementation platform at the time of writing was Microsoft
NET® [www.microsoft.com/net/basics/xmlservices.asp]. This platform had many
components [RICHTER]:
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-The Windows operating system.

-A set of enterprise servers such as Microsoft Commerce Server 2000, Microsoft SQL Server 2000.

-A library of consumer-oriented generic public XML Web services (".NET My Services") including NET
Alerts, NET ApplicationSettings, .NET Calendar, .NET Categories, NET Contacts, NET Devices, NET
Documents, NET FavoriteWebSites, .NET Inbox, .NET Lists, .NET Locations, .NET Presence, NET
Profile, NETServices, and .NET Wallet.

-A development platform (the .NET Framework).consisting of a CLR (a common-language runtime envi-
ronment usable by different programming languages) and a framework class library. Applications and
XML Web services can be developed within the NET Framework. A lighter-weight "compact” frame-
work was available for PDAs and appliances.

-A development environment (Visual Studio .NET) including a project manager, a source code editor,
user interface aids, and various tools such as code debuggers.

The common-language runtime and framework class library are the heart of the
initiative, offering a common object-oriented programming environment, simplified
programming models, interoperation of different programming languages, and other
benefits. Although a variety of programming languages are supported, C# "is the
language Microsoft designed specifically for developing code for the NET frame-
work". Source code files are are compiled into managed modules, which are Win-
dows portable executable files, which are in turn combined into logical groupings
called "assemblies". It is these assemblies that run in the CLR.

The NET framework class library is a set of assemblies containing many func-
tionality type definitions, such as System.Drawing, System.IO, System.Security and
System.Xml. "Types are the mechanism by which code wrotten in one program-
ming language can talk to code written in a different programming language", and
the combination of the class library and the common-language runtime facilitate
building applications such as XML Web services (methods exercised across the
Internet), Web forms, and component libraries.

The concept of services aggregated from components distributed across a high-
capacity, low-latency (delay) Internet is a powerful one, likely to become a perva-
sive theme of the future information infrastructure.

4.10.4 OpenCable Application Platform (OCAP™)

The entertainment and information made available by operators of cable data
access networks (Chapter 3) are rapidly integrating into the larger environment of
Internet multimedia applications. Despite this change, cable operators do not want
to give up the lucrative business of selling and controlling delivery of programs
even as Internet connection means that they are transporting programs from other
providers. Application platforms for control of cable operator-supplied program-
ming have long been built into set-top boxes. These provide APIs (application pro-
gramming interfaces) through which various service applications, often written in
the Java language, gains access to set-top box hardware capabilities such as com-
munication, security, and program play control. These platforms, usually proprie-
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tary from various manufacturers, provide the desired isolation of applications from
functional details of the underlying system but make it difficult to easily install new
or customized applications or to offer the platform to outside services providers.

That is the motivation for an open application platform with a published APIL
CableLabs sponsored the OpenCable™ project, developing both a software appli-
cation platform specification (OCAP) and a hardware specification covering core
functional requirements, a copy protection system, and the interface for a Cable-
CARD™ that contains whatever security system the operator wishes to use
[www.opencable.com/primer/]. 1t also includes IEEE 1394 and DVI outputs con-
trolled through an OCAP interface [DECARMO]. Figure 4.50 suggests this entire
environment.

OpenCable intends to "define the next generation of advanced digital cable-
ready devices, encourage supplier competition and innovation, create a common
platform for two-way interactive cable services, and enable a retail platform for
these advanced interactive cable services". Compliant devices including set-top
boxes, television sets, and digital recorders will be available in stores just as cable
modems now are, and programmed for whatever cable system they are attached to.

Java applications

LI I aprs

OCAP .
CableCARD interface
Open i b —
Cable Device (set-top box,
TV, ... hardware To cable system
for program delivery
and security Home network interfaces

(IEEE 1394, DVI, ...)
Figure 4.50. The OCAP and hardware components of OpenCable.

The current OpenCable Application Platform Specification is [OCAP2.0]. 1t
"defines a specification for middleware software for digital cable television set-top
boxes and other digital devices ...". It includes "all required APIs, content and data
formats, and protocols up to the application level”. OCAP 2.0 "adds content for-
mats based on Web technologies such as XML, DOM, and ECMAScript"." It will
"allow individual cable operators to deploy custom applications and services on all
OpenCable-compliant host devices connected to their networks".

OCAP is based in large part on the European Multimedia Home Platform
(MHP) initiative [deCarmo], using a Java virtual machine and various Java compo-
nents including Java AWT (section 4.10.1), JavaTV and Java Media Framework.
OCAP has an additional "conditional access" infrastructure implemented in the Ca-
bleCARD of Figure 4.51. It also implements a "monitor application" that replaces
MHP's priority-based arbitration scheme (among simultaneous applications con-
tending for resources) with one allowing cable operators to customize priorities and
to guard against unauthorized applications loading into a device and executing.
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Finally, OCAP allows an application to persist independently of a particular channel
or service, e.g. across channel changes. OCAP control from the headend uses an
Extended Application Information Table structure carried in-band (the same com-
munication channel as the information program) within an MPEG-2 transport
stream.

OpenCable illustrates how a media delivery system that evolved independently
from the Internet is beginning to conform to the open services programming envi-
ronment that is characteristic of the Internet environment. This trend helps set the
stage for the higher-level media delivery protocols described in the next chapter.



S

MEDIA PROTOCOLS AND APPLICATIONS

This chapter introduces applications and application-layer protocols (Figure
5.1) of the Multimedia Internet that involve streamed audio/video media. The pro-
tocols described here and in preceding chapters are open public standards, but
commercial media streaming systems described in Section 5.9 contain proprietary
elements as well. The applications of media streaming include IP (Internet Proto-
col) telephony and more general forms of multimedia conferencing, exchanges or
downloads of music or video files, and Internet broadcasting

Application level:
i Media streaming
ill)]etshciglbcd IP telephony and MM conferencing
chapter Supporting protocols: Real-time media flows, media stream control : Signaling

Presentation level: Data formats for presentation and display
(Web retrievals, multimedia document markup languages)

Session level: Dialog between processes
(Open and close sessions, object exchange and retrieval)

Transport level: Application to application data unit transfer
(Connections, reliable transport, end-to-end rate control)

Network level: Network ingress node to network egress node
(Internetworking [IP], routing, QoS services, traffic policing)

: - : | Path setué E
Link (or Medium Access Control) level: Node-to-node operation
(Framing, switching, contention resolution, QoS priorities & bandwidth allocations)

Physical: Wired/wireless networks
(Signaling and modulation formats, facilities and bandwidth provisioning)

Figure 5.1. The application layer of the Multimedia Internet addressed in this chapter.

At the application layer, there has been considerable interaction between the
traditional public network and Internet communities for interoperability and in order
to support common service functions in both environments. This is especially rele-
vant for telephony, where tight coordination of call control is required between the
Internet and the PSTN (Public Switched Telephone Network).

The remainder of this chapter first considers interpersonal communications, in
particular VoIP, leading to discussions of RTP, H.323, Megaco/H.248, SIP, and
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RSVP. Most of the rest of the chapter describes streaming media, introducing
RTSP and the commercial streaming systems.

5.1 Voice over IP (VoIP)

Interesting as truly multimedia applications, such as multimedia conferencing,
may be, most attention up to now has been focused on an application that involves
only a single medium but is of the greatest interest and importance. That application
is the familiar one of telephony. The challenge for the communications industry is
to extend telephony into the Internet in a way that realizes high-quality, easy-to-use
telephony not only among Internet telephony appliances, but also among Internet
telephony appliances and normal PSTN telephones. The attraction for service pro-
viders is the (potentially) lower operating costs of VoIP, with its savings from sta-
tistical multiplexing of all data traffic (including VoIP), simple flate-rate
subscription plans, and, at the time of writing, exemption from having to pay certain
access fees and taxes.

Figure 5.2 shows the subscriber access arrangement for PSTN subscribers who
desire to replace their regular phone service provider with a VoIP provider, while
continuing to use their regular analog telephone. The analog telephone adapter does
the A/D voice conversion, perhaps using the [G.711] compressive voice codec, and
creates IP packets. It provides dial tone to the analog phone and converts between
analog telephone control signaling and Internet signaling protocols. VoIP service
often includes a range of calling services such as caller ID, call waiting, call trans-
fer, repeat dial, return call and three-way calling at no extra cost. The service may
extend to voice and text messaging integrated with real-time telephony, which is
easy to do in a data network. The adapter may contain a router or that may be sepa-
rate. For a computer user, with the required voice hardware, no adaptor is needed.
The client application, plus free computer-to-computer and inexpensive PSTN
gateway service, was offered by vendors such as Skype (www.skype.com) at the
time of writing.

Analog/digital/packet
interface

=== | Analo,
[\ telephgne Router —— Modem
adapter

Figure 5.2. VolIP access arrangement for a subscriber with an ordinary analog telephone.

VolIP requires good voice quality and low delay, and has the potential to go be-
yond what is feasible in the PSTN, providing voice communications at alternative
quality levels (with different transmission rates), better integration with voice and
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text messaging (as noted above) and with other media, and new services such as
emergency multicast notifications and translation into alternative services such as
email. This section describes the fundamental requirements for Internet/PSTN te-
lephony as a prelude to introducing the relevant protocols and describing how they
support telephony and more general multimedia applications. The implementation
of VoIP systems for enterprise and personal applications is described in detail in
other references such as [KHASNABISH].

Real-time telephony and videoconferencing are demanding applications from a
quality of service perspective. There is a severe bound on delay, although packet
loss may not be as critical. The traditional telephone network satisfies this require-
ment by reserving a circuit or circuits for each session, beginning transmission as
soon as a voice source begins and guaranteeing that no interfering traffic will delay
the time-sensitive information. Call admission assures that there will be no over-
booking that would degrade the quality of calls in progress.

In any packet network including the Internet, there are two serious obstacles to
providing good telephony service. The first is packetization delay, incurred as
enough encoded voice data is accumulated to build a packet of reasonable size. A
packet of reasonable size is one in which the header, such as the 20-byte IPv4
header, is only a small fraction of the total packet size. Figure 5.3 illustrates the
packetization delay problem for a 13kbps compressed speech source, where accu-
mulation of a "reasonable" 1024 bit packet payload requires 79ms. When added to
other delays in the system, this may already be too much. ATM (Chapter 3) was
invented partly to impose a packet (cell) with a 48 byte payload, short enough to
minimize packetization delay. But even in IP networks with larger packets, pack-
etization delay can sometimes be mitigated by multiplexing voice samples of several
users before they penetrate too far into the network, as illustrated in Figure 5.4.
Partly-filled packets from each source, with small packetization delay but low effi-
ciency, are multiplexed into better-filled packets for transit through the core net-
work without increasing the delay. The sources must be close to one another, and
similarly for the receivers.

Buffer contents dumped

Outgoing buffer Iinto pagketizer
occupancy (bits) 1024 :, :,
. 2 ms Packet transmission

79 158 | } begins

13 Kbps 79

Compressive > ufted—>| Packetizer
audio coder 1024 bit payloadﬂ

ms

Voice

Figure 5.3. Packetization delay in packet voice communications.
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Figure 5.4. Multiplexing of voice sources with the same destination network for low packetization delay
and high efficiency.

The second obstacle to telephony in packet networks is the network delay that
may be incurred if large packets block the small, urgent voice packets ("Head-of-
Line" blocking). This may happen in routing nodes in lower-speed facilities where
traffic contending for a particular output line must wait in line, and a small, urgent
packet may find itself waiting behind a large, not so urgent packet that will take a
significant time to transmit. This is not a problem in high-volume routing nodes.
ATM is at least a marginally superior solution because of the fixed small cell size
and the advance reservation of virtual circuit bandwidth. IP networks, placing a
high value on simplicity, prefer to allow variable packet sizes and to handle QoS on
an aggregated basis. The problem of mixing high-priority and lower-priority traffic
is addressed with preferential service mechanisms such as DiffServ EF (expedited
forwarding) described in Chapter 4. Call admission may be a consideration here
too, but it may be softer, admitting a call with assignment to a lower QoS rather than
rejecting it entirely because of limited capacity.

Telephony through data networks has a long history, including experimental
voice communications in the ARPAnet in the 1970s and Ethernet telephony in the
1980s. It was not until the 1990s that commercial voice-on-data-network products
began to appear. The most important innovation was real-time software for per-
sonal computers, providing the voice coding, control, and other processing require-
ments for voice communications through the Internet.

The first widely used product was VocalTec’s 1995 Internet Phone package,
sold in stores for about $50. Initially a half-duplex product (one way at a time), it
and the many other products on the market are now full duplex (simultaneous two
way). Internet telephone appliances independent of personal computers became
available in the late 1990s, such as the Cisco 7900 series of IP telephones with
G.711 and G.729a audio compression, SIP signaling, Microsoft NetMeeting™ com-
patibility, and a DHCP client for dynamic IP address assignment. The Internet
phone products are also developing the full range of value-added services imple-
mented in the traditional telephone network, plus others that are associated with
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multimedia teleconferencing, including voice messaging, conference calling, call
waiting, call forwarding, dialing from directory, and transfer of data as well as voice
during a call.

An IP phone can communicate directly with another IP phone, but in order to
be useful Internet telephony must interwork with public network telephones, per-
mitting calls from Internet phones to regular telephones and vice versa. This inter-
working is a focus for the standards described below. Figure 5.4 suggests an
interoperable system, including the partition of the telephony gateway into an Inter-
net/PSTN gateway and a media gateway controller. SIP is described in Section 5.4.
At the time of writing there were a number of VoIP providers offering gateway
services.

t Mike
EO——» Compres;ive -buffer >
t

: E audio codec buffer
H
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Speaker IP telephony |e----- ignali > I\gfgvi‘?a
Application - gomrolf,er

Internet

P address XXX.XX.XXX.XX, port zz | ph N -
A o= ' H.248.°
IP telephone ¥

Internet/PSTN

P% telephone Gateway

Tel number +y yyy %yyy\ PSTN

Figure 5.4. Functional diagram of Internet-PSTN telephony. For simplicity, the SIP proxy described
later is omitted here.

There is a large and confusing set of protocols that may be employed to facili-
tate Internet telephony and its interaction, through gateways, with other networks
such as the PSTN. Figure 5.5 illustrates the relevant protocol stacks for multimedia
real-time communication, including but not limited to telephony. Many of these
protocols are described in later sections of this chapter.

Among the several alternatives for signaling, SIP (Session Initiation Protocol,
Section 5.4) is a leading contender to set up IP telephony calls, and RTP (Real-Time
Protocol, Section 5.6) is used for the actual media transfer. The cost in packet over-
head may be substantial since, as noted earlier, the information content of packets
must be kept relatively small in order to minimize delay. As noted in
[SCHULZROSE], "... the combined stack consisting of IP, UDP and RTP add 40
bytes to every packet, while 20ms of 8kbps audio only take up 20 bytes. Thus, just
like for TCP, header compression is desirable". Header compression reduces over-
head by avoiding a full header in every packet.
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Figure 5.5. Protocol stacks for multimedia real-time sessions including Internet telephony. (Adapted
from [SCHULZROSE)).

QoS for Internet telephony can be provided through mechanisms described in
Chapter 4 such as SLAs (Service-Level Agreements) or alternative traffic submis-
sion controls, DiffServ and MPLS traffic engineering, or alternatively (but less
likely to be deployed) through per-call reservation mechanisms such as IntServ, set
up by a reservation protocol such as RSVP (Section 5.7).

IP-PSTN telephony introduces the challenge of interworking three addressing
systems: IP address, signaling (SIP or H.323) address, and telephone number. Sec-
tion 5.4.2 briefly describes the H.350, LDAP and ENUM directory standards that
appear to be replacing the older and relatively complex [X.500] directory protocol.

Presuming the more popular SIP signaling, the calling procedure is as follows.
Suppose a VoIP telephony user (caller) wishes to make an Internet telephone call to
another VoIP user (callee) whose SIP address (but not IP address) is known (Figure
5.6). The caller's IP telephony application will send a directory inquiry message to
the directory server, encapsulating the SIP address of the called party.

Directory/location server

(TP telephony ¥ _Called party’s SIP address___ - (1P telephony
Application | Called party’s IP address .77 N Application
and telephony port numbér Internet ™\
Caller N Called party
| _Call request (callerafd called __ | 1 ________ Ao
IP addresses and port numbers) SIP proxy server \'
e - ASCEPS oo e —————— [
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\ ’
N S
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S——— =

Figure 5.6. Internet telephone to Internet telephone call.

Assuming the called party is properly registered, the directory server will
translate the SIP address into the called party’s current [P address which is sent back
to a SIP proxy server or all the way to the caller’s telephony application, triggering
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a call initiation request to the called party's IP address and telephony port number.
If the request is accepted, the call begins and continues until one or the other party
hangs up with a call termination request.

A VoIP phone may be an Internet telephony application in a personal computer
or a VoIP phone or an analog phone with an Internet adapter as in Fig. 5.2. To call
from a VoIP phone to a PSTN telephone (Figure 5.7), the caller can encapsulate the
called party’s standard H.164 telephone number in a call initiation message sent to a
media gateway controller (or a proxy SIP server). The media gateway controller
will identify the most appropriate Internet/PSTN gateway, perhaps the one closest to
the called party so as to minimize telephone charges. It provides this gateway with
the destination telephone number and the IP address and telephony application port
number of the caller. The Internet/PSTN gateway does the necessary signaling con-
version and dials the called party. The gateway also performs packetiza-
tion/depacketization, transcoding, and other requirements. A termination request by
the caller to the media gateway controller will be conveyed to the Internet/PSTN
gateway to terminate the call.
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Figure 5.7. Internet telephone to PSTN telephone call using called party's email address.

A call from a PSTN telephone (not a VoIP subscriber) to an Internet telephone
is more difficult, since data can only be generated from the telephone keypad. One
possible implementation (Figure 5.8) has the caller dialing the Internet/PSTN gate-
way (a commercial service) where a voice response system requests keypad entry of
any of the called party's addresses (telephone number, IP address, SIP address).
Future PSTN telephones may well have "@" added to the keypad. Using the exam-
ple of submission of the called party's telephone number (Figure 5.8), the number is
passed to the media gateway controller which consults the directory server for the
destination SIP and IP addresses. The gateway controller can then send a call ini-
tiation request to the appropriate IP address and port number of the called party.
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Figure 5.8. PSTN telephone to Internet telephone call using called party's telephone number.

Interoperability among Internet telephony software packages from different
vendors requires much more than coordination among connection servers. It also
requires compatibility between audio encodings, call processing protocols, and sup-
plementary services including voice messaging, conference calling, call waiting, and
data transfers. This interoperability challenge is being met through general adoption
of the ITU-T H.323 recommendation for audio/video conferencing on "non-
guaranteed-bandwidth" (e.g. IP) networks and its T.120 recommendation for data
transfers. The H.248 standard facilitates interaction between H.323-compliant de-
vices and terminals attached to the PSTN, such as telephones or facsimile machines.
Despite the existence of call control signaling in the H.323 standard, the simpler SIP
(Section 5.5) has become the preferred protocol for most implementations.

5.2 Multimedia Conferencing Protocol H.323

H.323 [H.323v4, www.openh323.org/] is part of the H.32x series of ITU-T
standards governing multimedia conferencing across different kinds of networks.
Specifically, H.320 relates to ISDN, H.324 to the PSTN, and H.323 to non-
guaranteed-bandwidth packet switched networks. These are broad standards for
audio, video, and telematic data communication that cover compressive codings,
connection establishment and session control, internetworking gateways, security,
and supplementary services. The supported digital audio and video standards are
listed below. Telematic data covers applications including electronic whiteboards,
still image and file exchanges, database access, and audiographics conferencing.

The basic H.323 concerns communication between terminals on IP networks,
but H.323 includes the concept of a gateway to other kinds of networks and it has
been extended with the Megaco/H.248 protocol for control of such a gateway.
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Also, SIP, an alternative signaling protocol to the one provided in H.323 that is less
complex and supports mobility but does not offer all of the feature richness of
H.323's, has become dominant. These protocols are described in later sections.

Figure 5.9 shows the organization of an H.323 system, which may be very large
with multiple zones in each administrative domain, and multiple administrative do-
mains. The main elements are end devices (terminals), gateways, border elements,
multipoint control units (MCUs), and optional gatekeepers. A zone is the collection
of all terminals, gateways, and MCUs managed by a single gatekeeper.

The key component is the gateway, the combination of MG and MGC in Figure
5.9. Megaco/H.248 allows separation of the MGC from the MG (Figure 5.9).

BE: Border Element

GK: Gatekeeper Clearing |

MCU: Multipoint Control Unit House

MG: Media Gateway To other Adminstrative
MGC: Media Gateway Controller Domains

Figure 5.9. A large H.323 system, with supplemental H.248 gateway control.

Figure 5.10, illustrating an example from the Megaco standard, shows how an
MG can convert between telephone network bearer channels, such as 64 Kbps DS0
channels, and IP network RTP (real-time protocol) streams, as it would be likely to
do in the telephony application of Figures 5.7-5.8. The context represents an asso-
cation of terminations, e.g. those involved in a particular communication session. A
gateway can be designed to handle combinations of audio, video, and presentation
media, and to perform service functions such as media conferencing and storing and
playing messages.
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Figure 5.10. Conversion between telephone network DSO bearer channels and IP network RTP streams.

The terminals vary from so-called SET (simple end terminals) such as residen-
tial telephones to very complex multimedia conferencing installations. The border
element handles addressing and call authorization transactions between administra-
tive domains. The MCU takes care of connections of three or more parties requiring
multiparty signaling and media mixing. The optional gatekeeper, that could be
made obsolete by the MGC, can handle call admission control, address resolution
functions, and special services such as call forwarding.

The major standards relevant to H.323 (not including the supplemental
Megaco/H.248 described in the next section) are:

H.323 System for multimedia communication on packet networks

H.225 Call signaling protocols and media stream packetization.

H.235 Security (passwords and certificates, elliptic-curve cryptography [3a], support for
authentication servers)

H.245 Control protocol for multimedia communications.

Q.931 ISDN user-network interface layer 3 specification for basic call control.

H.450.1 Functional protocol for supplementary services

There are many Annexes in the H.323 standard for special requirements for mobil-
ity, multiplexed calls, simplified terminals, and other applications that will not be
described here. There are also standards for audio and video codecs that are inte-
grated with H.323, including:

G.711 PCM audio codec 55Kbps/64Kbps

G.722 Wideband (7KHz) audio codec at 48Kbps/56Kbps/64Kbps
G.723 High-compression speech codec for 5.3Kbps and 6.4Kbps
G.728 Medium compression speech codec for 16Kbps

G.729 Medium compression speech codec for 8Kbps/13Kbps
H.261 Video codec for 64Kbps and above (Chapter 2)

H.263 Video codec for under 64Kbps (Chapter 2)
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Figure 5.11, an expansion of part of Figure 5.5, shows major protocol compo-
nents of H.323 in the communications protocol stack run at a terminal. The defini-
tion of what is in H.323 is somewhat arbitrary, since many of its cited component
standards were separately developed. A terminal may be PC-based, running an ap-
plication and using a communication protocol stack, or it may be an autonomous
appliance. Multiple audio/visual/data channels may exist in a single connection
session. The H.225 layer underneath both control and data stacks formats the video,
audio, data, and control streams into messages for output to the network interface
and retrieves received streams. It also does logical framing, sequence numbering,
error detection and error correction as needed for each media type.

User presentation Data/audio/video applications

datal
T. 12V() Mngmnt & control User audio/video data
Data control _vL +
H.245 H.225 H225RAS  Audio/video codecs
Media Call Admin.
control control control RTP/RTCP H.323
H.225_(formatting) H.225 (formatting)
TCP (or UDP) UDP
Link/MAC layer
Physical

Figure 5.11. H.323 in the communications protocol stack.

An H.323-compliant terminal is capable of signaling with other entities to es-
tablish a real-time call or session, to provide or obtain information on terminal ca-
pabilities, to provide commands and notifications, and to instantiate logical
channels, which are end-party associations not necessarily accompanied by commu-
nications resources allocations. There are, as Figure 5.12 suggests, three different
independently executed signaling functions.

The RAS (Registration/Admission/Status) signaling function uses H.225 mes-
sages to perform registration, admission, bandwidth alteration, status, and disengage
procedures between endpoints and gatekeepers. The RAS signaling channel is
independent from those used for call signaling and media connection control, and is
used only if the network has a gatekeeper.

The gatekeeper may also operate an address server. Several different address
resolution mechanisms may be considered, including ENUM [RFC2916] that uses a
Domain Name Server (DNS) mechanism to translate phone numbers into URL-like
addresses (e.g. h323:name@domain.com) for H.323 entities.

The H.245 signaling function is carried out between endpoints, an endpoint and
a media gateway, or an endpoint and a gatekeeper, using one H.245 control channel
per call. It conveys end-to-end media control messages including capabilities ex-
change, opening and closing of logical media channels (which do not necessarily
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have connection resources already assigned), mode preferences, flow control mes-
sages, and other commands and indications. The messages are of four types: Re-
quest, Response, Command, and Indication. An example of an Indication message
is the input of a destination address on a keypad or keyboard.

Some media flow-related request messages, such as videoFastUpdatePicture,
overlap functions of the Real-Time Control Protocol (RTCP) shown in Figure 5.11
and H.323 recommends that communicating devices agree to use the H.245 mes-
sages. H.245 capabilities exchange allows a terminal to tell other terminals about its
media receive and transmit capabilities, which may be independent or coordinated.
The capabilityTable conveying this information may, to use the example of the
H.323 standard, indicate G.723.1 audio, G.728 audio, and CIF H.263 video (chapter
2). Unidirectional logical channels are opened (openLogicalChannel) and closed
(closeLogicalChannel) in each direction for these media types.

The H.225 signaling function is the one that establishes a connection between
two H.323 endpoints, associating the parties to a call. It is done before the estab-
lishment of the H.245 channel, and thus before opening any logical media channels.
If there is a gatekeeper in the system, the connection request is made by a terminal
to the gatekeeper, and if not, the request is made to the other endpoint.

Figure 5.12 illustrates the sequence of all three signaling operations when there
is a gatekeeper in the network (and both terminals are on the packet network). Steps
1 and 2 represent a RAS signaling exchange by the calling party, perhaps including
address resolution. Steps 3 and 4 are the setup phase of end-to-end connection es-
tablishment using H.225. Steps 5 and 6 are the RAS signaling exchange done by
the called party. Steps 7 and 8 are the second half of the end-to-end connection
setup using H.225. Finally, steps 9 and 10 represent H.245 control channel mes-
sages, including establishing logical media channels. For relatively simple sessions
where fast start of a call is imperative, there is a “fast connect” option to open logi-
cal media channels in the connection setup (H.225) phase.

Gatekeeper

Terminal A Terminal B

Figure 5.12. RAS, H.225, and H.245 gatekeeper-routed signaling interactions for a two-party session.

In summary, H.323 is a framework, encompassing many other standards, fa-
cilitating multimedia connections among diverse end terminals. It recognizes the
many arrangements that are necessary for multimedia real-time communications,
including identification and registration, address resolution, media channels with



Media Protocols and Applications 305

negotiated properties, cross-system adaptations in media gateways, security, and the
role that facilitators such as the gatekeeper can have in setting up multimedia ses-
sions. It addresses, in sections not described here, additional important issues such
as use of TCP connections for multiple signaling channels, multiplexing RTP
streams, incorporation of H.235 security standards, supplementary services analo-
gous to those provided in the telephone network, and tunneling of telephony sig-
naling protocols between telephone network entities using IP networks as part of the
transmission path.

Nevertheless, even with this broad, inclusive perspective, H.323 is supple-
mented with other protocols that provide services not fully realized in H.323. The
most important supplement is Megaco/H.248, which evolved from an earlier Media
Gateway Control Protocol as described in the next section and is aimed particularly
at interworking IP and PSTN telephony.

5.3 Megaco/H.248

The original MGCP [RFC2705] is a protocol, primarily concerned with teleph-
ony, to be used by a media gateway controller (sometimes referred to as a "call
agent”) for control of a gateway performing appropriate services for connections
between entities on an [P network and on another network. The other network may
be the PSTN, a residential telephone, a PBX (private branch exchange), or an ATM
network.

MGCP functions as a call agent in the role of the gatekeeper, which was de-
scribed in the previous section as an optional element that can route H.323 control
signaling and perform call admission control, address resolution functions, and spe-
cial services such as call forwarding. It supports normal telephony operations such
as trunk and subscriber signaling, described in detail, along with other telephony-
related functions, in [BLACK3]. MGCP presumes an endpoint/call/connection
model for a gateway that it controls. An endpoint, the predecessor of a
Megaco/H.248 termination illustrated in Figure 5.7, is a transmission or functional
entity such as a 64 Kbps voice channel (a " DS0" channel in the PSTN's digital
transmission hierarchy), a subscriber analog voice circuit, a multimedia conference
bridge (supporting multiple connections to other endpoints in the same Gateway or
to one or more packet networks), an ATM virtual circuit, or a packet relay function.
Multiple connections may exist within one endpoint.

Connections within a call are set up by the Call Agent and created by the Gate-
way. In a call containing several connections, such as a videophone call with audio
and video components, one call ID is used by all of the connections. An event
package keeps track of the changes in the state of a call caused by control signaling.
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For example, for ordinary telephony, an event may be a DTMF (dual-tone muiti-
frequency) event such as entry of a telephone number on a telephone keypad.

MGCP messages convey parameters for setting up the endpoints and event
packages described above. A long list of parameters includes CallID, ConnectionID
(returned by the Gateway to the Call Agent), Connection-parameters (a set of pa-
rameters describing a connection), LocalConnectionDescriptor (including IP ad-
dresses and RTP ports for RTP connections), ConnectionMode, ObservedEvents,
SignalRequests, BearerInformation (e.g. encoding description), EventStates (for the
Endpoint), and Capabilities (telling a Call Agent about an Endpoint's capabilities).

Megaco (MEdia GAteway COmpliant IP Telephone) [RFC3015, RFC3054],
with version 2 in preparation at the time of writing, is an Internet standard for gate-
ways, effectively becoming the new MGCP [RFC3435], that was adopted as the
ITU-T [H.248] standard. [RFC3435] describes an application programming inter-
face as well as the new MGCP itself. An ITU press release in July, 2000 on
ITU/IETF agreement on H.248 noted that "with the new standard, gateway devices
will be able to pass voice, video, fax and data traffic between conventional tele-
phone and packet-based and packet-based data networks such as commercial IP
networks or the Internet” [H.248ANNOUNCE]. It is a "single standard on the
control of gateway devices” that, among other things, allows a caller from a normal
PSTN telephone to make voice calls over packet networks such as the Internet. An
IP telephone is regarded as a gateway device whose parameters can be controlled by
the H.248 protocol, as described below. H.248 makes it possible for “low-cost
gateway devices to interface in a standard way with the signaling systems found in
conventional telephone networks".

The improvements over MGCP included support for enhanced multime-
dia/multipoint services, a better message syntax, choice between TCP and UDP
transport, and improved security. "Contexts" and "terminations”, as well as regard-
ing a telephone as a gateway, exist in H.248 but not in MGCP, while MGCP sup-
ports a wider range of PSTN functionalities.

The design of a Megaco IP phone is required to meet basic business telephony
needs, to allow later addition of special features, to support both simple and feature-
rich implementations, and to be as uncomplicated as possible. The phone is config-
ured as a media gateway with a user interface termination and a set of audio trans-
ducer terminations and is controlled from a media gateway controller, as shown in
Figure 5.13. This is a change from traditional business telephony PBX systems
where the PBX gateway is the direct controller of the individual telephones.
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Figure 5.13. Megaco IP Phone architecture.

Megaco/H.248 relies on two abstractions. The first one, "terminations”, is re-
alized in digital transmission channels, RTP flows, and end parties in communica-
tion sessions. Terminations terminate media streams and have characteristics
described in multiple "packages" of properties, events, signals, and statistics. This
is not very different from the endpoints of MGCP. The other abstraction, that of
"context", is an entity within a media gateway that aggregates a number of termina-
tions and provide services such as voice bridging and IP network-PSTN
interoperability. A context disappears only when its last termination is removed.
The H.248 protocol defines how to add and subtract terminations to a context, move
terminations between contexts, and how to associate events with terminations
[BLACK3].

Figure 5.14 further illustrates this notation, in a more general gateway. Context
A is joining an RTP audio stream from an IP network to two switched circuits in the
SCN (switched connection network, i.e. the PSTN), with the (undefined) function-
ality probably that of a voice bridge. The packages are undefined in Figure 5.14 but
the packages associated with Termination 1 could be the Megaco Network and RTP
basic packages, and three of the packages associated with each of the other Termi-
nations might be Generic, DTMF detection, and TDM circuit.
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Figure 5.14. Example of a context, terminations, and packages within an H.248-controlled media gate-
way (adapted from [BLACK]).

The full set of basic packages are:

Generic Call progress tones detection Basic DTMF generation
Base root Analog line supervision RTP

Tone generator Basic continuity DTMF detection

Tone detection Network

TDM circuit Call progress tones generator

H.248 control messages are the following:

Add (a termination to a context)

Modify (the characteristics defined in a package associated with a termination)

Subtract (a termination from a context)

Move (a termination to another context)

AuditValue (to retrieve the current state of packages associated with a termination)

AuditCapabilities (to retrieve the permitted ranges of characteristics defined in a package)

Notify (inform the MGC about logged events)

ServiceChange (to register a media gateway with an MGC, or to signal that one or more terminations are
being dropped or reinstated)

These commands include "Descriptor” parameters including specification of modem
types, media, multiplexing, stream characteristics, and event types.

A complete discussion of the Megaco/H.248 protocol is beyond the scope of
this book but is provided in specialized references such as [BLACK3], where the
API, protocol exchanges and the MIB (Management Information Base) are fully
elaborated. H.248, as a call processing protocol accepted by both the Internet and
telephony communities, is likely to become widely deployed.
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5.4 Session Initiation Protocol (SIP)

SIP (Session Initiation Protocol) [RFC3261] is a rapidly proliferating protocol
for setting up and controlling communication sessions. Its many strong points in-
clude peer-to-peer communication for both clients and servers, explicit use of proxy
servers, self-configuration, and general simplicity and flexibility. It "works in con-
cert with [media] protocols by enabling Internet endpoints (called user agents) to
discover one another and to agree on a characterization of a session they would like
to share ... SIP enables the creation of an infrastructure of network hosts (called
proxy servers) to which user agents can send registrations, invitations to sessions,
and other requests. SIP is an agile, general-purpose tool for creating, modifying,
and terminating sessions that works independently of underlying transport protocols
and without dependency on the type of session that is being established."”

SIP is used for control of appliances as well as interpersonal communications,
and exploits existing Internet systems such as URL addressing and DNS (Domain
Name Service) address translation. It sets up and manages both unicast and multi-
cast sessions, and supports mobility through registration of a user (e.g. a human user
or an appliance application) with a SIP server that redirects messages to a current
location.

Addresses may designate IP hosts or users or applications supported by such
hosts. A typical format for an address is sip: user@hostname.domain.com (or .org,
.net, etc.). Addresses may contain additional information including port number and
parameters such as subject, transport protocol, and geographic location, e.g.
"user@hostname.domain.com?subject=conference”. Users in a particular domain
are presumed to be supported by a SIP registrar and one or more SIP servers in that
domain.

SIP is convenient for Internet-based control operations because it operates ei-
ther with or (more usually) without call state, uses a message structure very close to
that of HTTP, employs messages using any language (e.g. XML or MIME), and
identifies end entities with URLs. It runs on TCP, UDP or SCTP, as shown in Fig-
ure 5.5, and works with Megaco/H.248, RTP, RTSP, and SDP (Session Description
Protocol [RFC2327].

SIP implements a client-server architecture in which a client invokes a method
on a server. The appliance operates both a UAC (user agent client) and a UAS
(user agent server). The UAC initiates a session, inviting a called party indirectly,
by name (e.g. email address), via a network-based server, proxy server, or redirect
server in the called party's area. A location server in the domain to which the called
party belongs maintains the mapping from a name to a network location (i.e. an IP
address and port number). Once located and contacted, the called party's UAS re-
sponds to an initiation request.
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In order for a terminal to be called, it must have previously registered with a
Registrar which carries out this mapping and informs the location server. The ter-
minal may consult a DNS for the Registrar's IP address. This transaction is illus-
trated in Figure 5.15. Example messages are:

1 Regis. req.:  REGISTER sip:registrar.itel.org SIP/2.0
From: sip: A@hostX.isp.org
To: sip: A@hostX.isp.org
Contact: <sip:xxx.15.100.44:3576;transport=udp>
Expires: 3600

2 Binding: A@xxx.15.100.44

3 Confirm: SIP/2.0 200 OK

A@hostX.isp.net

a) Reg. req. Location
T~ 7] Registrar] """ Server for

; ~. ¢) Reg. ¢onfirm Isp.net
hostX.isp.net \(\: & registrar.isp.net .
XXX.XX.XXX.XX S T ITE.IT b) Address/location

Request for Registrar ag=—— Binding

address (if not already

known to hostX)

Figure 5.15. Registration process makes a party visible for calls.

In the B to A call example of Figure 5.16, client A is assumed to have submit-
ted, at some earlier time, an IP address (xxx.15.100.44) and a port number (3576)
on which it wished to be contacted with any invitations to join a communication
session, and specified UDP as the transport protocol for signals. The registration
request expires in one hour (3600 seconds). Client B is the initiator of the (later)
call, sending its call invitation to the proxy server for the domain (isp.org) of user A
which B may know from A's email address. B will probably need to consult its own
DNS (domain name server) to obtain the IP address of proxy.isp.org. Once con-
tacted, the proxy server consults the isp.org location server for translation of the
name A@isp.org into an IP address, then relays the call invitation to terminal A. If
A accepts the call, it sends an acknowledgement directly to B and then they can
begin exchanging media streams. The sequence of messages might be:

1. Invitation: ~ INVITE sip: A@hostX.isp.org

From: sip:B@hostZ.ABC.com

To: sip: A@hostX.isp.org

Call-ID: 2223786@ABC.com
2/3Name/location: (translate A@jisp.org into xxx.15.100.44:3576;transport=udp)
4 Invit. relay: INVITE sip: A@xxx.15.100.44:3576;transport=udp

From: sip: B@hostZ.ABC.com

To: sip: A@hostX.isp.org

Call-ID: 2223786@ABC.com



Media Protocols and Applications 311

5. Accept: OK 200
From: sip: B@hostZ.ABC.com
To: sip: A@hostX.isp.com
Call-1D: 2223768@ABC.com

Location

A@hostX.ispnet 7 = ——alame server for
<4 Callinvit. | [-=---- isp.net
UAS)« sl Proxy |3 Location D - B@hostZ. ABC.com
UAC Fo{- Ry Server |, __ 1 Call invitation __

hostX.isp.net
XXX XX.XXX.XX

i proxy.isp.net
! xxx.15.85.16

Media streams

hostZ.ABC.com

Figure 5.16. Example call in the SIP model.

The proxy server acts as both a server and a client, relaying signaling messages
to other message servers and to other end parties, and consulting location servers. It
implements a global calling capability, routing call setup signals appropriately, in-
cluding "forking" in which several alternative routings may be attempted to deter-
mine the best one. It also supports higher-level control programming including
alternative signaling algorithms and firewall restrictions. A proxy server normally
maintains call state only during a SIP transaction, with any further state-dependent
call processing transactions carried out directly among the communicating parties.
This aids scalability at the cost of some service flexibility (from the network's per-
spective). More than one server may be involved in a call processing transactions,
with servers chained according to organizational requirements.

A proxy server can, alternatively, be operated as a redirect server. This func-
tion s partially illustrated in Figure 5.17. In the example, an INVITE from
C@hostY .isp.org to B@hostZ. ABC.com is sent to the regular proxy server. It con-
sults the location server for the ABC.com domain, which knows that B has moved
to the new address B@hostW.department.gov, another domain for which it cannot
supply the IP address.

With this information, the regular proxy server for user C relays C's request to a
redirect server. The redirect server sends a redirect response to C with B's new ad-
dress and the address of the next-hop server. C sends a new INVITE for
B@hostW.department.gov to the next-hop server, which either accesses a location
server for the new domain or relays the INVITE further.
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Figure 5.17. Call with a redirect.

SIP can employ any number operations (methods), for generic or custom pur-
poses, and many are defined at www.iana.org/assignments/sip-parameters. There
are six basic methods used for ordinary sessions:

INVITE - Invitation to participate in a communication session, including an SDP description of the ses-
sion, addresses, the choice of media and codecs, and other parameters.

ACK - Confirmation of receipt of acceptance of an INVITE, possibly including a revised SDP de-
scription of the session.

OPTIONS - Request to a server for infomration about the capabilities of a called entity.

BYE - Notification by a user agent that it is leaving a session.

CANCEL - Cancellation of an in-progress request.

REGISTER - Registration request from a client to a SIP, establishing the client's IP address.

The various fields in SIP messages are written in the Augmented Backus-Naur
Form [BLACK3, RFC822] that has become a standard for the format of contents of
messages of many kinds sent over the Internet. As a very simple example from the
registration transaction described above, Contact: <sip: xxx.15.100.44:3576;
transport=udp> uses angle brackets to clarify the association of the rule trans-
port=udp with the SIP address/port xxx.15.100.44:3576, and the equal sign sepa-
rates the rule name (transport) from its definition (udp).

SIP continues to be refined, overcoming obstacles in a networking world in
which access to end hosts may be restricted by firewalls or hampered by lack of
universal directory information. It appears destined to become a preferred connec-
tion control protocol for real-time communication serving both personal and ma-
chine applications within the Internet and between the Internet and the PSTN.
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5.4.1 Stream Control Transport Protocol (SCTP)

SCTP [RFC2960, www.iec.org/online/tutorials/sctp/] is a transport-layer proto-
col (layer 4, like TCP and UDP) intended for sensitive applications such as reliable
and timely transport of signaling messages (originally PSTN signals) over IP net-
works. It is described here, rather than in Chapter 4, because of its close association
with streaming.

SCTP is a reliable connection-oriented (or association) protocol, providing
functions of association startup and teardown, sequenced delivery of user messages
within streams, user data fragmentation, acknowledged error-free and non-
duplicated user data transfer, congestion avoidance and resistance to cyber attacks,
chunk bundling (of multiple user messages into a single SCTP packet), packet vali-
dation, and path management. Chunks are information or control data segments
(they can be mixed) following the SCTP packet header, as illustrated in Figure 5.18.
For its high reliability, SCTP supports multi-homing (alternative Internet routes)
and multi-streaming (redundant independent paths), as shown in Figure 5.19. It is
an alternative to TCP and UDP.

Bytes 2 4 8 12
Source | Dest. Verification tag Checksum
port no. | port no.
16 20 24
Chunk #2 Chunk #3
Chunk #1 ul (eto)

Figure 5.18. SCTP packet format.

/ Internet \

IP11] [IP12 Multi-streaming Multi-homing

Figure 5.19. Multi-homing and multi-streaming in SCTP.

The basic SCTP capabilities are validation and acknowledgement (depositing
digitally signed and authenticated "cookies"); path selection and monitoring of pri-
mary and alternate paths defined for each IP address at the other end; and flow and
congestion control using a receiving window, as with TCP, to advertise the avail-
able space in the receiver's buffer for each transmission path.

Despite similarity of its flow control to TCP, SCTP achieves higher reliability,
with some cost. Multi-homing is implemented by supporting multiple IP addresses
at end points, that the users can associate with different ISPs or otherwise separated
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facilities. At the beginning of an association, endpoints exchange their IP address
sets and thenceforth an endpoint can communicate with any IP address belonging to
the other end (one of which will be the primary address). Bad reception at a pri-
mary address will trigger the source to use an alternate address. Multi-homing helps
keep sessions active that might drop in a TCP session interrupted by a bad commu-
nication path. Multi-streaming sends data on multiple SCTP streams, allowing for
redundancy in data streams that counters loss of data chunks and "head of queue"
blocking by a packet that is lost and must be retransmitted before any other packets
can get through. Retransmitted and urgent data can thus get around a lower-priority
packet that may be blocking one connection path. The cost for this redundancy is a
requirement for greater transmission capacity, but this disadvantage may disappear
under very bad conditions when frequent retransmissions might be required for a
single-path TCP connection.

The appearance of SCTP shows that everything in the Internet, including the
dominance of very long standing protocols such as UDP and TCP, can change to
meet the new needs of multimedia communication.

5.4.2 LDAP and H.350 Directory Services

The dominant protocol for managing VoIP (and multimedia conferencing) end-
points is [H.350], a 2003 ITU-T standard. It relies mainly on the Lightweight Di-
rectory Access Protocol (LDAP) [www.openldap.org/faq/data/cache/3. html/ www-
1.ibm.com/servers/eserver/iseries/ldap/ldapfaq.htm#overl], developed at the Uni-
versity of Michigan as a relatively simple protocol, running over TCP/IP, for the
transport and format of messages from a client to a directory to a searchable direc-
tory with data such as names, addresses, and other information about conferencing
users. As noted earlier, H.350 replaces X.500. Its simplifications include repre-
senting attribute values and other parameters as easily implemented text strings. An
example of LDAP use might be "search for all people located in Chicago whose
name contains 'Fred’ that have an email address [and] return their full name, email,
title, and description" [www.gracion.com/server/whatldap.html]. An administrator
can define permissions to restrict access to authorized persons and to specific parts
of the database, and LDAP servers implement authentication services for authorized
users.

H.350 is a "directory services architecture for multimedia conferencing using
LDAP" that supports "association of persons with endpoints, searchable white
pages, and clickable dialing" [H.350]. It unifies different directories of IP, SIP, and
H.323 addresses (and possibly others), associated with VoIP or multimedia
conferencing, together with end-user information such as names, addresses, and
phone numbers [MESERVE]. This is a benefit for enterprises managing increas-
ingly complex communications environments. It was already implemented on SIP
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servers at the time of writing. It can be deployed in the public communications in-
frastructure but care must be taken with global directories because of likely misuse
by spammers.

For a public directory, the most promising effort may be ENUM (Electronic
NUMbering) [RFC2916] that maps a PSTN telephone number into an Internet URL.
The protocol resolves an international telephone number (using the standard E.164
numbering system [www.numberingplans.com]) into a series of URLs using a DNS
(Domain Name System) architecture [www.enum.org], providing a systematic way
for PSTN users to access VoIP subscribers, fax machines, email instant messaging,
and web sites on the Internet. Figure 5.20 illustrates the definitions given above.

— _/

Internet
IP
=
H.350 schema

Figure 5.20. H.350, LDAP, and ENUM for multimedia conferencing.

ENUM | SIP, H.323 etc.
numbers, user
information

5.5 Reservation Protocol (RSVP)

RSVP (ReSerVation Protocol) [RFC2205] is a signaling protocol designed to
reserve resources for QoS for data streams in networks. Originally intended for an
integrated services (IntServ, chapter 4) Internet, setting up Controlled Load and
Guaranteed QoS services [RFC2210], it is applicable to other networks as well. It is
"used by a host to request specific qualities of service from the network for particu-
lar application data streams or flows. RSVP is also used by routers to deliver qual-
ity-of-service (QoS) requests to all nodes along the path(s) of the flows and to
establish and maintain state to provide the requested service. RSVP requests will
generally result in resources being reserved in each node along the data path”
[RFC2205]. RSVP runs over IP, both IPv4 and IPv6.

Among RSVP's other features, some in extensions made after the initial
RFC2205, it can convey traffic control messages and support policy-based admis-
sion [RFC2750], and tunnel through non-supporting regions, i.e. parts of the Inter-
net in which routers do not support RSVP. It can be used to set up MPLS LSPs
(label-switched paths, Chapter 3) [RFC3209].

Reserving resources is part of establishing and maintaining a connection.
RSVP implements the Internet’s innovative concept of "soft connection", meaning
one that automatically disappears after some time and can be maintained only by
periodic "keep-alive" messages. This is in contrast to the hallowed "hard connec-
tion" concept of the telephone network in which a connection, once set up, exists
until a specific tear-down command is issued. Soft connections have the advantage
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of a simple self-healing system, returning resources to the network fairly quickly
after faults such as failure of a signaling device, but impose the extra signaling traf-
fic load of keep-alive messages.

Figure 5.21 shows the basic model of terminal-network router interaction inter-
action. RSVP processes executing in terminal and router communicate resource
requests and grants as RSVP messages. The execution of the resource reservation is
in packet classification that select packets in the desired flow and QoS class, policy
control to determine if the applicant is authorized to make the request, admission
control to deny a reservation if there is not enough available capacity, and a sched-
uler to provide output link capacity consistent with the reserved QoS.

Terminal host Network router
i AL
e Bt
Applicationl*’ RSVP #---------- E gg;{' ros "7 RSVP | [Policy
process| I poiicy g Process i ™1 control
control h
Data — T Admiss 7 ontrol
jmmmm e 3 control fmmmmmemne 4
- y v ¥ ——] Forwarded
Classifier Schedulet]  Data packets Classifier % Scheduler 7o, Kot

Figure 5.21. Basic interaction model of terminal and network router.

RSVP allows the possibility of resource reservation by either a transmitter or a
receiver, a change from the public network's tradition of transmitter-initiated reser-
vation. For a multicast, a receiver wishing to join with a certain QoS will request
resources from its access router. As shown in Figure 5.22, RSVP messages carry
the request to all the routers and hosts along the reverse data path to the data source
(or sources), but only as far as the router where the receiver's data path joins the
multicast distribution tree.

Any node up this reserve path can reject the request if there are inadequate re-
sources. Assuming the request reaches a node in the existing multicast tree, it
merges with other requests for further progression up the tree. The data source does
not receive a flood of requests as the number of receivers scales up. Multicast and
scaling works equally well for source-initiated reservations, but receiver-oriented
reservation simplifies reservation requests that differ from one user to another, for
example, requesting different bandwidths. A source-initiated system has a small
advantage in being able to multicast through a tree rather than having to do path
merging.
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Figure 5.22. Receiver-initiated reservations and "keep-alive" messages in RSVP.

An RSVP receiver-initiated session is a data flow with a particular destination
and transport-layer protocol, usually TCP or UDP, and identification of the IP ver-
sion used (e.g. IPv4 or IPv6) and a destination port.  The elementary RSVP reser-
vation request contains a flow descriptor consisting of a flowspec and a filter spec.
The former specifies the QoS, realized in the packet scheduler, and the latter the
flow, i.e. the set of packets separated out in the packet classifier to which the flow-
spec relates. The flowspec incorporates the Rspec capacity specification and the
Tspec data flow specification, both outlined in the IntServ section of Chapter 4.
The filter spec may designate relevant packets by any of several criteria including
sender IP and port addresses and application-layer designations such as different
subflows of a combined media stream.

RSVP supports several different reservation "styles", options concerning ses-
sions with multiple sources. A reservation can be made by a receiver for each
source, or a shared reservation can be made for more than one source. Sources may
be named, and designated in a filter spec, or all sources in a session accepted.

There are two main RSVP message types: Resv (reservation request) and Path.
As shown in Figure 5.23, each receiver sends Resv messages upstream towards the
data sources, following the reverse of the paths the data packets will use. The Resv
messages, sent periodically to keep a termination alive, create and maintain "reser-
vation state” in each node along the paths, reaching the sources where they deter-
mine traffic requirements for the first link. Each source transmits RSVP Path
messages downstream along the data paths, storing path state in each node, includ-
ing IP address of the next upstream node. A Path message also contains a Sender
Template with a filter spec for the particular source's packets, a Sender Tspec de-
fining the traffic characteristics for the source's flow, and an Adspec with OPWA
(One Pass With Advertising) that gathers information enroute that can help receiv-
ers predict end-to-end QoS and adjust their reservation requests. Although Figure
5.17 shows only one incoming interface (on the right) and outgoing interface (on the
left), there can be multiples of each.



318 The Multimedia Internet

Path (to downstream node) Path (from upstream node)
< - -
--- --»

Resv (from downstream node) Resv (to upstream node)

Figure 5.23. Resv and Path messages.

RSVP has a useful extension called the RSVP "Hello" message, enabling RSVP
nodes to detect when a neighboring node is not reachable, i.e. there has been a node-
to-node failure. Neighbor nodes must agree to participate in the "hello” interaction.
This mechanism provides frequent, typically 5-10 ms, notification of failure, much
faster than with the relatively long intervals between Resv keep-alive messages.
The Hello process consists of a Hello message, a HELLO REQUEST object and a
HELLO ACK object. Each request is acknowledged. The failure of a neighbor is
detected as a change in a state value or when communication is lost. The major
application of the Hello extension is in setting up LSPs (label-switched paths) in
MPLS domains for traffic engineering purposes, as was noted in Chapter 4, using
RSVP-TE as the resource reservation protocol [RFC3209]. These techniques are
beginning to become important in optical communication networks.

Although use of RSVP for individual flows may not be as extensive as origi-
nally intended, its application for traffic engineering makes it a significant protocol
for media QoS in the future optical/wireless/multimedia Internet.

5.6 Real-Time Protocol (RTP)

RTP, the Real-Time Transport Protocol [RFC1889, RFC3550, RFC3551,
MINOLI], developed by H. Schulzrinne, S. Casner, R. Frederick and V. Jacobson,
is an Internet standard for the transport, unicast or multicast, of audio, video, and
other real-time data, applicable to media retrieval and broadcasting and to interac-
tive applications such as IP telephony and conferencing. It is part of the ITU H.323
recommendation for multimedia sessions, and in media streaming systems where it
supports RTSP (Real Time Streaming Protocol , Section 5.7).

RTP has a data and a control part (RTCP). The data part supports timing re-
covery, loss detection, security, and identification of contents. The control part of
the protocol, consuming five percent of the bandwidth allocated to a session, sup-
ports multicast group conferencing, particularly with QoS feedback from individual
receivers to all participants, and keeps track of participants. It also supports syn-
chronization of parallel media streams, QoS feedback information, and audio and
video bridging in gateways. RTP does not include the protocol for asking for re-
sources required for QoS. For that purpose, a protocol such as RSVP (Section 5.5)
can be used.
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RTP is not complete in itself, but only a framework that needs to be supple-
mented with further specifications. One is payload format (how a particular pay-
load type, such as H.261, JPEG, or MPEG video, is carried). A long series of
standards on payload formats is maintained by the IETF AVI working group
[www.ietf.cnri.reston.va.us/html.charters/avt-charter.html]. Another specification is
the profile, defining payload type codes and parameters.

A particular application will ordinarily operate under only one profile, such as
"RTP/AVP" (RTP Audio/Video Profile) [RFC1890, RFC3551]. This profile is to
be used by RTP and RTCP "within audio and video conferences with minimal ses-
sion control. In particular, no support for the negotiation of parameters or member-
ship control is provided." This profile is "expected to be useful in sessions where
no negotiation or membership control[s] are used (e.g., using the static payload
types and the membership indications provided by RTCP)". RFC3551 "defines a
set of default mappings from payload type numbers to encodings" and "defines a set
of standard encodings and their names when used within RTP".

Tables 5.1 illustrates parts of the RTP/AVP profile, describing the payload type
mappings. The static payload types are legacy choices that may be replaced with
negotiation of parameters through signaling protocols.

The important entities in RTP are:

RTP session: The association among a set of participants communicating with RTP, defined, for each
participant, by a destination address consisting of a network address, an RTP port, and an RTCP port.
Each medium in a multimedia session, including different layers in layered coding, is carried in a separate
RTP session.

RTP payload: Data carried in an RTP packet, such as audio or video, compressed or not.

RTP packet: A packet with a fixed header, a list of contributing sources, and payload.

RTCP packet: A control packet with fixed header and structured elements depending upon the function.
RTP media type: Any payload type that can be carried within a single RTP session. The RTP Profile
assigns RTP media types to RTP payload types.

Synchronization source (SSRC): An RTP packet stream source, such as a CD player or a video camera,
identified by a 32-bit numeric identifier in the RTP header. An RTP receiver groups packets by synchro-
nization source for playback. Each stream in one RTP session, has a different SSRC.

Contributing source (CSRC): A source of a an RTP packet stream that has contributed to a combined
stream produced by an RTP mixer, which is an intermediate combining system producing a new RTP
packet from the packets of the contributors (and defining a new synchronization source).

End system: An application producing content ADUs (application data units) or consuming them.
Translator: An intermediate system that converts encodings and does application-layer filtering without
changing the synchronization source identifier.

Monitor: An application that receives RTCP packets from participants and evaluates QoS.

RTP facilitates the transfer of ADUs (Application Data Units) that are conven-
ient for unit-by-unit processing by the receiving application. An MPEG macroblock
(Chapter 2) could be an ADU. RTP forwards these ADUs with appropriate se-
quence numbers and timestamps so that the receiver can process the received ADU
in conformance with application requirements. The application decides how to



320 The Multimedia Internet

handle a lost ADU, which could mean simply ignoring it, or alternatively delaying
presentation until the lost unit is retransmitted.

Table 5.1. Audio and video payload types mappings in the RTP/AVP profile [RFC3551].

audio video
Payload encoding mediatype clock rate channels Payload encoding mediatype clock rate
type name (Hz) Type name (Hz)
0 PCMU A 8000 1 24 unassignedV
1 reserved A 25 CelB v 90000
2 reserved A 26 JPEG v 90000
3 GSM A 8000 1 27 unassignedV
4 G723 A 8000 1 28 nv v 90000
5 DVI4 A 8000 1 29 unassignedV
6 DVI4 A 16000 1 30 unassignedV
7 LPC A 8000 1 31 H261 \Y% 90000
8 PCMA A 8000 1 32 MPV v 90000
9 G722 A 8000 1 33 MP2T AV 90000
10 L16 A 44100 2 34 H263 v 90000
11 Lle A 44100 1 35-71 unassigned ?
12 QCELP A 8000 1 72-76 reserved N/A N/A
13 CN A 8000 77-95 unassigned ?
14 MPA A 90000 96-127  dynamic ?
15 G728 A 8000 1 dyn H263-1998 V 90000
16 DVI4 A 11025 1
17 DVI4 A 22050 1
18 G729 A 8000 1
19 reserved A
20 unassigned A
21 unassigned A
22 unassigned A
23 unassigned A
dyn G726-40 A 8000 1
dyn G726-32 A 8000 1
dyn G726-24 A 8000 1
dyn G726-16 A 8000 1
dyn G729D A 8000 1
dyn G729E A 8000 1
dyn GSM-EFR A 8000 1
dyn L8 A var. var.
dyn RED A
dyn VDVI A var. 1

RTP uses integrated layer processing such that al/ processing of an ADU, pos-
sibly involving several protocol layers, can be done in one integrated processing
step for greater efficiency of processing, e.g. because of fewer memory-CPU trans-
fers. That is, RTP "will often be integrated into the application processing rather
than being implemented as a separate layer", as Figure 5.24 illustrates, oblivious to
whether IPv4, IPv6, Ethernet, ATM, or another communication mechanism is being
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used. It normally runs on top of UDP, using its framing services such as multi-
plexing and checksum.

Application aSession 1 (audio)  portx Application
RTPl fo===-3---=-----o--o-c i Aottt Sl RTP!
FRTPZ ) SR Lt Lo S LL L L LI RTP2’1
UDP Session 2 (video) s/ porty UDP
IP Control messages —-======~ 1P
Physical Stream Data ——————————— Physical

I
R S —

Figure 5.24. Two RTP sessions supporting real-time audio and video flows between end systems.

The RTP packet header, shown in Figure 5.25, includes the identification of the
synchronization source — for example, a combiner for audio data streams from par-
ticipants in a conference — and the identifications of the sources contributing to the
synchronization source. The payload is a formatted ADU. An extension header
(not shown) may be added "to allow individual implementations to experiment with
new payload-format-independent functions" without interfering with normal opera-
tions based on the regular header.

version CSRC count (number of participating sources)

marker bits
0 Payload type 31 RTP packet 63 95
VNL/ H I Sequence no. T timestamp L Synch. Source (SSRC) ID

}\) ddExt%nsion flag
g P2dding flag 127 159
} CSRCID 1 CSRCID2

Possible contributing source (CSRC) IDs (32 bits each)

1 Payload (formatted ADU) l
Figure 5.25. RTP packet.

The timestamp indicates the initial sampling time of the first byte in the RTP
data packet. This sampling instant is derived from a clock with resolution adequate
for the desired synchronization accuracy and for measuring packet arrival jitter.
The initial value of the timestamp, as for the sequence number, should be random.
Several consecutive RTP packets will have the same timestamp" if they are (logi-
cally) generated at once, e.g., belong to the same video frame."

An RTP mixer, such as an audio conference bridge (Figure 5.26), might con-
tribute the SSRC field of the header, but each RTP packet in that case would contain
the CSRC ID of a particular speaker. This allows the receiver to notify all partici-
pants of the identity of the current talker. A mixer may change the data format of
RTP packets received from CSRCs as it generates new RTP packets.
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{ ;i User A Out Mixer M
H323 - H323
RTP with " .
SSRC from A | RTCP RTP with
CSRC null SSRC fromM | RTCP
CSRC from A
upe UDP
Ip
P
O IO
H.323 H.323
RTP with RTP with
SSRC from B RTCP SSRC from C RTCP
CSRC null CSRC null
UDP UDP
1P 1P

Figure 5.26. RTP streams in and out of an RTP audio mixer while speaker "A" is talking.

RTP runs on end systems and, as indicated in Figure 5.24, frequently uses the
UDP transport protocol. It has itself some of the attributes of a transport protocol,
such as multiplexing. It provides multicast capabilities and does not recover lost
packets in response to congestion. It adds, as already noted, a timestamp to keep
incoming video and audio packets in correct timing order, and a sequence number to
detect losses.

RTCP control packets are sent at near-periodic intervals to the same address(es)
as the data packets, but to a different port number. Usually data are carried to an
even UDP port number and the corresponding RTCP packets on the next higher
(odd) port number. The five RTCP packet types are SR (Sender Report), RR (Re-
ceiver Report), SDES (Source DEScription items), BYE (indicating the end of a
user's participation) and APP (Application-specific functions). Sender and receiver
reports include information such as counters of packets sent or received, the highest
sequence number received, loss estimates, jitter measures, and timing information
for computation of round-trip delay. Sender reports contain both an NTP (Network
Time Protocol) timestamp, an approximation to an absolute clock, and a (relative)
RTP timestamp, facilitating synchronization of a receiver's playout rate with the
sampling rate of the sender. Related streams can also be synchronized with this
information. Source description packets carry additional information about session
participants persisting through several different synchronization source IDs (which
appear in data packets). Participant addresses and application identification infor-
mation may also be carried in a source description packet. A participant leaving a
session must send an RTCP BYE packet confirming the departure. Information
from control packets can also be useful in congestion control exercised by senders.

For high-quality VoD (Video on Demand), RTP can carry MPEG-2 streams
through IP networks that, unlike ATM networks, do not offer a guaranteed quality
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of service. RTP provides several necessary functions including multicasting and
detection of packet loss at the application level though packet sequence numbering.

Among several alternative ways of carrying MPEG-2 on RTP, the bundled
scheme of [RFC2343] appears to be one of the most useful, although mechanisms
also exist to transport individual streams [RFC2250]. The bundling approach com-
bines elementary streams from MPEG-2 audio, video, and systems layers in one
session. The MPEG-2 systems layer is needed for synchronization and interleaving
of multiple encoded streams, for buffer control, and for time stamping.

The advantages of bundling over separate transport-layer packetization of audio
and video are enumerated in [RFC2343]:

- Uses a single port per session, freeing ports for other streaming groups.

- Implicit synchronization of audio and video, consistent with interleaved storage formats on servers.
- Reduced header overhead and overall receiver buffer size.

- Helps to control the overall bandwidth used by an A/V program.

Figure 5.27 shows the relevant fields in the RTP header and the BMPEG (Bun-
dled MPEG) extension header. Payload Type is a distinct, possibly dynamic
(changing) payload type number assigned to BMPEG. The 32-bit 90 kHz time-
stamp represents the sampling time of the MPEG picture and is, as described earlier,
the same for all packets belonging to the same picture. In packets that contain only
a sequence, extension and/or GOP (group of pictures) header, the timestamp is that
of the subsequent picture.

In the BMPEG extended header the picture type P is 00 for I frames, 01 for P
frames, and 10 for B frames. The N bit is set to 1 "if the video sequence, extension,
GOP and picture header data is different" from the previously sent headers, and it is
reset when header data is repeated. The 10-bit Audio Length is the number of bytes
of audio data in this packet, with the starting point of the audio data found by sub-
tracting Audio Length from the total length of the received packet. The 16-bit
Audio Offset is the offset between the start of the audio frame and the RTP time-
stamp for this packet in number of audio samples. It permits a maximum +/- 750
msec offset at 44.1 KHz audio sampling rate.

When MPEG B frames (backward-coded) are present, audio frames are not re-
ordered with the video. They are rather packetized together with video frames in
transmission order. Thus an audio segment packetized with a video segment corre-
sponding to a P picture may belong to a B picture, which will be transmitted later
and should be displayed simultaneously with this audio segment. Mappings into
RTP for other formats are also being made, for example, for the Digital Video for-
mat used in digital video cameras [RFP3209].
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version CSRC count (number of participating sources)

marker bit
0 /  Payloadtype 31 RTP packet 63 95
l INL / H/ | Sequence no. [ timestamp I Synch. Source (SSRC) ID |
Extension flag
Padding flag
96 127 159
| CSRCID 1 I CSRCID 2 ] |

Possible contributing source (CSRC) IDs (32 bits each)

| Payload (formatted ADU) |

Figure 5.27. RTP header, audio extension header, and payload for bundled MPEG on RTP.

All of the foregoing description concerns the creation of RTP packets, without
addressing the allocation of resources to carry them across the Internet. RTP pack-
ets are encapsulated into UDP and then IP packets, and a DiffServ-capable network
(Chapter 4) could offer preferential Per-Hop Behavior to some or all RTP flows.
RSVP could be used to reserve resources for individual RTP flows in networks of-
fering individual virtual circuits, but it is much more likely that MPLS QoS-
sensitive paths, set up using RSVP-TE as described in the previous section, will be
the preferred mechanism.

5.7 Media Streaming and the Real-Time Streaming Protocol (RTSP)

Media streaming was introduced in Chapter 1 as the concept of delivering a
continuous stream of audio, video, or graphics, or a synchronized combination of
these individual media, through a packet network. This concept is different from
continuous-rate media transmission through a dedicated or switched facility such as
a television broadcast or cable channel in which capacity is reserved. It is also dif-
ferent from high-speed file download, in which transmission and play need not be at
the same time or rate. Media streaming is transmission through the network at the
playout rate. Bandwidth limitations, variable delays, and congestion in the packet
network require rate-adaptive mechanisms, and buffering en route or at the receiver
to smooth arrival perturbations. These mechanisms operate between a media server
providing the stream, and one or more media clients running on the receiving de-
vice.
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5.7.1 Media Streaming Modes

Although most of the material in this section relates to playback of stored files,
media streaming may be live (as in real-time broadcast or interactive telephony and
videotelephony) or from stored files. A media stream may be on request ("pull"), or
automatically offered to users who can choose whether or not to accept it ("push").
Streaming implies that both live media and stored files are downloaded at the play-
ing rate. Some live media, particularly interactive applications, have severe delay
bounds, while most stored file streams do not.

As noted earlier, streaming is an alternative to fast file download which elimi-
nates transmission jitter in its very large buffer. For a streamed program, the wait
for viewing is just the time to accumulate enough data in the client-side buffer to
avoid a serious probability that the buffer will quickly empty out. There is a trade-
off between the wait for a program to start because of a relatively large buffering
delay, and the quality degradation implied by a small buffering delay, consisting of
gaps and losses in playback from buffer underflow. Good compromise designs can
be derived from models of the packet arrival statistics.

Virtually all media streaming uses compressed media files. If the media were
not compressed, the data rate would be extremely high. A computer-oriented
streamed video transmission of 480x640 pixels at 30 frames per second and 24
bits/pixel would require more than 220Mbps.  Using audio/video compression
techniques similar to those described in Chapter 2, compressed streams at rates from
14Kbps to 384Kbps are typically used for standard consumer media players.

Figure 1.5 in Chapter 1 illustrated the unicast (point to point), multicast, and
broadcast modes of information transfer. Unicast (Figure 5.28) is the generic
streaming mode, with a server providing a stream that a client has requested and
controls.

S Client player
OV | e fomme Stream control |______
-—-i Media flow ) Buffer
Live media source Packetization Internet
and possible error-
correction coding

Figure 5.28. Unicast streaming from a source server.

The download rate may be adjusted according to the bandwidth of the user’s
access service, network congestion along the delivery route, and the capabilities of
the user’s equipment. A buffer in the client system is the key component for
smoothing the packet flow, so that packets arriving at irregular intervals are con-
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verted into a smooth playback stream. A streaming system may also provide error-
correction coding, at the expense of redundancy adding to the data rate.

In practice, stored files need not be streamed all the way across the Internet in
separate unicasts to all of the clients. In place of a single server, popular media ob-
jects are replicated at proxy servers so that the unicast to a given client is from a
local proxy rather than the original source. Of course, the media objects must be
downloaded to the proxy servers, which may be done in a limited number of uni-
casts from the source server or proxy-to-proxy relays, as shown in Figure 5.209, or
in satellite or other multicasts. In the future, when multicasting is widely deployed
in Internet routers, the proxies could be supplied through Internet multicasts.

" Proxy
Proxy ¥ server
é server
Source : "Daisychained" .
server Unicasts unicasts LJSrélrcsasts to

Proxy ——¥]
Proxy server

=

Figure 5.29. Unicast streaming via proxy servers.

The multicast mode supplies a program simultaneously to a limited set of cli-
ents. Ideally, the multicast is driven from the program source through a multicast
tree, built from multicast nodes according to the locations of the clients, with no
replication of content on any link. Multicast networks have been standardized by
the IETF [RFC 1112}, but in the absence of deployed multicast routers, the multi-
cast architecture is virtually the same as that of Figure 5.27, except that join requests
are for a multicast channel rather than a media object. The RSVP signaling proto-
col, described in the previous section, can be used to reserve resources for joining a
multicast stream.

In the Internet, broadcast implies a particular program available to all users at a
particular time. This program could theoretically be delivered through a standing
media channel to every network subscriber, ideally using a broadcast tree to avoid
replication of a particular stream on any link. This is impractical because it would
flood LANs and subscriber lines with broadcasts. So broadcast is interpreted as
availability of a program channel, to any and all clients, at a source or proxy server.
The broadcast stream is then effectively unicast to the client, as in Figure 5.28. Asa
significant exception, in enterprise environments, where there may be multiple cli-
ents on a company LAN for a program the company has purchased, the program
may actually be broadcast on the LAN, as suggested in Figure 5.30.
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Figure 5.30. Broadcast in a LAN.

Ideally, a circuit-switched network, conveying media data at a steady synchro-
nous rate, would be preferred for delivery of a continuous media stream of any sig-
nificant duration. The Internet, however, is a packet-switched network without a
continuous bit rate service, although DiffServ (Chapter 4) may provide a reasonable
approximation. Streaming in the Internet is a combination of traffic timing and
smoothing via RTP, which would not be required in a circuit-switched network, and
play control via RTSP, which would be.

5.7.2 RTSP

RTSP (Real Time Streaming Protocol) [RFC2326], as described by Henning
Schulzrinne who was instrumental in its development, "is a client-server multimedia
presentation control protocol ...Progressive Networks, Netscape Communications,
and Columbia University jointly developed RTSP to address the needs for efficient
delivery of streamed multimedia over IP networks" [www.cs.columbia.edu/
~hgs/rtsp]. It applies to both unicast and multicast streaming. It is one-directional
in either direction, supporting sending information from a media server or recording
information received by a media server. At the time of writing, work was in prog-
ress on an updated [draft-ietf-mmusic-rfc2326bis-06], available from
[www.rtsp.org], correcting flaws in the earlier standard.

RTSP is oriented specifically to delivery of media streams in applications such
as real-time exchange and downloading of music and video, where the user wants to
begin play very soon after transfer begins rather than waiting until the entire file is
transferred. Figure 5.31 shows several usage scenarios for RTSP. On the left, an
ongoing H.323 conferencing session between two terminals with external MCU
(multipoint control unit) control is augmented with a media file from a media server
(the "third party") that is streamed using RTSP. On the right, a source streams ma-
terial to a media server (in this case a client), that is at the same time streaming a
multicast, of possibly different material, to three terminals.

RTSP is one of a potpourri of media protocols that (usually) work together for
media streaming. The others are RTP (Real-Time Protocol, Section 5.6), RSVP
(ReSerVation Protocol, Section 5.5), SIP (Session Initiation Protocol, Section 5.4,
HTTP (HyperText Transfer Protocol, Section 4.7.1), and SDP (Session Description
Protocol), which is introduced here.
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Figure 5.31. RTSP used for third-party streaming from a media server to an ongoing conference; for
supplying a stream to a media server; and for a streamed multicast.

5.7.2.1 Session Definition Protocol (SDP)

SDP (Session Description Protocol [RFC2327]), originally intended primarily
for session description in the Internet's experimental Mbone (Multicast Backbone),
today describes any kind of multimedia session for the purposes of announcing a
session, inviting a participant into a session, and generally initiating a multimedia
session. A multimedia session "is a set of multimedia senders and receivers and the
data streams flowing from senders to receivers".

SDP is "a well defined format for conveying sufficient information to discover
and participate in a multimedia session" whether initiated by the client or not. It
supports a number of streaming applications, particularly IP telephony where it is
used with SIP and H.248/Megaco, and delivery of stored media objects where it is
used with RTSP.

Aside from limited negotiation capability as part of the offer-answer mecha-
nisms [RFC3264], SDP was not intended to support negotiation, i.e. discussion
between server and client on encodings, rates, and other formats that the server can
serve and the client is able to display. This will be done in a "next generation" SDP
that was work in progress at the time of writing. In the interim, [RFC3407] "defines
a set of Session Description Protocol (SDP) attributes that enables SDP to provide a
minimal and backwards compatible capability declaration mechanism. Such capa-
bility declarations can be used as input to a subsequent session negotiation .. [and]
provides a simple and limited solution to the general capability negotiation problem
being addressed by the next generation of SDP".

The information conveyed by SDP is the session name and purpose; when the
session is active (timing bounds or broadcast/multicast schedule); details about the
media used in the session; and information such as addresses, ports, and formats
needed to access the media. Additional information such as bandwidth requirement
and contact information may be provided. The details about the media specifically
include the type of media (video, audio, etc), the transport protocol stack (e.g.
RTP/UDP/IP), and the encoding format (e.g. H.261 or MPEG video).
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An example SDP description that might be sent by a Web server to a viewer to
describe an RTSP-controlled session for delivery of a stored movie is:

v=0 (protocol version)
o=SpacePeople 3303410036 3308124597 Internet IP4 126.16.64.4 (session originator, session ID,
version, network type, address type, originator's address)

s=RTSP_session (session name)

i=Highlights from trips to Mars and Saturn (session description in words)
u=http://www.spaceexploration.org/sdp.01.ps (location of the description)
e=Spacelnfo@isp.net (email address of session originator)

c=Internet IP4 224.2.17.12 (network type, address type, connection address)
t=2873397496 2873404696 {beginning and end times of session)

a=recvonly (attribute)

m=audio 49170 RTP/AVP 0 (media name, port from which stream is sent,

transport protocol, media format)
a=control:rtsp://audio.SpaceAgency.gov/MarsSaturn/audio  (attribute with media location and control
protocol)
m=video 51372 RTP/AVP 32 (as above)
a=control:rtsp://video.SpaceAgency.gov/MarsSaturn/video (as above)

Here the IDs and session time bounds use Network Time Protocol notation
[RFC958]. RTP/AVP refers to RTP with the Audio/Video Profile, running on
UDP/IPv4, and with media formats selected from that profile (Table 5.1). Type 0 is
PCM-coded audio (8 bit samples, 8000 samples/sec), and Type 32 is an MPEG
video elementary stream, with the payload format specifying parameters as de-
scribed in [RFC2250].

5.7.2.2 RTSP Operation

In contrast to H.323, which is oriented to interpersonal real-time telephony or
multimedia conferencing for a relatively small group of users, and to use of SIP to
set up such sessions, RTSP is intended for on-demand streaming of audio and video
content and for audio/video multicasting and broadcasting. It can, however, be ap-
plied to elements of real-time conferencing.

RTSP, a text-based protocol, provides user media control (start, pause, jump,
fast forward, fast reverse) similar to the controls on a media player, requiring main-
tenance of session state (the current mode of operation). This functionality does not
exist in RTP, on which RTSP relies for reliable media streaming.

RTSP both overlaps and differs from HTTP (Chapter 4), which may be used for
the initial Web-based access to streaming content. Either can be used to retrieve
the presentation description. Their main difference is that HTTP delivers data
within its messaging channel, while RTSP delivers data "out of band" in a different
protocol. In addition, HTTP distinguishes a client that makes requests from a server
that responds to them, while RTSP allows requests from either side. Finally, unlike
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HTTP, RTSP requests may have state, i.e. setting parameters that "continue to con-
trol a media stream long after the request has been acknowledged" [RFC2326].
RTSP does inherit syntax, security, and extension mechanisms from HTTP.

RTSP messages are text-based using the standard ISO UTF-8 encoding
[RFC2279]. Lines are terminated by ordinary carrier return and line feed charac-
ters. RTSP can be extended with optional parameters "in a self-describing manner”.
RTSP messages can be carried over any lower-layer transport protocol that main-
tains the integrity of individual bytes. TCP, for example, can provide reliable trans-
port of RTSP messages even if the media streams themselves are sent via an
unreliable (but lower-delay) transport protocol.

RTSP offers unicast and multicast addressing. In the unicast case, media
stream(s) are sent by servers to the RTSP client, with the receiving port number
chosen by the client. For multicast, the server may choose a multicast address and
sending port, as for a live transmision or delivery of a stored stream to a group of
clients, or a server may be requested by one of the clients to join an existing multi-
cast conference as shown in Figure 5.27.

RSVP, described in Section 5.5, can be used by receiving stations to reserve re-
sources in order to join an RTSP multicast. SIP, described in Section 5.4, can be
used for setting up real-time sessions involving media servers as well as human be-
ings. Although SIP exercises no direct control of media streams, it can bring media
streams into a conference, as when a conference participant invites a media server as
a third party participant by means of SIP messaging to the MCU (multipoint control
unit) that in turn informs the media server. However, this can also be done with an
RTSP SETUP message sent directly to the server. SETUP "invites a server to send
data for a single media stream to the destination specified in the Transport [proto-
col] header field".

HTTP GET e ——

Client |

Media
server

RTP video
RTP audio
______________________________ RTCP coutrol

Figure 5.32. Some basic functions of RTSP.

Figure 5.32 illustrates some of the basic functions of RTSP, following retrieval
via HTTP GET of an SDP session description. SETUP, PLAY, and TEARDOWN
are control messages (and methods) with parameters specifying times and condi-
tions, as explained below. Thus "PLAY" can be used to "fast forward" to some
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other time point in the media streams. The media streams are delivered via RTP
protocol stacks under control exercised through RTCP (Section 5.6).

[RFC2326] offers a syntax example for a movie on demand using the functions
shown in Figure 5.32. In this example, the client request a movie composed of a
sound track from an audio server (audio.source.com) and a video stream from a
video server (video.source.com). Web server www.movieinfo.com stores the de-
scriptions of the total presentation and its component streams, "including the codecs
that are available, dynamic RTP payload types, the protocol stack, and content in-
formation such as language or copyright restrictions”, and possible information
about the timeline of the movie. The client requests contain methods (functional
requests), associated parameters, and the objects that the methods operate upon.

The following is the RTSP control syntax, using SETUP, PLAY, and
TEARDOWN methods, for play beginning at the ten minute point and playing from
there to the end. An initial SDP description, retrieved from a movie information
server, specifies audio and video types and their attributes of location and method of
control (RTSP). Underlined headers are not part of the syntax.

1. GET SDP INFORMATION ON DESIRED MOVIE

Client to Web server

GET /Mission_to_Mars.sdp HTTP/1.1

Host: www.movieinfo.com

Accept: application/sdp

Web server to Client: The session description (audio/video sending ports unknown)
HTTP/1.0 200 OK

Content-Type: application/sdp

v=0

0= 2890844526 2890842807 IN IP4 192.16.24.202
s=RTSP Session

m=audio 0 RTP/AVP 0
a=control:rtsp://audio.source.com/Mission_to_Mars/audio
m=video 0 RTP/AVP 32
a=control:rtsp://video.source.com/Mission_to_Mars/video

2. SETUP AUDIO AND VIDEO SERVERS

Client to Audio Server

SETUP rtsp://audio.source.com/Mission_to_Mars/audio RTSP/1.0
CSeq: 1

Transport: RTP/AVP/UDP;unicast;client_port=3056-3057

Audio Server to Client

RTSP/1.0 200 OK

CSeq: 1

Session: 12345678

Transport: RTP/AVP/UDP;unicast;client_port=3056-3057;server_port=5000-5001
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Client to Video Server

SETUP rtsp://video.source.com/Mission to _Mars/video RTSP/1.0

CSeq: 1

Transport: RTP/AVP/UDP;unicast;client_port=3058-3059

Video Server to Client

RTSP/1.0 200 OK

CSeq: 1

Session: 23456789

Transport: RTP/AVP/UDP;unicast;client_port=3058-3059;server_port=5002-5003

3. PLAY INSTRUCTIONS TO SERVERS

Client to Video Server, using SMPTE time notation

PLAY rtsp://video.source.com/Mission_to_Mars/video RTSP/1.0
CSeq: 2

Session: 23456789 # Range: smpte=0:10:00-

Video Server to Client (acknowledgement)

RTSP/1.0 200 OK

CSeq: 2

Session: 23456789 # Range: smpte=0:10:00-

RTP-Info: url=rtsp://video.source.com/Mission_to_Mars/video;seq=12312232;rtptime=78712811

Client to Audio Server

PLAY rtsp://audio.source.com/Mission_to_Mars/audio.en RTSP/1.0
CSeq: 2

Session: 12345678

Range: smpte=0:10:00-

Audio Server to Client (acknowledgement)
RTSP/1.0 200 OK

CSeq: 2

Session: 12345678

Range: smpte=0:10:00-

RTP-Info: url=rtsp://audio.source.com/Mission_to_Mars/audio.en;seq=876655;rtptime=1032181

4. END PLAY SESSIONS

Client to Audio Server

TEARDOWN rtsp://audio.source.com/Mission_to_Mars/audio.en RTSP/1.0
CSeq: 3

Session: 12345678

Audio Server to Client

RTSP/1.0 200 OK

CSeq: 3
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Client to Video Server

TEARDOWN rtsp://video.source.com/Mission_to_Mars/video RTSP/1.0
CSeq: 3

Session: 23456789

Video Server to Client

RTSP/1.0 200 OK

CSeq: 3

In this example, session numbers 12345678 and 232456789 are assigned by the
audio and video servers respectively. Each media stream is identified by an RSVP
URL, and each two-way step of the control process between client and media serv-
ers is assigned a new CSeq number. An SMPTE (Society of Motion Picture and
Television Engineers timestamp relative to the start of a clip is used for timing
range. It has the format hours:minutes:seconds:frames.subframes. This format is
also used for NPT (normal play time) marking, as displayed on VCRs.

At the RTP level (not part of RTSP), messages from the two servers include in-
dependently defined sequence and starting time values. As the standard notes,
"even though the audio and video track are on two different servers, and may start at
slightly different times and may drift with respect to each other, the client can syn-
chronize the two using standard RTP methods, in particular the time scale contained
in the RTCP sender reports".

Session state is maintained by both client and server. Table 5.2 indicates the
states and state changes occurring with message exchanges.

Table 5.2. States and state changes for client requests [RFC2326}

state method next state Object
Init SETUP Ready
TEARDOWN  Init
Ready PLAY Playing presentation or stream

RECORD Recording
TEARDOWN  Init

SETUP Ready stream
Playing PAUSE Ready presentation or stream
TEARDOWN Init
PLAY Playing presentation or stream
SETUP Playing (changed transport) stream
Recording PAUSE Ready presentation or stream
TEARDOWN  Init presentation or stream
RECORD _ Recording presentation or stream

SETUP Recording stream
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Additional methods specified by [RFC2326] are:

Method Direction Object

DESCRIBE Client to server Presentation, stream
ANNOUNCE Both ways Presentation, stream
GET_PARAMETER Both ways Presentation, stream
OPTIONS Both ways Presentation, stream
REDIRECT Server to client Presentation, stream
SET_PARAMETER Both ways Presentation, stream

The DESCRIBE method "retrieves the description of a presentation or media
object identified by the request URL from a server" that returns the description,
concluding the media initialization phase of RTSP. There are alternative ways of
obtaining descriptions including the HTTP interchange with a Web server given in
the example. ANNOUNCE is just that, either posting a description to a server, or
(if from the server) updating a session description while it is in progress, e.g. for
adding a new media stream to a presentation. SETUP, requesting a session with an
object at a specified location, also specifies the transport mechanism to be used for
the streamed media. In the example, it was RTP/AVP/UDP. The response con-
tains the transport parameters selected by the server. PLAY "tells the server to start
sending data via the mechanism specified in SETUP", and cannot be used until a
SETUP request is successfully acknowledged. PLAY requests, which can be pipe-
lined for consecutive play, set the normal play time to the beginning of a specified
range and delivers streamed data until the end of the range.

PAUSE temporarily halts delivery of a particular stream, either immediately or
at a specified time point. Synchronization is maintained after resumption of PLAY
or RECORD. TEARDOWN halts streaming of a particular object. A new SETUP
is required if the stream is to be resumed. GET PARAMETER returns the value of
some parameter of a presentation or stream specified in the URI. If no object (only
the server or client URI) is submitted, this command can test whether the receiving
device is alive, as with the Internet "ping" function. SET-PARAMETER requests
setting the value of a parameter for a presentation or stream specified by the URIL.
REDIRECT asks the client to connect to another server, providing the location of
that server. It may also contain a time range for when this redirection should take
effect. The client wishing to continue the session must TEARDOWN the current
one and SETUP the new one for the new server location. RECORD starts the re-
cording of media data according to the presentation description, including start and
stop timestamps. The server can store the recorded data under the request-URI or
another URL

This brief description explains the functionality but omits many of the func-
tional details that can be accessed in the latest work in progress at [www.rtsp.org].
Despite continuing as a standard-in-progress, RTSP is widely used in the streaming
applications described in the following section.
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5.8 Real-Time Streaming Systems

Several Internet-based streaming applications are already widely deployed.
They include various news, educational, and marketing applications that stream
audio and video clips from Web sites. The highest viewing quality is not necessar-
ily required in these unicast applications, and a range of qualities may be provided
by the streaming technology to accommodate variations in client network access
capabilities and network congestion conditions. Several commercial systems based
heavily on the protocols described above are described in Section 5.9.

High-quality streaming supports Internet-based audio and video on demand
(Section 5.8.1) and Internet radio/TV broadcasting (Section 5.8.2). The streaming
systems offer both unicast, with each user receiving a separate stream from the
server or a closer-by proxy server, and multicast, in which a branched stream avoids
replication of content on any particular link. Multicast often must supply the same
content at varying quality levels to a very large audience, requiring multi-tiered de-
livery and caching architectures to be scalable and practical.

5.8.1 Video on Demand Streaming: Server Systems

Video on demand was the broadband networking "killer application" of the
1980s and early 1990s that failed because there was not a business model that could
recover the investment in transport and server facilities from the revenues consum-
ers were willing to pay. Although video (mainly movies) on demand may not yet be
a dominant application, it has made progress because of economies resulting from
video compression and streaming technologies, improvements in multimedia server
systems, and the construction of digital cable systems. Video on demand, albeit
from a limited selection, is available from many cable services providers, and could
also be offered over ADSL facilities.

First-run movie and music content delivery through the Internet was, in late
2004, not yet prevalent although music services had begun. Content-producing in-
dustries (movies and music) were reluctant to distribute their most valuable content
through the Internet until copyright issues for digital objects are resolved and they
feel their content is adequately protected. A second obstacle was the long-time
commitment of first-run entertainment to the proven theatrical and hard-media
(videotape, DVD) distribution channels. Still another obstacle was the stili-
inadequate capacity of "broadband" access systems, which is marginal for (unicast)
feature movie streaming on both cable and ADSL access systems. Potential con-
gestion in the core Internet is another issue that may, fortunately, have solutions in
multicasting, caching architectures, and the combination of optical transport, MPLS
traffic engineering, and DiffServ.
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A multimedia server used for on-demand services must, in most commercial
applications, store a substantial number of large media files and play them to a large
number of simultaneous end-user clients. Streaming must be synchronized with
display, i.e. at the playout rate. For example, a server may be required to serve
10,000 simultaneous video streams at 4Mbps (MPEG-2), a throughput of 40 Gbps.
This must be possible at a capital investment of about $100/stream, recovered from
services revenues over several years. It may be required to accept 500 transactions
(initiation or play control) per second, and maintain a serving storage capacity of
500GB and an offline storage capacity of tens of terabytes. It must include a control
processor to handle the transactions and control the streams.

The high-level system architecture is suggested by Figure 5.33. To satisfy a re-
quest, the media server draws an object, such as a movie compressed by MPEG-2,
from the media files and plays it through the Internet to one or more clients. The
application-layer QoS controller [WHZZP] processes the media stream(s) associated
with this object to satisfy user QoS and control needs and network constraints.
RTSP play control may be implemented here.

[N client

Econtrol [:]

Media
Server

Controller ¢=# client [:]

Figure 5.33. High-level view of a multimedia server system.

[GVKRR] provides a general overview of design of a multimedia server's disk
retrieval, discussing support of different file structures, disk scheduling, admission
control, and information placement on disks, arrays of disks, and within storage
hierarchies. The first objective is to maximize the number of simultaneous retriev-
als, for example by striping across different disks (described below). Additional
advantage comes from "right-sizing" the retrieval of media segments from disk stor-
age, as in retrieving media segments for simultaneous users at rates proportional to
their respective playout rates [RVR], rather than at the same rate for all users as in a
simple round robin service scheduler (Chapter 4). Storage capacity is enhanced by
implementing a hierarchical storage system in which a very large and low cost
backup system, such as a tape or optical disk library, maintains less-used files until
needed.

The storage element of the server may be based on the RAID (Redundant Array
of Inexpensive Disks) introduced in Chapter 1, providing protection against indi-
vidual disk failure. Data may also be "striped” across different disks, as introduced
in Chapter 1 and shown in more detail in Figure 5.34. A particular media file is
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broken into segments recorded on different disks, spreading demand over multiple
disks to avoid overloading of any particular disk. Striping improves throughput,
over storage of complete files on particular disks, by preventing one or two media
file retrievals from dominating use of a particular disk and limiting the number of
simultaneous users of files on that disk. Retrieval speed is aided by accessing the

disks in parallel.
T To application-layer QoS controller

( Disk controller ’

File 1, segment 3
File 2, segment 2
File 3, segment 1

File 1, segment 4
File 2, segment 3
File 3, segment 2

File 1, segment 2
File 2, segment 1
File 3, segment 4

File 1, segment 1
File 2, segment 4
File 3, segment 3

Figure 5.34. Striping data across multiple disks (adapted from [WHZZPT).

Although shown as a single unit in Figure 5.33, a media server may in fact have
a distributed architecture in order to increase capacity and reliability [GC]. Figure
5.35 illustrates such an architecture in which serving storage units on a local net-
work are switched through to the Internet. The application controller manages load-
balancing among the available storage nodes, with partial replication of content
among the different storage nodes and assignment of a new request to the most
lightly-loaded storage node that has the desired media material. The switch can be
replaced by a router if packetization functions are implemented in the storage nodes.
"Multiple homing" (access to different Internet access nodes) may also be imple-
mented, for both capacity and reliability reasons.

The striping concept described above for a single RAID server can be applied
to this distributed architecture as well, facilitating almost unlimited scaling Using a
staggered activity schedule for the distributed servers [LEEYB], the number of
servers (and the total service capacity) can be linearly scaled up with increasing
demand. There is an almost unlimited serving capacity if the interconnection net-
work has enough transmission capacity.
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Figure 5.35. Distributed architecture for a media server (adapted from [GC]).

Congestion control is an essential function, usually implemented as rate con-
trol that varies the delivery rate of a stream (subject to a maximum rate acceptable to
the user) in accord with the capability of the network to support it. Rate control
may be source-based or receiver based. In the first case, the media server assumes
full responsibility for adjusting the rate. The server can, in one approach, vary the
transmission rate so as to keep the fraction of lost packets below an acceptable level.
As in TCP (Chapter 4), the rate can be decreased exponentially if congestion in-
creases and raised linearly if congestion decreases, but more optimistic algorithms
are also possible. Another approach equates the sending rate with the TCP through-
put formula (equation 4.1) which is inversely proportional to the square root of the
lost packets fraction. This makes the competition for network resources between
media streaming (over UDP) and other network traffic (over TCP) fairer, reducing
the advantage UDP traffic would otherwise have. On the other hand, complete fair-
ness is not necessarily a desirable objective.

Receiver-based rate control is associated with layered multicasting (Chapter 1),
and is essentially implemented by the receiver dropping higher quality layers when
the network is congested, and adding them as conditions improve. Alternative algo-
rithms for doing this, similar to those for source-based rate control, are available.

Completing the server architecture, the communications unit implements the
packetization and control functions of a protocol stack such as RTP/UDP/IP, and a
digital channel unit interfaces with the high-speed physical access facility such as an
optical access system. The integrity of end-to-end media flows, including timing
requirements, is maintained by RTP, as described in section 5.6.

Note that end-to-end packet loss information must be returned from the re-
ceiving client. This is part of end-to-end control. Control messages and media may
take separate paths through the Internet as suggested in Figure 5.33.
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A multimedia server system can be further distributed to take advantage of a hi-
erarchical caching/serving architecture, as described in Chapter 1 (Figure 1.12).
Figure 5.36 illustrates one implementation in which parts, rather than entire media
objects (such as movies) are stored in a local server that is relatively close to users
[CT]. Many of the more popular media streams become multicasts rather than uni-
casts, avoiding content replication on network links.

Local media server .
T sec moving

Multicast media stream Local media server .- window cache
Source ¢ to end i » Playout to
Media ; —_— —> original multi-
Remainder of | M sec to end > g

Server movie storage _| cast group

for new viewer
Unicast media stream Playout to new viewer
0 sec to M sec Merger » client

\_/ C]

Figure 5.36. A hierarchical media server system with partial local caching.

The system of Figure 5.36 uses a "latching and merging" approach by which a
new request can join an existing multicast, latching onto the existing multicast and
eventually merging a new stream provided for the new user into the existing multi-
cast. The local server maintains a moving window of the latest T seconds of a mul-
ticast in progress. When a new request for that media object (say a movie) arrives,
say M seconds after the beginning of the movie, a new unicast stream from the
source is set up for the new user to receive the previous M-second portion of the
movie. Simultaneously, the remaining content of the current T-second window of
the multicast is saved, as are all subsequent T-second windows. When, after M sec-
onds, the new user's viewing catches up to the point in the movie multicast where he
or she made the request, the separate unicast set up for that user can be dropped and
the M-second store itself becomes a moving window cache. The user joins the ex-
isting multicast, or more precisely, joins a delayed version of the existing multicast
beginning at the M-second point of the movie. The local server thus implements an
M-second partial-movie store for this user, and similarly for other late-arriving
viewers, exactly as is done in digital video recorders. The communications load
between source and local media servers is minimized by doing away with unicasts
whenever possible.

Of course, movies in high demand may also be pre-cached in the local server,
which would avoid even the unicasts of early parts of a movie missed by later-
arriving viewers. The implementation of any hierarchical media serving system
requires analysis of the demand statistics and different treatments of media objects
with different demand patterns.

When the local server is on a broadband network, such as the Internet optical
core, that can stream program segments at rates much higher than the playout rate,
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there is an efficient local media server architecture that uses only minimal storage
windows [GKSW]. This is appropriate if the media programs being requested are
mostly taken by single viewers and so usually cannot be made into multicasts. The
system is particularly effective as an adjunct to a DSLAM (digital subscriber line
access multiplexer, Chapter 3).

As Figure 5.37 shows, the source media server supplies media content in short,
high-speed bursts to local media servers, that may, for example, be located in tele-
phone offices, cable headends, or broadband wireless radio access nodes. These
local media servers have only a minimal storage capacity. Each local media server
streams content at the playout rate to residential clients.

The source media server breaks a media stream it is serving into media seg-
ments equivalent to perhaps eight seconds of playing time. It delivers these seg-
ments to a local media server through a delay-prioritized delivery service, which in
the Internet would ideally be DiffServ EF service (Chapter 4). The local server re-
tains the just-delivered segment in one of its small storage buffers. The objective
for the source-to-local-server transfer is delivery of the entire segment at a relatively
high data rate before playout of the previous segment, at normal playout rate, has
been completed.

Service priorities (for its end-user clients) are computed by the local media
server, stored in service priority queues, and transmitted to the source media server.
The source media server sends a token for the next segment transmission to a local
media server when it determines that both source media server and local media
server are free and that a stream being delivered through that local media server has
time-to-delivery priority. Acceptance of this token by the local media server causes
download of the next segment.

Each user stream being served by a local media server has use of a pair of buff-
ers, each large enough to hold one media segment. The buffers are filled and emp-
tied in a complementary manner, as shown in Figures 5.37 and 5.38. Let us say the
first segment high-speed downloaded for user x is loaded into buffer A in the pair
dedicated to that user’s programming. User x presses the “play” button and segment
1 is streamed, at the lower playout rate, through a local access system to the client.
Assume that, as segment 1 plays, the user does not indicate any change in delivery
of the program. In order to continue play without interruption, user x receives a
priority in its service priority queue that increases in urgency as playout of buffer A
nears completion. Hopefully in time, the source media server downloads segment 2
into buffer B, and the playout streambegins drawing from buffer B immediately
after the last data is drained from buffer A. Figure 5.38 illustrates playout of seg-
ment 2 to the user from buffer B as buffer A first awaits and then is filled, at a high
rate, with segment 3.
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Figure 5.38. "Just-in-time" continuous stream download to an end user.

All of the user control options can be exercised through requests submitted via
the local media server to the source media server. If, instead of continuing smooth
delivery of the media stream, the user wishes to fast forward, the request will be for
a segment that consists of I frames (every 15th frame in MPEG), producing a
speeded-up stream by a factor of 15. If the user wishes to jump to another section
of a program, either forward or backward, that request is satisfied by delivery of a
segment beginning at the requested jump-to point. A proprietary streaming proto-
col for ATM networks is described in [GKSW], running on top of AAL-5 (ATM
adaptation layer 5) and ATM, but the system is adaptable to work with the
RTSP/RTP/UDP/IP protocol suite.

The systems of Figures 5.36 and 5.37 illustrate some of the mechanisms, be-
yond rate control, required to meet simultaneous QoS requirements of uninterrupted
video, controlled playback, fairness among the users, and efficient use of network
resources. A multilevel buffer architecture may provide further benefits, especially
for MPEG-4 streaming {XDL]. An overview of multicast and proxy server tech-
niques for large-scale multimedia is provided in [HTT]. Further details of control
mechanisms are given for several commercial systems in Section 5.9.
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5.8.2 Internet Broadcasting

Thousands of radio stations [www.radio-locator.com] are already broadcasting
through the Internet, but television-like Internet video broadcasting is difficult to
offer at high quality with existing access network speeds and media technologies.
Video has generally been limited to short news and sports clips.

After moderate success with radio broadcasting of baseball games, enhanced
with video clips of game highlights, major league baseball announced in early 2003
its plans to "broadcast live video feeds online for a major portion of its games"
[WEBVIDEO]. This service, using RealNetworks systems (section 5.9.1), relies on
ADSL and cable modem "broadband”" access already used by 16-18 million resi-
dential subscribers in the U.S. at the time of the announcement. The NBA (National
Basketball Association) television network also offered a service, limited at that
time to video of game highlights.

Although picture quality cannot yet equal that of non-Internet cable television
service, there were indications that entertainment television would not be far behind,
and that several commercial streaming systems would be capable of supporting it.
The [WEBVIDEQ] article described the plans of one cable movie service to offer
full-length movies over the Internet, but as a pre-viewing download rather than a
streaming service in order to realize higher quality.

In mid-2003 there were several obstacles, in addition to per-subscriber Internet
access rates, to high-quality video broadcasting. One important obstacle was that
Internet access mostly served computers, not television sets or other media appli-
ances. Mass-market success with Internet broadcasting will come only when media
appliances, connecting to the Internet as easily as to present-day cable services (per-
haps through the same cable), become widely available, easy to use, and inexpen-
sive. It will help to have home media networking, perhaps based on IEEE 1394
(wired) and/or IEEE 802.11 (wireless), that is similarly easy to use and maintain and
links computing devices and various media appliances. A second obstacle, men-
tioned earlier in this book, was the reluctance of content producers to bypass their
existing distribution channels.

A third obstacle was the bandwidth-wasteful replication of streams because of a
reliance on unicasts from distant servers. Control of the delivery of broadcast
streams is conceptually simpler than retrieval of unicast media streams, assuming
the passive listener/viewer model of normal broadcasting. But there is complexity
in realizing broadcast networks that are scalable and eliminate unnecessary duplica-
tion of streams at a reasonable cost in proxy server deployment and control. At the
time of writing, the basically unicast architecture of the Internet discouraged such
efficiencies.

One model of a broadcast-oriented streaming architecture has been described in
[DS). Its distributed server approach claims to be scalable, have services and qual-
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ity flexibility, and be deliverable through both wired and wireless access networks.
It also addresses content, payment, advertising insertion, and security issues. It as-
sumes that a multicasting capability is implemented in the Internet but can compen-
sate for lack of this capability in sections of the Internet.

This system mimics existing broadcast networks in having primary and local
"stations", as shown in Figure 5.39. There is a two-level hierarchy of IP multicasts,
with the higher level distributing broadcast streams from primary to local stations,
and the lower level broadcasting from local stations to listening clients.

Program announcements

Primary Primary
Station 1 p--/--+fSAP mux Ja----- oo Station 2
RTP
RTCP
Channel
database P ~ ]
RTSP client - F
Local Local station Local Local Local Local
; station station station station
programming( g 1cp | SAP

server | demux

media server .~”7 Local channel announce

[= W([=_P Client receivers

Figure 5.39. A network/local station broadcasting hierarchy realized in the Internet (adapted from [DS]).

In this system, each primary station continually broadcasts its content to local
stations using a unique multicast address, using the RTP/UDP/IP protocol stack.
Each station also submits its program announcement, using SDP format, to the SAP
(Session Announcement Protocol [RFC2974]) mux, which maintains a summary of
programs broadcast by all primary stations and broadcasts that list, also on a unique
multicast address. It is unlikely that there will actually be one worldwide program
directory server, but rather a distributed program directory service with cooperating
servers. Security measures, to make program directories and programming avail-
able only to cooperating local stations, will include encryption of the SAP an-
nouncements.

Each local station operates the second hierarchy of the media and announce-
ment hierarchy. The local announcement may be broadcast unencrypted, and de-
scribes that part of global programming that the local station carries, plus references
to any locally-produced programming. The local station uses a unique local multi-
casting address for its local announcement and for each media channel that is broad-
cast locally. The client "radios" listen to the local announcement channel and tune
to whatever local channel(s) they desire.

Mobility is an issue for wireless portable Internet radios. The requirements of
handoff from one wireless access point to the next include minimal loss or interrup-
tion of data, and continuation of established authentication and media configuration
sessions.
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The broadcasts from primary channels could be passed through unchanged to
end clients, but more likely there will be advertising insertion as there is in local
broadcasting and cable television. The local station includes an RTSP client that,
through appropriate SETUP and PLAY commands, inserts advertisements for spe-
cific times within specific streams. The service options for end users might include
free reception of advertiser-supported programming and pay-per-listen fees for pro-
gramming without inserted advertisement.

RTCP (control) packets are used for monitoring and other purposes, such as
billing. There is a privacy question in Internet radio because it is possible for the
local station to collect precise information on who is listening to what. One of the
many challenges remaining for this new broadcasting medium is how to facilitiate
broad-scale collection of listener statistics and individual listener service measure-
ment for pay-per-listen programming without eavesdropping on the listening habits
of individual users.

Although multicasting of broadcast streams and directory information is essen-
tial in any Internet broadcasting concept, the architecture envisioned in [DT] com-
pels control and data paths to be close to each other if not identical. Alternative
architectures are possible. The "local station" is, after all, nothing more than an
entity managing the relationship with advertisers and end users. It can be anywhere
in the network, and it should not be necessary to have broadcast data pass through
it.

Figure 5.40 illustrates such a separated architecture. Control of the broadcast
media stream is exercised by the RTSP client of the retail broadcaster, responding to
program searching, selection and control requests from the end user. This can be
done via the retail broadcaster's HTTP (Web) server, which passes end user requests
to the RTSP client. The broadcast media is streamed from a different location, an
RTSP server node, perhaps owned by the network operator, with capabilities in-
cluding advertising insertion. Under control of the retail broadcast service pro-
vider's RTSP client, this node delivers the content (an actual program) directly to a
residential client. The function of content delivery is thus clearly separated from
that of the retail broadcast services provider.

Another possible separated architecture would place the RTSP client in the end
user equipment, with operation of this client controlled from the retail broadcast
services provider in accord with user requests accepted by the services provider's
Web server. The RTSP interaction would then be between the end user and the
RTSP server node (and possibly the advertising RTSP server as well), but authori-
zations and other controls would continue to be exercised from the service provider.
This is consistent with provider control of end-user set-top boxes, the familiar strat-
egy of the cable industry.
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Figure 5.40. A multicasting architecture separating service provider functions from data paths.

These architectures can support various end user program controls, beyond just
selection of alternative programs. For example, an RTSP server node can imple-
ment digital video recorder features (fast forward, search, etc.) with per-user bulk
program storage at the node, an alternative to the user buying a digital video re-
corder. This would dismay advertisers.

Whatever the final architecture, it is clear that Internet broadcasting offers a
whole world of content-providing stations instead of only those within radio broad-
casting range. Internet radio and television will soon be accessible to wireless de-
vices, competing with ordinary portable radios and television sets. It is very likely
that wireless LANs such as those described in Chapter 3 will provide high-rate ac-
cess service adequate to support this concept.

5.9 Commercial Streaming Systems

The technologies and standards described in the previous sections are widely
used in commercial media streaming systems, which have additional server, player,
and media integration design elements making them useful for Web-based stream-
ing applications. The purpose of this section is to provide an overview of overall
systems architecture and some of the design choices made in commercial streaming
systems. The major systems are ReaNetworks' Real 10/Helix™ system, Microsoft's
MediaSystem9™, and QuickTime™, described to varying depths in the remainder
of this section. A newer entrant, DigitalFountain™, with a forward error correcting
approach and a step in the direction of multicasting, is briefly introduced.  Al-
though elements of these descriptions will be obsolete before this book is published,
the solutions described for rate control, Web-based stream acquisition, minimization
of disruption due to packet loss, fast startup, support of multiple data types, and
other challenges follow basic principles that will be valid for many years. The
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reader should focus on these concepts rather than performance levels and other tran-
sient aspects of current systems offerings, which in any case are only partially de-
scribed.

5.9.1 RealNetworks' Streaming System

The Real 10™ system of RealNetworks, Inc. [www.realnetworks.com] is a
popular commercial media streaming platform. This section provides an overview
including several basic techniques present in other vendors' products as well.

RealNetworks, a pioneer in the media streaming industry, was an early adaptor
of RTP, although it also uses a proprietary streaming protocol, RDT (Real Data
Transport) for its own players. The company also co-authored RTSP and SMIL.
Like its competitors, Real 10 is a complete streaming infrastructure including
authoring tools, digital encoding software, a media server, and the client system
realized in software-based media players. From the client (user) side, the Real-
Player 10 player was current at the time of writing. Other components current at the
time of writing were the RealAudio™ 10 and RealVideo™ 10 encoders, RealPro-
ducer™ 10 (for producing streaming-ready programming), and the Helix DRM™
(digital rights management) 10 multimedia server [helixcommunity.org/]. The He-
lix server is "a comprehensive and flexible platform for the secure media content
delivery of standards-based as well as leading Internet formats, including Re-
alAudio, RealVideo, MP3, MPEG-4, AAC, H.263 and AMR"
[www.realnetworks.com/
products/drm/index.html].

The interactive process for unicast streaming in the Internet is illustrated in
Figure 5.41 [GARAY]. Analog audio and video streams are fed to the Producer
application, which digitizes them and facilitates labeling and classification of time
segments. They are stored, conventionally on the editing computer’s hard disk, and
are uploaded to the store associated with the server where they are cached for cur-
rent use. Different versions of the server are designed to serve different numbers of
simultaneous users, ranging from about 100 to many thousands.

A stored segment is represented by a text metafile on a Web server, available
through an HTML page. A user links to the metafile from an HTTP client (a Web
browser). When the metafile is requested by the client, it is downloaded. There it
executes and activates the RealPlayer client, causing it to request a download
streaming of the relevant media file from the server. This is an RTSP interaction.
As the data stream begins to come in, the player buffers it until enough contents are
in the buffer to initiate playout.
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Figure 5.41. Basic functions of the RealNetworks system.

As described in [CGLLR], earlier commercial streaming systems using HTTP
required large receiver buffers and left much to be desired in performance. Re-
alAudio 1.0, introduced in 1995, used proprietary protocols in which the two-way
session control signaling between client and server ran on TCP, while the one-way
streamed media ran on UDP, which "enabled a better utilization of the available
network bandwidth and made the transmission process much more continuous
(compared to TCP traffic)", at some cost in lost, delayed, and out of order packets.
The countermeasures to these degradations included re-request of missed packets
(not unlike TCP) with a time limit, backed up by frame interleaving "to minimize
the perceptual damage caused by the loss of packets".

The concept of interleaving, which introduces a fixed delay, is shown in Figure
5.42. By composing a packet from a number of randomly selected small media
segments over a relatively long interval, such as 10 seconds, the loss of a 250ms
packet results in a number of almost imperceptible blips rather than loss of a very
noticeable 250ms continuous media segment.

In Figure 5.42, one set of small random segments of a media stream, shown in
grey, are consolidated in the first packet. Another set of small random segments,
shown with line shading, are consolidated in the second packet, and so on for a total
of 40 packets. At the receiving end, the segments are reconstituted into a 10-second
stream. If any single packet is lost but the others come through, the reconstituted
media stream will not have any substantial damaged intervals.
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Figure 5.42. Interleaving to reduce the impact of packet loss.

The streaming system can accommodate many standard audio and video for-
mats, licenses several proprietary formats from others, and has its proprietary for-
mats that are claimed to have better performance. The proprietary streaming
formats, with file extensions, are:

RealMedia m RealMedia variable bit rate .rmvb
RealAudio ra RealText at
RealPix p Flash player swf

There are also information file types:

Metafile to launch RealPlayer Jram
Metafile for embedded presentations .rpm
SMIL file for layout & timing .smil, .smi

A RealMedia (.rm) file is an audio or video clip encoded by any of several
RealNetworks' applications. Files may contain multiple streams, including audio,
video, image maps, and events. Video files can contain audio and video or video
only and can be played by a RealPlayer client, as can audio only files.

The audio codecs reported to be supported [CGLLR] were:

RealAudio (RealNetworks proprietary) <96kbps, monaural and stereo

AAC (see chapter 2) [MPEG-4 AAC or RealAudio 10 with AAC, for very high quality at 192Kbps]
ACELP coder licensed from VoiceAge Skbps, 6.5kbps, 8.5kbps, 16kbps, speech-oriented

ATRACS3 coder licensed from Sony  >96kbps, high quality music-oriented

MP3 (for RealJukeBox)

Others as plug-ins (Liquid Audio, A2B, MIDI, WMA, older proprietary codecs)

The supported video codecs appear to be:

RealVideo 10 and earlier (RealNetworks proprietary)
G2 Video (older RealNetworks proprietary)
Others as plug-ins (MPEG-1, MPEG-2, MPEG-4, DV, Motion JPEG, On2, BeHere, Ipix, ...)

The proprietary audio and video codecs are not public information but some in-
formation is available. The RealVideo coder exploits transform-domain spatial
coding, motion-compensation coding and subjective error concealment (Figure
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5.43) as does MPEG, and uses MPEG-like I (Intra)-frames for seek/fast for-
ward/rewind needs. To achieve the claimed substantial improvements over video
encoding standards such as MPEG-2 and MPEG-4, the designers abandoned the
standard 8x8 pixel block, DCT paradigm of video coding with its block artifacts
[CGLLR, docs.real.com/docs/m/rv10/RV10_Tech Overview.pdf]. RealNetworks
claims "new proprietary analysis and synthesis algorithms, more sophisticated mo-
tion analysis, content adaptive filtering technology, and other compression schemes"
that provide "a more natural look and feel". The interleaving used for protection of
audio packets could not be used in video because of the larger packet sizes, and was
replaced by forward error correction and subjective error concealment mechanisms.
The codec supports constant bit rate, variable bit rate, and "constant quality" (no
restriction on bit rate) modes.

—
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Coeff. | [Dequanti-| | Residual frames
decode [ |zation synthesis

Figure 5.43. Decoder for RealVideo[docs.real.com/docs/rn/rv10/RV10_Tech Overview.pdf].

One of the most sensitive questions addressed by streaming systems is band-
width scalability, or how to match the streaming rate to the bandwidth capability of
the server-to-client channel, as described in the previous section. The channel
bandwidth can be different for users with different access facilities, or because of
changing network congestion conditions.

The streaming rate for video should in any event be somewhat variable to ac-
commodate variable-rate coding (mentioned above) of video sequences with
changing detail and action. If this were the only variation, a fixed streaming rate
could be used provided the client's buffer were large enough to accommodate both
the coding rate variations and the delay variations of sending packets through the
network. But if the bandwidth of the channel should degrade significantly, in the
sense of too many packets getting dropped or delayed beyond an acceptable amount,
the buffer will quickly empty out and there will be an interruption of playback for
rebuffering (building up the queue to a size adequate to smooth packet arrival varia-
tions). Conversely, if the channel should improve, the fixed streaming rate misses
the opportunity of improved media quality with a higher rate.

Figures 5.44 and 5.45 illustrates the problem, for fixed streaming rate, of re-
ceiver buffer underflow with channel degradation. In Figure 5.44, lost or exces-
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sively delayed packets cause the receive buffer to underflow. In Figure 5.45, the
consequence of this underflow is an interruption of playout while the receiver waits
until the buffer contains the minimum three seconds content for resumption of play-
out. Content creators are given some control over the size of the buffer, which de-
termines the tradeoff between fast startup (from a small buffer) and better resilience
against transmission speed variations (from a large buffer). Underflows can be
largely avoided by rate scaling. In earlier versions, interframes in the differentially-
coded video stream were simply dropped in order to cut back on the transmitted data
rate; the playback rate and equivalent service rate for the buffer were similarly
scaled to prevent buffer underflow. This stream thinning did not achieve the same
playback quality as that achievable with a video stream optimized specifically for
the lower data rate.
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Figure 5.44. Receiver buffer underflow and streaming interruption with channel degradation in a fixed-
rate system. A rebuffering threshold of 3 seconds is presumed.
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Figure 5.45. Playout illustrating streaming interruption with receiver buffer underflow. A rebuffering
threshold of 3 seconds is presumed.

RealNetworks adopted a different solution (called "SureStream™") for rate ad-
aptation as a function of network transmission characteristics. This architecture
made the choice for full encodings into (redundant) bit streams at different rates
rather than for layered coding (Chapter 1, section 3). The server can supply multiple
fully-encoded streams at different rates to respond to changing bandwidth condi-
tions on the public Internet and to support the creation of content for a range of
connection rates. A particular client monitors the channel bandwidth and packet
losses and "instruct the server on how to adjust encoding and/or transmission rate"
[CGLLR]. This avoids client-side buffer underflows and rebuffering interruptions.
This system also gives video key frames and audio data priority over partial frame
video data, and thins video key frames when the lowest possible data rate is re-
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quired. Users with access services ranging from 14.4Kbps dialup to cable modem
downstream rates in the megabit range can receive streaming media in different
qualities commensurate with their access services.

The encoding framework allows multiple streams at different bit rates to be si-
multaneously encoded and combined into a single file. The system also includes a
client/server mechanism for detecting changes in bandwidth and mapping them into
combinations of different streams. It implements adaptive stream management in a
Web browser plug-in as a series of rules to which a user can subscribe. A rule will
typically be a range of streaming rates (e.g. 5000 to 15,000 Kbps) and a bound on
packet loss (e.g. 2.5%). If a client’s current connection experience meets this rule,
the client subscribes. The server is informed about this subscription and streams
accordingly, taking advantage of predefined priority and bandwidth parameters as-
sociated with groups of packets. If conditions change, the client system will ordi-
narily subscribe to a different rule and the server may change its streaming strategy
in response.

Although this system can meet the dynamic bandwidth needs of individual cli-
ents and is supportive of multicasting to diverse clients by providing streams at dif-
ferent rates, it is still a unicasting system that does not provide the network
efficiencies that multicasting would. Until the Internet supports multicast routing,
the best solution is an application-level multicast network (Figure 5.46) using multi-
ple proxy servers. This architecture is relevant for unicast information retrieval as
well as multicasting, caching popular materials to avoid overload on the source
server and the core network. The figure illustrates the delivery of different encoded
streams to different proxies and clients.

ed Encoding rate choice

4 ___________

Low rate
Real High rate
—| Server
Media clips Medium rate

Multiple encodings
Figure 5.46. Streamed content to proxy servers and clients at different rates, adapted from [CGLLR].

The resulting video encoder is sketched in Figure 5.47. After input filters
minimizing noise and artifacts, video frames are spatially resampled to lower spatial
resolutions needed for encoding at different output rates. Selected resolutions de-
pend on presentation factors as well as possible bit rates and are offered to content
creators in four modes of "smooth motion", "normal motion", "sharpest image" and
"slide show", influencing the tradeoff between spatial and temporal resolution at

each target bit rate. After the resampler, video frames with differing resolutions are
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applied to a set of single-rate video encoders. Intermediate data are shared among
the separate encoders, saving on complexity. Finally, the CPU scalability control
module monitors processing time and switches to a lower complexity mode if the
encoder cannot keep up with the source, as could be the case for a live presentation
in which coding must be done in real time.

Motion-compensated single-rate encoders

Input Spatial Compressed streams for
Inpl%, filters Tesampler multllz)le target bit rates
frames T T v ——

| CPU scalability control |

Figure 5.47. Encoding system for bit streams at multiple rates [CGLLR].

Other capabilities, such as fast startup bursts in high-speed networks (see the
next section), are also found in this system.

The RealMedia system illustrates a complete set of server, client, and develop-
ment tools for streaming media through the Internet. Competitive systems cover a
similar territory, and the relative quality (for a given bit rate) of their encodings is a
matter of debate in the industry.

5.9.2 Microsoft Windows Media 9™

Microsoft Windows Media 9 Series was, in 2004, a comprehensive system for
media encoding, serving, delivery, and play, described as an end-to-end platform
supporting near-future digital media applications [www.microsoft.com/windows/
windowsmedia/technologies/overview.aspx]. The platform included Windows Me-
dia Encoder Series, Windows Media Services 9 Series, Windows Media Player 9
Series, and the Windows Media Audio and Video 9 codecs [MELKONIAN].
Streaming was supported at a wide range of rates needed for both dialup and
broadband connections. Some of the attributes claimed for this system were:
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- Fast Start and Fast Cache features for rapid startup and "always-on" play. The server begins with a
higher-rate burst, assuming the bandwidth is available, to quickly bring the buffer occupancy to an ac-
ceptable starting level (Figure 5.48). Playout can, in many cases, begin in a fraction of a second.

- Streams at different bit rates, as in the RealSystem, with the player dynamically picking the best stream
during play, based on current conditions. An added capability is support of multiple languages.

-Variable speed playback without changing the pitch and tone of the original audio.

- A "smart jukebox"capability for dynamic music playlists and synchronized display of lyrics.

- High-performance proprietary audio and video encoding formats. Compression improvements of 20%
for Windows Media Audio 9 and 15-50% for Video 9 were claimed compared with the previous genera-
tion Windows Media Audio and Video 8. Speech and music content can be mixed and delivered even at
sub-20Kbps rates. One of the supported audio codecs is a lossless encoding that reduces the rate of CD
audio streams (1.44Mbps both channels) by a factor of 2-3 with no quality degradation. The professional
Audio 9 encoder also supports multi-channel "5.1" surround sound (three speakers in front, two in the
rear, and a sub woofer).

- Digital video including high definition, supporting video frame sizes of 1280x720 with software de-
coding and 1920x1080 with hardware graphics chips. The professional Video 9 encoder claims three
times the compression efficiency of MPEG-2.

- A server of increased capacity that accommodates advertising insertion and digital intellectual property
rights management.

- Integration of the player into a wide range of wired and wireless consumer appliances, including car
stereos and DVD players.

Transmission rate to client

Playout
rate

Time

Buffering-up interval
Figure 5.48. Fast start/fast cache using a higher-rate burst at the beginning of a streaming session.

Streaming is controlled under both proprietary protocols and RTSP, so long as
the unicast stream is delivered to a Windows Media Player [MELKONIAN]. The
server streams content, performing normal functions such as controlling bit rate and
monitoring stream delivery via feedback of performance information from the
player.

The encoder accepts media files with the file name extensions (Chapter 2)
.wav, .wma, .wmv, .asf, .avi (an older format that limited file sizes), .mpg, .mp3,
.bmp, and .jpg. It can convert MPEG-1 and MPEG-2 files into the proprietary
.wmv format, using a supplementary decode filter.

The system includes metafiles (information about media files) in the form of
descriptions of file streams and their presentations. A metafile can use Extensible
Markup Language (XML, Chapter 4 ) syntax to convey a variety of elements, each
identified by a tag with associated attributes. A metafile playlist of media objects is
one example of a Windows Media metafile [TRAVIS]. There can also be SMIL
(synchronized multimedia integration language) playlists on the server, dynamically
changeable, to describe on-demand or broadcast content.
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Audio and video media content of many kinds, compressed using different en-
coders, is stored in the Advanced Systems Format (ASF) [www.microsoft.com/
windows/windowsmedia/format/asfspec.aspx] defined for Windows Media. It is an
extensible format for synchronized multimedia information. Files can be stored in
this format, streamed over a variety of networks and protocols, and played through
the Media Player, assuming it includes the appropriate decoder(s). Media objects
can also be packaged with Rights Manager software to protect against unauthorized
use or distribution. ASF allows extensible and scalable media types, links to com-
ponents, stream prioritization, multiple (natural) languages, and record-keeping
features such as document and content management. A single file can be as large
as 17 million terabytes. It can contain audio, multi-bit-rate video, metadata, and
scripts for linking to URLSs and implementing closed captioning.

This system, perhaps more than its competitors, is ambivalent about proprictary
formats and open standards. For a dominant vendor, there are both performance
and business advantages in proprietary formats that support an efficient architecture
that works well with the vendor's other systems, particularly an operating system.
On the other hand, use of open standards supports the broadest range of content and
opens the door to technical innovations from a huge community of media computing
inventors and entrepreneurs around the world.

5.9.3 The AppleQuickTime™ System

QuickTime™ is a comprehensive software system for manipulating time-based
media, based on the core concept of defining time lines and organizing media in-
formation along them. It is designed for Macintosh, Windows and Java platforms.
It has a long history, QuickTime 1.0 having been launched in January, 1992
[www.vnunet.com/News/1127234], with version 6.3 available at the time of writ-
ing. Although not originally conceived as a streaming architecture, it has compo-
nents that invoke RTP and packet communications capabilities for Internet
streaming and a product line of Internet-based servers and players. It has become
one of the major media streaming systems.

QuickTime-based applications can "play movies, synthesize music, display
animations, view virtual reality worlds and add multimedia capability to the com-
puter desktop” [developer.apple.com/quicktime/qttutorial]. QuickTime processes
video, still and animated images, vector graphics, multiple sound channels, MIDI
synthesized music, three-dimensional and virtual reality objects, visual panoramas
and test, supporting a very large number of media formats. These include, in addi-
tion to MPEG-2, MPEG-4 (and its file format) and AAC audio (Chapter 2). MPEG-
4 itself follows QuickTime principles in its integration of media object components.
The cellular mobile 3GPP (Third generation Partnership Project) has adopted
MPEG-4 as its core compression technology within a multimedia package, also
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called "3GPP", and thus QuickTime is likely to have an important role in 3G wire-
less applications [www.apple.com/mpegd/3gpp/].

Much of this brief overview follows Apple Computer's QuickTime tutorial
available at the URL given above. QuickTime provides tools for creating and
playing movies. A QuickTime movie is, strictly speaking, not a conventional movie
or a media object at all, but rather a description of what is to be displayed, the meta-
data. The description includes the number of tracks, media compression formats,
and timing information, plus an index of where the actual media data (e.g. video
frames and audio samples) are stored. The media data can be included in one file
together with the metadata, or they can be contained in separate files. A track rep-
resents a single media play sequence. For example, an audio and a moving image
track together constitute a conventional movie. Note that media in the QuickTime
context is used either for a single medium or multiple media.

Components are provided in QuickTime to isolate applications "from the details
of implementing and managing a given technology" such as an audio, visual, or
storage device. For example, an image decompressor component hides the details
of an actual decoder. A component manager within the QuickTime package, in-
cluding an image compression manager among other subunits, facilitates access to
components. Some important components are:

Movie controller (applications can play movies using a standard user interface)

Image-compression dialog (letting user specify compression parameters through a dialog box)

Sequence grabber (allowing applications to preview and record video and sound data as QuickTime
movies)

Video digitizer (allowing applications to control video digitization in an external device)

Media data exchange (allowing applications to insert or remove data in QuickTime movies)

Clock (timing services for QuickTime applications)

Preview (used by Movie Toolbox to create and display visual file previews)

Movie exporter (with Hinter sub-component to prepare a packetization-related hinter track for a

streamable movie)

Movie importer (acquire a movie from an Internet host or other source)

The QuickTime creation and playout architecture is shown in Figure 5.49. Ap-
plications can create, play and edit movies, which can be defined as the combination
of metadata and actual media data. The sequence grabber component and the com-
pression functions accessed through the Image Compression Manager can obtain the
movie data from a movie camera or stored image file and encode the set of grabbed
data into one or another compression format. Note that the Image Compression
Manager provides access to other components, such as the image compressor com-
ponents, that are themselves interfaces to actual processors operating on real media
data. An external video digitizer can be included in this movie creation scenario via
a video digitizer component, which is not illustrated in Figure 5.45.
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The Movie Toolbox, together with the decompression functions accessed
through the Image Compression Manager, supports playout and also editing an al-
ready existing movie. Client media applications access QuickTime capabilities by
invoking functions in the Movie Toolbox that store, retrieve, and manipulate the
time-based data. A user of a client media application can "position, resize, copy,
and paste movies within the documents that [the] application creates and manipu-
lates", functions that may be included within the movie playback specifications in
Figure 5.47. A movie included in a document can be played by invoking the movie
controller component.
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Figure 5.49. The QuickTime™ creation and playback architecture for multi-tracked time-based files.

The basic units of QuickTime files are hierarchical "atoms" of information. A
movie atom contains one track atom for each track within the movie, and each track
atom contains one or more media atoms plus additional atoms defining additional
characteristics of the track. These atoms are associated with time coordinate sys-
tems that "anchor movies and their media data structures to ... the second" and con-
tain a time scale translating between real time (as it passes in playout) and the time
markers in a movie. Each media in a movie has its own time coordinate system
starting at t=0. For each media data type, the Movie Toolbox maps each the
movie's time coordinate system to the media's time coordinate system, synchroniz-
ing the different tracks.

File transfer across the Internet has become an important element of Quick-
Time. Non-streaming Movie transfers can use the Web's HTTP protocol (Chapter
4). QuickTime movies must be specially prepared for real-time streaming using
RTP. For this purpose, a "hinter" component of the movie exporter function is
called, which adds "hint" tracks to an existing movie to specify packetization pa-
rameters. The QuickTime software selects an appropriate media packetizer/packet
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builder for each track and creates one hint track for each streamable movie track, as
suggested in Figure 5.50.
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Figure 5.50. Adding "hint" tracks to a movie in preparation for real-time streaming.

At the client end across the Internet, the streamed movie must be opened and
played. This can be done in alternate ways: opening a movie file that contains the
streaming tracks, opening an SDP (Session Definition Protocol) file, or opening a
URL (a Web address for the movie file). The Movie Toolbox can be asked by the
client application to invoke the movie importer component. Play can then be ar-
ranged through the movie controller.

QuickTime illustrates one evolutionary path of networked multimedia, with a
long-existing package for multimedia creation and play that had a large influence on
multimedia computing adding the functions needed for operation across a network.
QuickTime's evolutionary path has now converged with that of RealMedia which
began with the streaming application and has enlarged its media handling capabili-
ties, and with Windows Media which expanded its original focus on media display
computing.

5.9.4 The Digital Fountain™ Media Streaming System

An alternative media delivery system, focusing on efficient erasure-correction
coding that supports a form of multicast with flexibility in when each receiver be-
gins observing the media stream, is realized in the Digital Fountain, Inc. "Meta-
Content" Technology [www.digitalfountain.com, BLM, BLMG]. Although some of
its attributes, such as layered multicast, are offered by competitive streaming sys-
tems as well, this system is unique in its emphasis on reliable delivery comparable
to that offered by TCP (Transport Control Protocol, Chapter 4) but without the flood
of retransmissions that TCP can suffer because of its reliance on separate end-to-end
TCP connections to the different receivers with retransmission of lost or erroneous
data. It has advantages over multicast UDP as well, which is unreliable (no re-
transmissions), may deliver successfully to some receivers and not others, and is not
supported on many networks. In fact, the Digital Fountain technology may have
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more benefit for reliable transfer of critical multicast data than for time-urgent me-
dia streaming.

As shown in Fig. 5.51, a stream of packets of media (or any) content is trans-
formed into a stream of encoded packets that can be unicast or multicast at several
different rates. In the multicast mode, where streams at several rates may be simul-
taneously multicast, a client can move to a higher or lower-rate delivery plane as
network conditions permit. There is no feedback channel to the server; rather, con-
tent is algebraically encoded into many future encoded packets so that content can
be recovered even if some of the encoded packets are lost. Content is spread out
over a long sequence of transmitted packets. Ideally, in a system of this kind, "the
source data can be reconstructed intact from any subset of the encoding packets
equal in total length to the source data" [BLM]. The proponents of this technique
claim to have approximated this ideal (requiring slightly more than the original
length) in a practical way through use of the computationally efficient Luby trans-
form code [LUBY].
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Figure 5.51. The Digital Fountain media delivery system.

The Luby transform generates a particular encoded packet through a formula
computing the exclusive OR of a random subset of packets of the original content.
This does not expand the size of an encoded packet, but the particular randomly
selected formula used to construct each coded packet must be provided as overhead
information along with that packet, causing a small reduction in the information rate
if transmission rate remains the same. Receipt of a total number of encoded packets
slightly larger than the number of original source data packets - a stretch factor of
1.05 is cited as exceeded only one time in 100 million - is sufficient to recover that
content.

Figure 5.52 illustrates the encoding/decoding concept (but not its power against
erasures) with the simple example given in [BLM]. In this example, four content
packets are encoded into four transmission packets. The decoder recovers the origi-
nal content packets from four successfully received encoded packets. The four ran-
domized formulas, with "x" designating a content packet and "y" an encoded packet,
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are indicated in the figure. Recovery of the original content determines x; from the
first encoding formula (y; = x3) and the additional values x;, X, and x4 from succes-
sive substitutions of results into the other formulas.

Content packets (from a section of a media stream)

[ X ] X | %3 L % |

Encoded packets '

y Y
[(n=% * [[%=%0x% | [%»=%0xn | [%=u0x8x ]

l

| Decoder J

Figure 5.52. Randomized algebraic encoding of content packets into encoded packets, from which con-
tent packets are recovered.

Multicasting in this system links the layered media streams, of which two are
indicated in Figure 5.51, to multirate congestion control. A receiving user desiring
to add another layer for enhanced quality observes what happens during one of the
brief higher-speed bursts that the server sends periodically on all layers. If there
are no packet losses as a result of such a burst, the receiver can proceed to add an
additional layer. Similarly, it may drop a layer if packet losses occur outside of
these bursts.

Depending on how much a set of original content packets are spread out over
the encoded packet stream, there is more or less choice of the set of encoded packets
to use for decoding, so long as the number of chosen encoded packets exceeds the
number of content packets by the small stretch factor. This provides some flexibil-
ity to joiners of multicasts in their time of joining. Media files are broken into sec-
tions, such as the four-packet section illustrated in Figure 5.52. Each section is a
block that must be recovered completely before playout of that section can occur.
When a new media file download begins, the first section is downloaded and de-
coded. As it then begins to play, the second section begins to download. Playout of
a content section thus coincides with downloading and decoding of the next section,
as in other data transfer schemes such as that shown in Figure 5.37.

The Digital Fountain system is an example of application of advanced commu-
nications processing concepts to practical information delivery problems. For most
audio/video media applications, extremely low error rates may not be important, so
that this system will not be necessary. Interactive applications such as IP telephony
may suffer from the delays introduced by forward erasure coding and be particularly
averse to using it. However, there are media applications, such as distribution of
high-quality media files to caches and local broadcasting outlets, where a forward
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erasure coding system such as the Digital Fountain may provides a valuable per-
formance improvement over the usual streaming alternatives.

5.10 Looking to the future

This concludes the author's attempt to describe "how it works" for the commu-
nications systems and networks, compressive media encodings, and Internet proto-
cols, services, and applications that are the engineering foundations of high-quality
digital audio/video media (and other media such as graphics) in the Internet. The
tutorial approach of this book was to explain the many relevant topics in a descrip-
tive, hopefully accurate, but not analytical way, using illustrative figures. Readers
may judge for themselves whether the elusive goal of informing both technical and
non-technical readers was at least approached. The author will feel successful if
this light technical book is useful and interesting for readers from many different
backgrounds.

Although some parts of this book, especially those sections describing currently
offered systems and applications, will quickly become obsolete, the basic principles
and technologies that the book explains are likely to remain as foundations of the
multimedia Internet for many years. Increased use of the Internet for multimedia
applications will follow from incremental advances more than radical changes in
information infrastructure, advances such as higher access bandwidth and imple-
mentation of QoS-sensitive Internet services. We can expect that the Internet will
convey entertainment media with the quality we associate with cable television; that
Internet appliances such as Internet radios and TVs and imbedded Internet hosts
such as automobile navigation systems will be far more numerous than personal
computers; and that personal storage media such as DVDs will become less ubiqui-
tous as intellectual property issues are resolved and media retrieval through the
Internet becomes simpler, faster, and cheaper than owning your own disk [WG].
Interpersonal communication will similarly become more multi-faceted and encour-
age a further explosive development of distributed worldwide communities that
correspond to business, professional and personal interests and needs. Commercial,
professional, and personal users will find many uses, impossible to predict today,
for these developing capabilities, and will ideally stand together against further loss
of privacy and other dangers of a pervasive broadband information infrastructure.
The book will have served its purpose if it provides this wide range of concerned
parties with some of the knowledge that they will need.
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